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Introduction

Introduction

Thank you for purchasing an Environment-resistive Remote Terminal NXR-S-series Simple Logic Safety I/O
Block for CIP Safety (hereinafter referred to as Safety 1/0 Block).

This manual contains information that is necessary to use the Safety I/O Block. Please read this manual and
make sure you understand the functionality and performance of the Unit before you attempt to build an 10-Link
System.

Keep this manual in a safe place where it will be available for reference during operation.

Intended Audience

This manual is intended for the following personnel, who must also have knowledge of electrical systems (an
electrical engineer or the equivalent).
» Personnel in charge of introducing FA systems.

» Personnel in charge of designing FA systems.
» Personnel in charge of installing and maintaining FA systems.
» Personnel in charge of managing FA systems and facilities.

For programming, this manual is intended for personnel who understand the programming language specifica-
tions in international standard IEC 61131-3 or Japanese standard JIS B 3503.

Applicable Products

This manual covers the following products.

» Environment-resistive Remote Terminal NXR-S-series Simple Logic Safety 1/0 Block for CIP Safety
NXR-SXD1204-CST
NXR-SXD1204B-CST
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Manual Structure

Manual Structure

Page Structure

The following page structure is used in this manual.

4 Installation and Wiring —— Level 1 heading
Level 2 heading
Level 2 heading————— 4-3 Mounting Units ~ Level 3 heading

Gives the current
4-3-1  Connecting Controller Components headings.

Level 3 heading——

The Units that make up an NJ-series Controller can be connected simply by pressing the Units together
and locking the sliders by moving them toward the back of the Units. The End Cover is connected in the
same way to the Unit on the far right side of the Controller.

A step in a procedure ——————1 it units so thatthe conestors it exacty:

Hook Hook holes

Indicates a procedure.

Suun Bununow £+

— Page tab

Gives the number
of the main section.

2 The yellow sliders at the top and bottom of each Unit lock the Units together. Move the sliders
toward the back of the Units as shown below until they click into place.

Move the sliders toward the back
until they lock into place.

SIeUOUOD 8I0ILOD BURBUIOD 1-6-p T

Special information [ procavions o Coretuse

The sliders on the tops and bottoms of the Power Supply Unit, CPU Unit, I/O Units, Special I/O

. . Units, and CPU Bus Units must be completely locked (until they click into place) after connecting
Icons indicate the adjacent Unit connecors.
precautions, additional
information, or reference

information.

®bE e

NJ-series CPU Unit Hardware User's Manual (W500) 4-9

Manual name

This illustration is provided only as a sample. It may not literally appear in this manual.
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Manual Structure

Special Information

Special information in this manual is classified as follows:

Precautions for Safe Use

Precautions on what to do and what not to do to ensure safe usage of the product.

mPrecautions for Correct Use

Precautions on what to do and what not to do to ensure proper operation and performance.

@Additional Information

Additional information to read as required.
This information is provided to increase understanding or make operation easier.

Version Information

Information on differences in specifications and functionality for Controllers with different unit versions and for
different versions of the Support Software is given.

Precaution on Terminology

* In this manual, "download" refers to transferring data from the Support Software to a physical device and
"upload" refers to transferring data from a physical device to the Support Software.

+ In this manual, the directions of the Unit are given as in the following diagram, which shows a front view of the
Unit.

0000

@
€]

0
0
0
0

Left ®

®

Right

©: ©;
©: @,

0
i}
0
0

® ©
® O

Environment-resistive Remote Terminal NXR-S series Simple Logic Safety 1/0 Block for CIP Safety User’s Manual (W645) 3



Manual Structure

4 Environment-resistive Remote Terminal NXR-S series Simple Logic Safety I/0O Block for CIP Safety User’s Manual (W645)



Sections in this Manual

Sections in this Manual

Features and System

Configuration Security Guidelines

Specifications and

Application Procedures Troubleshooting

Part Names and
Functions

Inspection and
Maintenance

Designing the Power

Supply System Appendices

Installation and Wiring Index

SN\

Operation of the Safety 1/0 Block

Safety 1/0 Block Settings

Functions of Safety 1/0 Block

Safety Response Performance

oo ~Jofofafofn)

Environment-resistive Remote Terminal NXR-S series Simple Logic Safety 1/0 Block for CIP Safety User’s Manual (W645) 5



CONTENTS

CONTENTS

|
[ 1011 o o 11 Lo 4 o o T PR 1
(a1 (=T g Te [=Yo NN o [ [=Ta ot PSR SURPRRRN 1
YN o] o] {oz=1 o] L= md oo [1 o £ PPEPRRR 1
ManuUal StrUCTUI@......ceeeeccccciecc s e e s s s s s s s s s s e s e e e e e e e nnnnnnnnnn 2
Page STTUCTUIE ...ttt e h e r et et e et e e sne e e e naneeeas 2
SpeCial INFOMEALION ......eoii ettt e et e e et e e nnn e e e naree s 3
Precaution 0N TErMINOIOQY .......coiei ettt e e et e e e e ettt e e e e e e b e e e e e e antaeeeeeaanneeeaaeeannnneeaaans 3
Sections in this Manual ............ooo i 5
Terms and Conditions Agreement............cccccoiiiiininininnnnnnsn 13
Warranty, Limitations Of Li@bility .........cccueeeiiiiiiiii et 13
ApPPlIcation CONSIAEIAtIONS ...t e et e e e e ettt e e e e e enb e e e e e eesaaeeeeeeansaneeeeeannnns 14
DISCIAIMETS ...ttt e e ettt e e e e e ettt e e e e e sast et e e e e aansaeeeeeeeaasbeeeaeesnsseeeeeeeannsaeeeeeennnrneeas 14
Statement of security responsibilities for assumed use cases and against threats..............ccccoooiiiiiiiinnen. 15
Safety Precautions..........ccooo i 16
Definition of Precautionary INformation..............oooiiiiiiiii i a e e 16
37001 oo LSO PTPR 16
L= T4 0T To PSPPSR TSR 17
(O 10 11 o 1< PR SPP R 23
Precautions for Safe USe ... 24
Precautions for Correct Use ... s rsess s s s s s s e s e e 27
Regulations and Standards ..........cccciiiiiiiiiecccccccr e 29
Conformance to EU Directives and RegQUIATIONS ............ooiiiiiiiiiiiiiie e 29
Conformance 10 EN ISO 13840-1 .. ... ittt e et e e e e ettt e e e e e e e e e e e nneeeaeeeansneeeas 30
Conformance to UL and CSA STandards...........oooooiiiiiiioi et a e e e e e e e e nneeeeas 30
Conformance to Shipbuilding Standards ............cooo e 31
Conformance to KC CertifiCation ...........ooiiiiiiiiieei ettt e e e e et e e e e e e e ennee e e nneeas 31
L0 L T Y =1 =3 T ] 1= RN 32
L8 T €] o] LRSS 32
Related Manuals..........ccoiiiiiieiiiiiiricccs s s s r s s s s nms s s s e e s nma s s e nnnnnn 34
Terminology ... ————————— 36
R CAVAE=T To ¢ T 1= o o 7 38

Section 1 Features and System Configuration

1-1  Overview of Safety 1/O BIOCK .........cccoivrmiiiiiii s s 1-2
1-2 Features of Safety 1/0 BIOCK ........ccceiiiimiiiiiir e 1-3
1-3  System Configuration............oo s e 14
1-3-1 Safety CONrol SYSTEIM ...t e e e e e e s ae e e e aneeeennees 1-4
1-3-2 NEIWOIK TOPOIOGY -ttt e et e e et e e eeneee 1-13
1-3-3 CasCade CONNECTIONS .......uuiiiiiii ittt e et e e e e abe e 1-14
1-4  SUPPOIrt SOFtWArE ... 1-16

6 Environment-resistive Remote Terminal NXR-S series Simple Logic Safety 1/0 Block for CIP Safety User’s Manual (W645)



CONTENTS

Section 2  Specifications and Application Procedures

2-1  SPeCifiCatioNS..... ..o e 2-2
2-1-1 General SPECIfICAtIONS ........ciiiiiiieie e 2-2
2-1-2 Communications SPeCIfiCAtiONS ..........cccuuiiiiiiiiiie e 2-3
2-1-3 Safety SPECIfICALIONS ..ot 2-4
2-1-4 UNit SPECITICALIONS ...ttt 2-6

2-2 USaQge ProCeAUIES ........cciviiiiiiieirin i an e s 29
2-2-1 S T o B ISV 1 (=Y g I I 1T T o S 2-9
2-2-2 Step 2. SOfWArE DESIGN .. .eeeiiiiieiiee ettt et e e st e st e e st e e et e et e e e e e nnneas 2-9
2-2-3 Step 3. HardWare DESIGN .......coiuiiiiii ettt et et e e e e e e e e e e e e eareee s 2-10
2-2-4 Step 4. Calculating and Verifying Safety Response Performance ...........cccccccoviiiiiieiiiincnne 2-10
2-2-5 Step 5. Software Settings and Programming ............ccoouiioiiiieiiiieiie e 2-11
2-2-6 Step 6. Installation and WIFING .......oooo e 2-11
2-2-7 Step 7. Checking OPEration ..........c.coiiiiiieiii et e e e st e e e e e e eneeeeanaeeeanes 2-12
2-2-8 Step 8. Operation, Maintenance, and INSPECHON ..............cooviiiiiiiiiiieiee e 2-13

Section 3 Part Names and Functions

R T I = 1 £ T Vo N V= T 1= 3-2
B T 1 Vo [ 1 o 3 3-5
3-2-1 ] =1 (U [0 [or= T (o] PR 3-5
3-2-2 1@ I [ g Yo [To7= 1o ) =N 3-8
3-2-3 Unit Identification INICATON............oooi i a e e e e e e 3-9
3-3  ROtary SWItChes ....ccoiiiieerree e s e s n e e e e e e nn e nnn 3-10
R T R 0o Y o] ¢ 1= Lo =Y 3-11
3-4-1 EtherNet/IP Communications CONNECLOIS .........ccooiiiiiiiiieeee et e e e eeeeeans 3-11
3-4-2 Power SUPPIY CONNECIOIS ... ... ettt e e e e e e e e e e e e e e nneeeeas 3-11
3-4-3 1L @ @7 a1 a1 Tox (o] =N 3-12

Section 4  Designing the Power Supply System

4-1 Power Supply Types and Power Supply System........cccccviriimmiiinimnnsre e 4-2
4-1-1 Power Supply Types and APpPlICAtIONS .........coiiiiiiiii s 4-2
4-1-2 PoWer SUPPIY SYSTEIM ...t e e e e e e e e e nteeeaeenn 4-2

4-2 Designing the Power Supply System.........ccoiimiiiiiieerr s e 4-6
4-2-1 Procedure for Designing the Power Supply SyStem ..........ccooiiiiiiiieiee e 4-6
4-2-2 Design Method for DireCt POWET SUPPIY .....cooiiiieiiiiiiiiiee it 4-6
4-2-3 Design Method for Power Supply System with Through-wiring ..........c.cccciiiiiiiiniiice 4-13

4-3 Selecting Power Supplies and Protective Devices.........cccccmrririiiiiiicicsissmmrrnne e 4-21
4-3-1 Selecting External POWEr SUPPIIES ........veiiiiiiiiiee e 4-21
4-3-2 Selecting Protective DEVICES.........uuiiiiiie ettt e e e e e e e e neeeeaneeeeenee 4-21

Section 5 Installation and Wiring

L T 14 T3 = 11 1T T AL 0 T PSS 5-2
5-1-1 INStallation PreCaUtIONS .........oeviiieee ettt e e e e e e e e e et e e e e e e e eeeeaees 5-2
5-1-2 INStallation OriENtAtIONS...........oviieiee ettt e e e e e e e e e et e e e e e e e e eeeeaees 5-2
5-1-3 [atS ez 1| F= 1 o] a1 (=11 0T Yo [N 5-3

5-2 EtherNet/IP NetWork WIriNg .......cccccccceerinrssmemmnnssmeerssssssseessssssssessssssmsessssssnmsesssssssssssssssmseees 5-5
5-2-1 INStallation PreCauUtiONS .........cooviiiiiie ettt e e e e e e e e et e e e e e e e e eaenaees 5-5
5-2-2 Connecting Communications CabIEs ...........oiiiiiiiiiiii e 5-6

5-3  Wiring the Power SUPPIY......cccciiiiiiiiirr s 5-12
5-3-1 INStallation PreCaULIONS .........coveiieee et e e e e e e e e e e e e eaeaes 5-12

Environment-resistive Remote Terminal NXR-S series Simple Logic Safety 1/0 Block for CIP Safety User’s Manual (W645) 7



CONTENTS

5-3-2 Power Supply Cables, Tightening Tools and Tightening Torque to US€..........cccceeivieeinineennee. 5-12
5-3-3 Connecting Power Supply Cables to External Power Supplies ..........cccocvieiiiiiiiiiiiieeieee 5-13
5-3-4 Connecting Power SUpply CabIes...........ooiiiiiiiiii e 5-14
5-4  Wiring /O CabIes .......cccoiiriiiiiniiiiisie i 5-19
5-4-1 INstallation PreCauUtioNS ............eeiiii et e e e e as 5-19
5-4-2 ConNNECHING 1/ CADIES ...ttt e et e e 5-19
5-4-3 WIFING EXGMPIES ...ttt et e e et e e e e e 5-24
5-5 CoONNECEU DEVICES ......ccccumerrriiriiiiiiisisssssssmnrre s e s e s es s sss s s sssms s r s e e e e s esssas s snnnmns s e e e nessessnnansnsnnnns 5-29
5-5-1 [ (g =Ty a1 0= o] [ PRSI 5-29
5-5-2 Power SUPPIY CabIES ... ..ottt e e e e e 5-31
5-5-3 [/O CADIES ...ttt 5-34
5-5-4 Waterproof Covers for CONNECIONS..........cccuuuiieiecciiiee ettt e e e e e e e e e 5-38
LT T © T o1 o o 1= SN 5-39
5-6-1 LY = T =T =SSR 5-39

Section 6  Operation of the Safety I1/O Block

6-1 Overview of OpPerations..........coiiiiiiiiiiiiiimrrrr s e s e e s s s nsasssseennnes 6-2
6-2 CIP Safety COMMUNICAtIONS .......ccccceieriiriererresssnreres e e e e s sn e e e s mn e e e ssnn e e s mnn e e e s smmnneeas 6-4
6-3 EtherNet/IP COMMUNICAtIONS ......ccceiiiiiriiiiri i 6-6
6-3-1 Tag Data Link COMMUNICALIONS ......c.eiiiiiiiiiiie et e e e 6-6
6-3-2 Explicit Message CommUNICAtIONS ........ccuiiiiiiiiiiiie et 6-6
6-4 Safety Input FUNCLIONS ... 6-8
6-4-1 (7o) Ta 1Yo c= o] LoT DoAY SRR 6-8
6-4-2 Test OUIPUL FUNCHON .....ooiiie et e et e e e s e eeaeeaans 6-10
6-4-3 Test Pulse Evaluation FUNCHON ........c.eiiiiii et 6-10
6-4-4 Dual Channel EValUatioN............oiiiiiiiiiie ettt 6-11
6-4-5 Errors Detectable by the Diagnosis Function of Safety Input Terminals ..............cccceeeiiiennnen. 6-12
6-4-6 INPUt Filter FUNCHION .. ...t e et a e e eneeea s 6-13
6-4-7 INPUL Error LatCh TimMe. ...t e e e e e e e e aaaaaaeaaaaeas 6-15
6-5 Safety Output FUNCLIONS ........cooiiiieieiee e 6-16
6-5-1 CONNECEADIE DBVICES ....eiiiiieeiiie ettt et e et e et e e et e e eteeeeeneeeeanneeeens 6-16
6-5-2 Test Pulse Evaluation FUNCHON ........uuiiiiiii e 6-16
6-5-3 Dual Channel EValuation............couiiiiiiiii e 6-17
6-5-4 Errors Detectable by the Diagnosis Function of Safety Output Terminals ..............ccccoceeiee. 6-18
6-5-5 OUtpUt Error LatCh TiME .. ..ueeeiiiieeeeeeeeee ettt e e et naeeas 6-18
6-5-6 EDM FEEADACK ...ttt e 6-19
6-5-7 OUEPUE DBIAY .ottt ettt e e e e e e et e e e e e st e e e e e s eeabaeeeeesesssaeaeeeannnnes 6-19
6-6 LOGIC FUNCLION ..o e 6-20
6-6-1 LOGICAI PrOCESSING ...ttt ettt 6-20
6-7 Safety APPlICAtioNS....... .. 6-23
6-7-1 Purpose of Safety APPlICAtIONS .........coiiiiiieiie e 6-23
6-7-2 Types of Safety APPICAIONS .......iieiie et e e 6-23
6-7-3 Fixed Application DetailS............oiiiiiiiiiie e 6-27
6-8  Operating MOMES.........ccciiiiiiii e e e e e 6-47
6-8-1 OPErating MOGE TYPES ...ttt ettt 6-47
6-8-2 Functions Executable in Each Operating Mode .............coooiiiiiiiii e 6-48
6-8-3 Web Ul Functions Executable in Each Operating Mode ............cocceeiiiieiiie e 6-50
6-8-4 Operating Mode Changing and Power-on MOdE...........cc.eiiiiiiiiie e 6-51

Section 7  Safety I/O Block Settings

7-1  Setting ProCedUure........ccciiiiieiii it mnn e 7-3
7-1-1 Setting Procedure of Configuration for the Safety Controller to Perform Control (Con-
figuration Using Type 1 Safety OPeN) ....cooeeiiiiiii e e 7-3

8 Environment-resistive Remote Terminal NXR-S series Simple Logic Safety 1/0 Block for CIP Safety User’s Manual (W645)



CONTENTS

7-1-2 Setting Procedure of Configuration for the Safety Controller to Perform Control (Con-

figuration Using the Wb Ul) .......ooiiiii e

7-1-3 Setting Procedure of Configuration for the Safety 1/0O Block to Perform Control Using a

Preset Safety APPlICation ...........eiiiii e

7-1-4 Setting Procedure of Configuration (Centralized Management Type) for the Safety I/O

Block to Perform Control Using a Safety Application Designed by a User .............cccc.........

7-1-5 Setting Procedure of Configuration (Distributed Management Type) for the Safety 1/O
Block to Perform Control Using a Safety Application Designed by a User .............ccccc.....
7-2  Overview of the Web Ul.........iiir s
7-2-1 Various Specifications of the Web Ul ...........oeeiiii e
7-2-2 Operation Authorities of the Web Ul..............ooooiiiiiii e
7-2-3 Screen Configuration of WED UlL..........coiiiiii e
7-2-4 MaIN MENU LIST ...ttt e e e e e e e e e e e e e e e e e s e e s e anneeneeenes
7-2-5 Web Ul Startup PrOCEAUIE ..........eiiiiii ettt
7-2-6 oo || o TSSO PP PPPTRPPPR
7-2-7 I Yo o 101 SO PUPPERTN
7-2-8 Precautions for INitial LOGIN .......c.ooueiiiieee e
7-3  CIP Safety Communications Settings.......cccccuccecrrrirrercmrrrrssre e
7-3-1 Connection Settings for CIP Safety Communications............ccooceveiiiiiiiiiiniee e
7-3-2 Exporting and Importing the Settings of the Safety /O Block ...........cooooiiiiiiiiiiii,
7-4 EtherNet/IP Communications Settings ..........ccceviiiiiiiiiini
7-4-1 Setting Tag Data Link ComMmUNICALIONS .......cooiuiiiiiiiiiie e
7-4-2 LLDP FUNCHON ...ttt e e e e e e e
7-5 Safety Input FUNctions Settings .......cccocceeiiiiriccrrir e
7-5-1 Setting Procedure for Safety Input FUNCHIONS .........ccoiiiiiiiiie e
7-5-2 Setting Procedure for Standard Output FUNCLONS ...........oiiiiiiiiiiii e
7-6  Setting Safety Output FUNCLIONS ........coivimiiiiirr s
7-6-1 Safety Output Function Setting Procedure..............coooiiiiiiiiiii e
7-7 Logic FUNCtion Settings .......cccoiiiiiiiiiiiicrr s

7-7-1 Logic Setting Procedure
7-7-2 Displaying the Parameter List

7-7-3 Examples of Abnormal Operations of Input Devices That Should Be Considered ..............
7-8 Setting the Safety Sighatures........ccccciiiiiiiici e ——————
7-9 Create the safety application file..............i s
7-9-1 Registration of Safety [/O BIOCK .........c.eoiiiiiie e
7-9-2 Safety AppPlICation SEHNGS ...c..eiiiiiiie e
7-9-3 Safety /0O FUNCHONS SELNGS ... .cciiuiiiiiiiie ittt
7-9-4 LOGIC FUNCHON SEHINGS ... eeiiiiiie i
7-9-5 Exporting a Safety Application File ...
7-10 Setting IP AdAreSSes .......uciiiiieiiiiiiiiiir s
7-10-1 IP Address Configuration ...........ccooiiiroiie et snee e ean
7-10-2 Selecting the Method to Set the IP Address Using the Rotary Switches ............ccccceeeenn
7-10-3 Setting by SySmMac STUAIO ......o.ueiiiiii e
7-10-4 Setting DY WED Ul ...t
7 B T 01 STt g '
7-11-1 PUIPOSE Of TUNID ...eeieeeeeeeeeeeee e et e e e e e e e e e e e e e e e e e e e s e s e aaasnansnennnnnes
7-11-2 TUNID Setting ProCEAUIE .....ooiuiiieeiie ettt e et e e e enee e nneeeean
7-12 Selecting the Safety Application ... s
At 1 553 - T o RS
7-13-1 PUrPOSE Of RESTAN ......oiiiiiiiiiie e
7-13-2 Procedure for Using ReStart.........c.ooi it
£ I S 0 44T 11T - 1 T o
7-14-1 Configuring the Safety CONtroller............ooi i
7-14-2 Configuration of Safety /0 BIOCK .........c.coiiiiieeiiee et
7-15 Setting the Automatic Clock Adjustment..........cccccciiiiminin
7-15-1 Purpose of Automatic Clock AdjuStMENt............ooiiiiiiiiiii e
7-15-2 Procedure for Using the Automatic Clock Adjustment .............cccooiiiiiniiiiiiiee

Environment-resistive Remote Terminal NXR-S series Simple Logic Safety 1/0 Block for CIP Safety User’s Manual (W645)




CONTENTS

7-15-3 Details on Automatic Clock AdJUSTMENT ........couiiiiiiii e 7-94
7-16 Changing the Operating Mode..........cccouriiiiiineri e 7-95
7-16-1 Procedure for Using Change Operating Mode............ccviiiiiiiiiiiiic e 7-95
7-17 Configuration LOCK ........cceiiiimiiiinisie s s s s s s 7-99
7-17-1 Purpose of Configuration LOCK ..............iiiiiiieiiie et 7-99
7-17-2 Procedure for Using the Configuration LOCK ............cooiiiiiiiiiiie e 7-99
7-17-3 Details on Configuration LOCK ...........oiuiiiiiiiiiiiiie et 7-103
7-18 Setting the Safety Password...........ccooiiiiiin 7-104
7-18-1 Purpose of Safety PASSWOI ...........coiiiiiiiiiiiie e 7-104
7-18-2 Procedure for Using Safety Password Setting .........ccuueiiiiiiiiiiee e 7-104
7-18-3 Details on Safety PASSWOI .........cc.oiiiiiieiiiie ettt e e neeeeas 7-106
i T = 7 Ve (1 T o Rt 7-108
7-19-1 PUrPOSE OFf BACKUD ...ttt e s 7-108
7-19-2 Procedure for USiNg BaCKUD ......coouuiiiiiiiiiii et 7-108
7-19-3 Details ON BACKUP ...t 7-111

Section 8  Functions of Safety 1/0 Block

g T I =3 o U o ¥ e 4 o 8-3
8-2 Clear All MEMOIY FUNCLION .....ccoiiiiiiiiccccecrerr e r s sssss e s e e e e s s msmnn e e e e e e e s nnnn 8-4
8-2-1 Purpose of Clear All MemMOry FUNCHON ........coiiiiiiiiii e 8-4
8-2-2 Procedure for Using the Clear All Memory FUNCHON .........cccuiiiiiiiiiiie e 8-4
8-2-3 Details on Clear All Memory FUNCHON .........ooiiiiiii et 8-7
8-3 HTTPS Communications FUNCLION............eiii e 8-8
8-3-1 Purpose of HTTPS Communications FUNCHON .............ooiiiiiiiiiicciceeee e 8-8
8-3-2 Procedure for Using the HTTPS Communications FUNCHiON...........c.ccoooiiiiiiiiiiccieee e 8-8
8-3-3 Details on HTTPS Communications FUNCHON ...........cooiiiiiiiiiii e 8-9
8-4 Device Level Ring (DLR) FUNCLION ......cooiciiiiiinn s e 8-10
8-4-1 Purpose of DLR FUNCHON ......ooiiie et e e e e e e 8-10
8-4-2 Procedure for Using the DLR FUNCHON .......oiiiiiiiiiie e 8-10
8-4-3 Details 0N DLR FUNCHON ....ooiiiiiiieee et 8-10
8-5 Power OFF Function for Through-wiring Output.........ccccooeeeomiriiccceerccceee e 8-11
8-5-1 Purpose of Power OFF Function for Through-wiring OUpUL..........cccoiiiiiiiiiiiiiicceeeee 8-11
8-5-2 Procedure for Using the Power OFF Function for Through-wiring Output ............cccceeviiiinnnen. 8-11
8-6 1/0 Wiring Checking FUNCLION.........ooo i 8-13
8-6-1 Purpose of 1/0 Wiring Checking FUNCHON ..........ooiiiiiii e e 8-13
8-6-2 Operation of the I/O Wiring Checking FUNCHON..........ccoiiiiiiie e 8-13
8-6-3 1/0 Configuration Settings for I/O Wiring Checking FUNCHON .............ccooviiiiiiiiiiiiieceecieee 8-13
8-6-4 Procedure for Using 1/O Wiring Checking FUNCLON .........cocoiiiiiiiiie e 8-14
8-7 Send General CIP Command FUNCHION ... 8-15
8-7-1 Purpose of Send General CIP Command FUNCHON ... 8-15
8-7-2 Procedure for Using Send General CIP Command Function...........ccccccceeiiiiiiieeiieeeee e 8-15
8-8 Unit Identification FUNCHION ... e 8-16
8-8-1 Purpose of Unit Identification FUNCHON ..........ooiiiiii e 8-16
8-8-2 Procedure for Using the Unit Identification FUNCHON ..o 8-16
8-8-3 Details on Unit Identification FUNCHON ... 8-18
8-9 IP Address Indication FUNCHION ... 8-19
8-9-1 Purpose of IP Address Indication FUNCHON .............coooiuiiiiiiiii e 8-19
8-9-2 Procedure for Using the IP Address Indication FUNCHON ..........cccooiiiiiiiiiii e 8-19
8-9-3 Details on IP Address Indication FUNCHON ..........cooiiiiiiiiii e 8-19
8-10 Power Supply Monitor FUNCHION........coooiiei e 8-22
8-10-1 Purpose of Power Supply Monitor FUNCHON ..........cuiiiiiiiic e 8-22
8-10-2 Procedure for Using the Power Supply Monitor Function ... 8-22
8-10-3 Details on Power Supply Monitor FUNCHON ..........ccuiiiiiieiiee e 8-24
8-11 1/O MONItor FUNCHION.......cooiiieee e smr e e e mmn e e s 8-27

10 Environment-resistive Remote Terminal NXR-S series Simple Logic Safety 1/0 Block for CIP Safety User’s Manual (W645)



CONTENTS

8-11-1 Purpose of 1/O MONITOr FUNCHON .........uiiiiiii e 8-27
8-11-2 Procedure for Using the I/O Monitor FUNCHION...........oociiiiiiii e 8-27
8-12 Contact Operation Count Monitor FUNCHiON..........ccccee e 8-29
8-12-1 Purpose of the Contact Operation Count Monitor Function ..............cccccoiiiiiiiiiiiiiieeeeeeee, 8-29
8-12-2 Procedure for Use with Safety Input Terminals ...........cccooiieeiiii e 8-29
8-12-3 Procedure for Use with Safety Output Terminals ............cccoooiiiii i 8-29
8-13 Communications Cable Diagnosis FUNCLION...........ccccccmmmmiimieiii e 8-31
8-13-1 Purpose of Communications Cable Diagnosis FUNCHON ............cooiiiiiiiiiiiiiiieceeeec 8-31
8-13-2 Procedure for Using the Communications Cable Diagnosis Function .............c.cccccoeiiiiiinnenne 8-31
8-13-3 Details on Communications Cable Diagnosis FUNCion ............ccooiiiiiiiiiiiieee e 8-33
8-14 Firmware Update FUNCHION........coo s r s e e s s s s e n e 8-35
8-14-1 Purpose of Firmware Update FUNCHON .............ooiiiiiiiiic e 8-35
8-14-2 Procedure for Using the Firmware Update FUNCON ... 8-35
8-14-3 Details on Firmware Update FUNCHON ..........coouiiiiiiiiiiiec s 8-36

Section 9  Safety Response Performance

9-1 Safety Response Performance of Safety 1/0 BIOCK .......cccccvmmimincinmmnnniennsene e 9-2
9-1-1 Calculating Safety Response Performance ............ccooiiiiiiiiie i 9-2
9-1-2 Verifying Safety Response Performance ...........cccuuviiiiiiiiiiiie e 9-5

Section 10 Security Guidelines

10-1 Defense in Depth Provided by the Safety /0O BIOCK ........cccccviiiiiemniinciieie e 10-2
10-1-1 Operating Environment of the Safety 1/O BIOCK ...........eeiiiiiiiiiiee e 10-2
10-1-2 Security Measures for the Technical Layer Using the Safety 1/0 BlocK ...........cccccvviiiereninnennee 10-3

10-2 Security Functions of Safety I/O Block to Protect Assets .........ccccccerrreiriiiiiccccccnmneeeneenn, 10-5
10-2-1 Protecting Data on CommuniCation LINES .........ccoiiiiiiiiiiiiiee e 10-5
10-2-2 Blocking External Attacks on the Safety 1/0O BIOCK..........cocoviiiiiiiiiiiiee e 10-7
10-2-3 Preventing Unauthorized Operations on the Safety 1/0 BIOCK ...........coooiieiiiiiiiiiiiic 10-9
10-2-4 Preventing Tampering of the Assets of the Safety I/O BlocK.............ooiiiiiiiiiie. 10-10
10-2-5 Protecting Safety Application Files and Backup Files ...........cooiiiiiiiiiin e 10-11
10-2-6 Preventing RepUdIiation ...........ooi oo a e e e eas 10-12

10-3 Applying Security PatChes..........cccciemmiiiii s sssnr e nmnnnn e 10-13
10-3-1 Updating the Safety 1/O BIOCK .........coiiiiiiiiie e 10-13
10-3-2 Updating the SySmac STUTIO .........ueiiiiiiiiii e 10-13
10-3-3 Updating the OS of YOUI PC ...t 10-13

10-4 Safely Disposing of EQUIPMENt ........coccciiiiiceceei e smn e 10-14
10-4-1 Erasing Your Assets in the Safety 1/O BIOCK ..........ccouviiiiiiiiee e 10-14

Section 11 Troubleshooting

0 I B 04 4 1= 1 3 T T o] = o 11-2
11-1-1 How an Error Is Notified and What Information to Check ... 11-2
11-1-2 HOW £0 ChECK fOI EFTOIS ...ttt 11-2
11-1-3 Operating Status Monitor FUNCHON .........oooiiiiie e 11-3

11-2 Checking for Errors and Troubleshooting with the Event..........ccccciiiiiiiiicccccceeeeeeee, 11-6
11-2-1 EVENt LOG FUNCHON ... 11-6
11-2-2 Checking Events Using Sysmac StUIO .........cocueiiiiiiiiii e 11-6
11-2-3 Checking Events Using the Web Ul ...........oo e 11-9
11-2-4 Event Details and TroublesShOoting ...........ooiiiiiiiiii e 11-12

Environment-resistive Remote Terminal NXR-S series Simple Logic Safety 1/0 Block for CIP Safety User’s Manual (W645) 1



CONTENTS

Section 12 Inspection and Maintenance

12-1 Cleaning and INSPECHION ... e 12-2
12-1-1 L3 2T o T TSRS 12-2
12-1-2 INSPECHON PrOCEAUIE .....eeiiiiiiiiiie ettt e e e e e e et e e e e e et e e e e s sensanaeaeas 12-2

P & =Y o T Vo U 4T 12-4
12-2-1 Unit Replacement PreCautioNS.............eii i 12-4
12-2-2 Unit Replacement Using the Backup FUNCLON............oooiiii e 12-4
12-2-3 Unit Replacement Without Using the Backup Function ............coocoiiiiiiee 12-5

Appendices

N T B 1104 1= 3 E= T o = A-2

A-2 Safety I/O Assembly Data.........ccccceiriensiriiirssrre e s ssssrr e s s s ssmre e s s s ssss e e s s mn e e s ssssmne e e ssnsnnes A-4
A-2-1 Safety INput ASSEMDIY Data........c..vviiiiiiciiice e A-4
A-2-2 Safety Output ASSEMDIY Data ......cccueiiiiiiiiiiii e A-6
A-2-3 Configuration ASSEMDIY Data...........cooiiiiiiiiii e A-7

A-3 1/0 Assembly Ports and Corresponding Safety /O Assembly Data Elements ............. A-14

A-4  Supported CIP ODbjecCtS.......ccccciieeiiiii e A-16
A-4-1 Identity Object (Class ID: 01 HEX) ...oiuuiieiiiieiiie ettt s e e e A-17
A-4-2 Assembly Object (Class ID: 04 HEX) ....c.cooiuriiieeeiiiieie ettt a e e enraee e e A-19
A-4-3 Unit Manager Object (Class 1D: 380 HEX) .....ouueiiiiiiiiieie ittt A-22
A-4-4 Event History Log Object (Class ID: 34B HEX).......cooiiiiiiiiiiiiiec e A-27
A-4-5 Error Event Object (Class ID: 34C HEX).....uiiuiiiiiiiieiieie ettt A-30
A-4-6 Safety Discrete Input Point (SDIP) Object (Class ID: 3D HEX) ...coeeviiiiiiieaiiiiiiieee e A-33
A-4-7 Safety Discrete Output Point (SDOP) Object (Class ID: 3B HEX) ..cccvvvevveieiiiieeiiiee e A-35
A-4-8 Device Level Ring (DLR) Object (Class ID: 47 HEX) .....oceeeiiuiiieeeeiiiiiiee et A-37
A-4-9 QOS ODbjJECt (Class ID: 48 HEX) ....ueeiueeeiiiaieeitie ettt ettt snte e tee et e e neeenneeans A-39
A-4-10 TCP/IP Interface Object (Class ID: F5 HEX).....ooiuiiiiiiiiiiiieei e A-41
A-4-11 Ethernet Link Object (Class ID: FB HEX) .....coouiiiiiiiiiiie e A-45
A-4-12 LLDP Management Object (Class ID: 109 HEX) .....couueiiiiiiiiiiiee e A-51
A-4-13 LLDP Data Table Object (Class ID: T0A HEX) ....eeiiuuieeiiiieiiee e siiee e seee e see e eeee e e A-53
A-4-14 Logic Process Object (Class ID: 309 HEX) ...o.uuuviieeiieiiiiie ettt A-58

A-5 Declaration of Conformity...........cccouvimmiiiininii i ———————— A-60

IndeXx

12 Environment-resistive Remote Terminal NXR-S series Simple Logic Safety I/0O Block for CIP Safety User’s Manual (W645)



Terms and Conditions Agreement

Terms and Conditions Agreement

Warranty, Limitations of Liability

I Warranties

® Exclusive Warranty

Omron’s exclusive warranty is that the Products will be free from defects in materials and workmanship for a
period of twelve months from the date of sale by Omron (or such other period expressed in writing by Om-
ron). Omron disclaims all other warranties, express or implied.

® Limitations

OMRON MAKES NO WARRANTY OR REPRESENTATION, EXPRESS OR IMPLIED, ABOUT NON-IN-
FRINGEMENT, MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE OF THE PRODUCTS.
BUYER ACKNOWLEDGES THAT IT ALONE HAS DETERMINED THAT THE PRODUCTS WILL SUITABLY
MEET THE REQUIREMENTS OF THEIR INTENDED USE.

Omron further disclaims all warranties and responsibility of any type for claims or expenses based on in-
fringement by the Products or otherwise of any intellectual property right.

® Buyer Remedy

Omron'’s sole obligation hereunder shall be, at Omron’s election, to (i) replace (in the form originally shipped
with Buyer responsible for labor charges for removal or replacement thereof) the non-complying Product, (ii)
repair the non-complying Product, or (iii) repay or credit Buyer an amount equal to the purchase price of the
non-complying Product; provided that in no event shall Omron be responsible for warranty, repair, indemnity
or any other claims or expenses regarding the Products unless Omron’s analysis confirms that the Products
were properly handled, stored, installed and maintained and not subject to contamination, abuse, misuse or
inappropriate modification. Return of any Products by Buyer must be approved in writing by Omron before
shipment. Omron Companies shall not be liable for the suitability or unsuitability or the results from the use
of Products in combination with any electrical or electronic components, circuits, system assemblies or any
other materials or substances or environments. Any advice, recommendations or information given orally or
in writing, are not to be construed as an amendment or addition to the above warranty.

See https://www.omron.com/global/ or contact your Omron representative for published information.

I Limitation on Liability; Etc

OMRON COMPANIES SHALL NOT BE LIABLE FOR SPECIAL, INDIRECT, INCIDENTAL, OR CONSEQUEN-
TIAL DAMAGES, LOSS OF PROFITS OR PRODUCTION OR COMMERCIAL LOSS IN ANY WAY CONNECT-
ED WITH THE PRODUCTS, WHETHER SUCH CLAIM IS BASED IN CONTRACT, WARRANTY, NEGLIGENCE
OR STRICT LIABILITY.
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Terms and Conditions Agreement

Further, in no event shall liability of Omron Companies exceed the individual price of the Product on which liabil-
ity is asserted.

Application Considerations

I suitability of Use

Omron Companies shall not be responsible for conformity with any standards, codes or regulations which apply
to the combination of the Product in the Buyer’s application or use of the Product. At Buyer’s request, Omron
will provide applicable third party certification documents identifying ratings and limitations of use which apply to
the Product. This information by itself is not sufficient for a complete determination of the suitability of the Prod-
uct in combination with the end product, machine, system, or other application or use. Buyer shall be solely re-
sponsible for determining appropriateness of the particular Product with respect to Buyer’s application, product
or system. Buyer shall take application responsibility in all cases.

NEVER USE THE PRODUCT FOR AN APPLICATION INVOLVING SERIOUS RISK TO LIFE OR PROPERTY
OR IN LARGE QUANTITIES WITHOUT ENSURING THAT THE SYSTEM AS A WHOLE HAS BEEN DE-
SIGNED TO ADDRESS THE RISKS, AND THAT THE OMRON PRODUCT(S) IS PROPERLY RATED AND IN-
STALLED FOR THE INTENDED USE WITHIN THE OVERALL EQUIPMENT OR SYSTEM.

I Programmable Products

Omron Companies shall not be responsible for the user’s programming of a programmable Product, or any con-
sequence thereof.

Disclaimers

I Performance Data

Data presented in Omron Company websites, catalogs and other materials is provided as a guide for the user in
determining suitability and does not constitute a warranty. It may represent the result of Omron’s test conditions,
and the user must correlate it to actual application requirements. Actual performance is subject to the Omron’s
Warranty and Limitations of Liability.

I Change in Specifications

Product specifications and accessories may be changed at any time based on improvements and other rea-
sons. It is our practice to change part numbers when published ratings or features are changed, or when signifi-
cant construction changes are made. However, some specifications of the Product may be changed without any
notice. When in doubt, special part numbers may be assigned to fix or establish key specifications for your ap-
plication. Please consult with your Omron’s representative at any time to confirm actual specifications of pur-
chased Product.
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Terms and Conditions Agreement

I Errors and Omissions

Information presented by Omron Companies has been checked and is believed to be accurate; however, no re-
sponsibility is assumed for clerical, typographical or proofreading errors or omissions.

Statement of security responsibilities for assumed use cases and against
threats

OMRON SHALL NOT BE RESPONSIBLE AND/OR LIABLE FOR ANY LOSS, DAMAGE, OR EXPENSES DI-
RECTLY OR INDIRECTLY RESULTING FROM THE INFECTION OF OMRON PRODUCTS, ANY SOFTWARE
INSTALLED THEREON OR ANY COMPUTER EQUIPMENT, COMPUTER PROGRAMS, NETWORKS, DATA-
BASES OR OTHER PROPRIETARY MATERIAL CONNECTED THERETO BY DISTRIBUTED DENIAL OF
SERVICE ATTACK, COMPUTER VIRUSES, OTHER TECHNOLOGICALLY HARMFUL MATERIAL AND/OR
UNAUTHORIZED ACCESS.

It shall be the users sole responsibility to determine and use adequate measures and checkpoints to satisfy the
users particular requirements for (i) antivirus protection, (ii) data input and output, (iii) maintaining a means for
reconstruction of lost data, (iv) preventing Omron Products and/or software installed thereon from being infected
with computer viruses and (v) protecting Omron Products from unauthorized access.
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Safety Precautions

Definition of Precautionary Information

The following notation is used in this manual to provide precautions required to ensure safe usage of the Envi-
ronment-resistive Remote Terminal NXR-S-series Simple Logic Safety 1/O Block for CIP Safety.

The safety precautions that are provided are extremely important to safety. Always read and heed the informa-
tion provided in all safety precautions.

The following notation is used.

Indicates a potentially hazardous situation which, if not avoided,

WARN I N G could result in death or serious injury. Additionally, there may be
severe property damage.

Indicates a potentially hazardous situation which, if not avoided,

= may result in minor or moderate injury, or property damage.
A Caution

Symbols

The circle and slash symbol indicates operations that you must not do.
The specific operation is shown in the circle and explained in text.
This example indicates prohibiting disassembly.

The triangle symbol indicates precautions (including warnings).
The specific operation is shown in the triangle and explained in text.
This example indicates a precaution for electric shock.

The triangle symbol indicates precautions (including warnings).
The specific operation is shown in the triangle and explained in text.
This example indicates a general precaution.

The filled circle symbol indicates operations that you must do.
The specific operation is shown in the circle and explained in text.
This example shows a general precaution for something that you must do.

S>P &
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Warnings

/\ WARNING

I During Power Supply

Do not touch the terminal section while power is ON.
Electric shock may occur.

Do not attempt to take any Unit apart.

In particular, high-voltage parts are present in Units that supply power while power is supplied or
immediately after power is turned OFF. Touching any of these parts may result in electric shock.
There are sharp parts inside the Unit that may cause injury.

I Fail-safe Measures

Provide safety measures in external circuits to ensure safety in the system if an abnormality oc-
curs due to malfunction of the CPU Unit, other Units, or Slaves or due to other external factors
affecting operation.

Not doing so may result in serious accidents due to incorrect operation.

Emergency stop circuits, interlock circuits, limit circuits, and similar safety measures must be pro-

vided in external control circuits.

The outputs may remain ON or OFF due to deposition or burning of the output relays or destruc-
tion of the output transistors. As a countermeasure for such problems, external safety measures
must be provided to ensure safe operation of the system.

The CPU Unit turns OFF all outputs from Basic Output Units in the following cases. The Remote
I/O Slaves operate according to the settings in the Slaves.
« If a power supply error occurs.

* If the power supply connection becomes faulty.

 If a CPU watchdog timer error or CPU reset occurs.

« If a Controller error of the major fault level occurs.

* While the CPU Unit is on standby until RUN mode is entered after the power is turned ON.

External safety measures must be provided to ensure safe operation of the system in such cas-
es.

You must take fail-safe measures to ensure safety in the event of incorrect, missing, or abnormal
signals caused by broken signal lines, momentary power interruptions, or other causes.
Not doing so may result in serious accidents due to incorrect operation.

I Voltage and Current Inputs

Make sure that the voltages and currents that are input to the Units and slaves are within the
specified ranges.

Inputting voltages or currents that are outside of the specified ranges may cause accidents or
fire.

e & & &ee &b
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Safety Precautions

I Power Supply Design

Follow the instructions in this manual to correctly perform power supply design and wiring. Input-
ting voltages or currents that are outside of the specified ranges, as well as incorrect wiring, may
cause failure or fire.

I CIP Safety Communications

Before installing the Safety 1/O Block in a device or equipment or connecting it to the network,
execute memory all clear to delete any setting data previously saved to the Safety 1/0 Block.
There is a risk of death due to personal injury in the worst case.

Before connecting the Safety 1/0 Block to the network, set the appropriate IP address and communications
speed settings.
There is a risk of death due to personal injury in the worst case.

Confirm that the calculated reaction times meet the required specifications for all safety chains.
There is a risk that the safety functions may be lost, which could lead to death due to personal injury in the
worst case.

If Open Type is set to “Open Only,” verify that the originator and target are configured correctly before use.
There is a risk that the safety functions may be lost, which could lead to death due to personal injury in the
worst case.

When debugging the Safety I/O Block, verify that the Unit and connected external devices operate correctly
in accordance with the operation programmed on the originator device.

There is a risk that the safety functions may be lost, which could lead to death due to personal injury in the
worst case.

Before you start the system, perform user testing to check that the configuration data and operations of all
devices are correct.
There is a risk of death due to personal injury in the worst case.

When safety devices with different SIL will coexist within a safety network, thoroughly evaluate the impact
that this will have and confirm that the required safety level for the entire system can be ensured.
There is a risk of death due to personal injury in the worst case.

The SNN assigned to each safety network or safety subnet must be configured to be unique across the en-
tire system.
There is a risk that the safety functions may be lost, which could lead to death due to personal injury in the
worst case.

Check that the configuration data for the Safety 1/0 Block is downloaded correctly based on the information
displayed in the Web UI.
There is a risk of death due to personal injury in the worst case.

When configuring using Type1 Safety Open, be sure to check that the ownership (CFUNID) assignment is
configured correctly as part of the final verification process.
There is a risk of death due to personal injury in the worst case.

Be sure to download the connection data set for the originator and/or the configuration data of the target to
the target, and perform testing and verification.

Check the SCID on the target only after testing and verification is completed.

There is a risk of death due to personal injury in the worst case.

Be sure to compare the SCID and configuration data transferred to the Safety 1/0 Block with the SCID and
configuration data displayed and checked in the configuration tool at the time of configuration.
There is a risk of death due to personal injury in the worst case.

SOOOOSOCOOOSOee &
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When replacing the Safety 1/0 Block, you must verify that the replacement device is correctly configured,
and after the replacement, the user must personally verify the device's operation.
There is a risk of death due to personal injury in the worst case.

Be sure to fully test the operation of the corresponding device before locking the Safety I/O Block.
There is a risk of death due to personal injury in the worst case.

I Grounding

Never ground the 24-V side. There is a risk that the safety functions may be lost due to shorting
of the safety outputs.
There is a risk of death due to personal injury in the worst case.

| Building the System

When building the system, observe the following warnings to ensure the integrity of the safety-
related components.

There is a risk that the safety functions may be lost, which could lead to death due to personal
injury in the worst case.

Setting up a risk assessment system
The process of selecting these products should include the development and execution of a risk assess-

ment system early in the design development stage to help identify potential dangers in your equipment and

optimize safety product selection.
Related international standards
e ISO 12100 General Principles for Design - Risk Assessment and Risk Reduction

e e 0 O@

Protective measures
When developing a safety system for the equipment and devices that use safety products, make every ef-

fort to understand and conform to the entire series of international and industry standards available, such as

the examples given below.
Related international standards
* ISO 12100 General Principles for Design - Risk Assessment and Risk Reduction

* |EC 60204-1 Electrical Equipment of Machines - Part 1: General Requirements
* ISO 13849-1, -2 Safety-related Parts of Control Systems
* ISO 14119 Interlocking Devices Associated with Guards - Principles for Design and Selection

* |[EC/TS 62046 Application of Protective Equipment to Detect the Presence of Persons

* |EC 62061 Functional Safety of Safety-related Electrical, Electronic and Programmable Electronic Control

Systems

* |[EC 61508 Functional Safety of Electrical/Electronic/Programmable Electronic Safety-related Systems

Role of safety products
Safety products incorporate standardized safety functions and mechanisms, but the benefits of these func-

tions and mechanisms are designed to attain their full potential only within properly designed safety-related

systems. Make sure you fully understand all functions and mechanisms, and use that understanding to de-
velop systems that will ensure optimal usage.

Related international standards

* ISO 14119 Interlocking Devices Associated with Guards - Principles for Design and Selection

* ISO 13857 Safety Distances to Prevent Hazard Zones being Reached by Upper and Lower Limbs
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Installing safety products

Qualified engineers must develop your safety-related system and install safety products in devices and

equipment. Prior to machine commissioning verify through testing that the safety products works as expect-

ed.

Related international standards

* |SO 12100 General Principles for Design - Risk Assessment and Risk Reduction

» |EC 60204-1 Electrical Equipment of Machines - Part 1: General Requirements

* ISO 13849-1, -2 Safety-related Parts of Control Systems

* ISO 14119 Interlocking Devices Associated with Guards - Principles for Design and Selection

* |EC 62061 Functional Safety of Safety-related Electrical, Electronic and Programmable Electronic Control
Systems

* |[EC 61508 Functional Safety of Electrical/Electronic/Programmable Electronic Safety-related Systems

Observing laws and regulations

Safety products must conform to pertinent laws, regulations, and standards. Make sure that they are instal-
led and used in accordance with the laws, regulations, and standards of the country where the devices and
equipment incorporating these products are distributed.

Observing usage precautions

Carefully read the specifications and precautions provided in Instruction Manual and User’s Manual for your
safety product to learn appropriate usage procedures.

Any deviation from instructions will lead to unexpected device or equipment failure not anticipated by the
safety-related system.

Transferring devices and equipment

When transferring devices and equipment, be sure to retain one copy of the Instruction Manual and supply
another copy with the device or equipment so the person receiving it will have no problems with operation
and maintenance.

Related international standards

* |ISO 12100 General Principles for Design - Risk Assessment and Risk Reduction

e & & @

* |EC 60204-1 Electrical Equipment of Machines - Part 1: General Requirements
* ISO 13849-1, -2 Safety-related Parts of Control Systems

* |EC 62061 Functional Safety of Safety-related Electrical, Electronic and Programmable Electronic Control
Systems

» |[EC 61508 Functional Safety of Electrical/Electronic/Programmable Electronic Safety-related Systems

I When Using the Safety 1/0 Block

Indicators are not reliable indications and are not guaranteed to provide accurate information.
Use them only for general diagnostics during trial operation or troubleshooting. Do not use indi-
cators as indications during operation.

There is a risk of death due to personal injury in the worst case.

Do not use non-safety signals, including explicit messages and exposed variables, as safety signals.
There is a risk that the safety functions may be lost, which could lead to death due to personal injury in the
worst case.

Do not use the test outputs of the Unit as safety outputs.
There is a risk that the safety functions may be lost, which could lead to death due to personal injury in the
worst case.

When using an intranet environment through a global address, connecting to an unauthorized terminal such
as a SCADA or HMI or to an unauthorized server may result in network security issues such as spoofing
and tampering. You must take sufficient measures such as restricting access to the terminal, using a termi-
nal equipped with a secure function, and locking the installation area yourself.

SO
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All safety devices and components that are connected to a Unit must be selected and used to meet the
required level of safety and the relevant safety category.
Serious injury may possibly occur due to loss of required safety functions.

Before you start the system, perform user testing to make sure that all safety devices operate correctly. The
safety signature is validated upon completion of the user testing.
Serious injury may possibly occur due to loss of required safety functions.

When a Unit is replaced, confirm that the model of the Unit, the Unit and connector mounting positions, and
the Unit configuration and its operation are correct.

The power OFF function for through-wiring output is a non-safety function. Do not use it as a safety output.
There is a risk that the safety functions may be lost, which could lead to death due to personal injury in the
worst case.

When using a safety application function of the Unit, check that the rotary switch settings are correct and
always confirm operation on the actual equipment before you operate the equipment.

There is a risk that the safety functions may be lost, which could lead to death due to personal injury in the
worst case.

Always confirm safety at the destination before you transfer the Unit configuration information, parameters,
set values, or other data from the Sysmac Studio or other Support Software. The devices or machines may
operate unexpectedly, regardless of the operating mode of the Controller.

To prevent the configuration from being changed unintentionally, lock the configuration upon completion of
safety validation.

When building a safety chain with single-channel outputs, only up to Safety Category 2/PLc can be ach-
ieved. If single-channel inputs and outputs are used, the requirements for the system must be met, includ-
ing the safety category, PL constraints, and error detection. Build the system in accordance with these re-
quirements and constraints.

When executing the following functions, always check that the area around the system is safe.
* Changing the operating mode of the corresponding Unit

» Setting/resetting of safety I/O contacts
* Forced refreshing of safety 1/0 contacts
* Changing present values of safety 1/0 data

The outputs may operate and may cause serious injury.

When restoring a Unit, check that the safety signatures of the restored programs are correct. Serious injury
may possibly occur due to loss of required safety functions.

Lock the configuration upon completion of safety validation. If you change the rotary switches for the safety
application and restart the power supply while the configuration is unlocked, the system will restart with a
different safety configuration. Serious injury may possibly occur due to loss of required safety functions.

SO & SO V0eSee
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I Before and during operation

There is a risk of death due to personal injury in the worst case.

Please conduct a risk assessment of the entire system yourself. Through risk assessment, en-
sure that the automatic operation state transitions after power-on do not result in dangerous con-
ditions.

If the power-on mode is set to Executing, this product will automatically enter the operating state
(Executing) after power-on or after configuration via Type1 Safety Open. The conditions under
which the power-on mode becomes Executing are as follows:

* When using a fixed application.

* When designing the logic for an add-on application or user-defined application, if the power-on
mode is set to Executing.

There is a risk of death due to personal injury in the worst case.

User-defined applications and add-on applications should be designed, tested, and verified in accordance
with the Safety Integrity Level (SIL) requirements of your equipment.

Use Sysmac Studio to create an application file. Instructions on how to use Sysmac Studio can be found in
this manual andSysmac Studio Version 1 Operation Manual (Cat. No. W504).

There is a risk of death due to personal injury in the worst case.

Please ensure that this product operates continuously for at least 8 hours.

This product may take up to 8 hours for some hardware self-diagnoses. If continuous operation lasts less
than 8 hours, diagnostics for specific functions or areas may not be performed, potentially preventing the
detection of faults occurring in those areas.

I Security Measures

Anti-virus protection
Install the latest commercial-quality antivirus software on the computer connected to the control
system and maintain to keep the software up-to-date.

S & & O

Security measures to prevent unauthorized access

Take the following measures to prevent unauthorized access to our products.

« Install physical controls so that only authorized personnel can access control systems and
equipment.

* Reduce connections to control systems and equipment via networks to prevent access from
untrusted devices.

* Install firewalls to shut down unused communications ports and limit communications hosts
and isolate control systems and equipment from the IT network.

» Use a virtual private network (VPN) for remote access to control systems and equipment.

» Adopt multifactor authentication to devices with remote access to control systems and equip-
ment.

» Set strong passwords and change them frequently.

» Scan virus to ensure safety of USB drives or other external storages before connecting them
to control systems and equipment.
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Data input and output protection

Validate backups and ranges to cope with unintentional modification of input/output data to
control systems and equipment.

» Checking the scope of data

» Checking validity of backups and preparing data for restore in case of falsification and abnor-
malities

» Safety design, such as emergency shutdown and fail-soft operation in case of data tamper-
ing and abnormalities

Data recovery
Backup data and keep the data up-to-date periodically to prepare for data loss.

When using an intranet environment through a global address, connecting to a SCADA or an
unauthorized terminal such as an HMI or to an unauthorized server may result in network se-
curity issues such as spoofing and tampering. You must take sufficient measures such as re-
stricting access to the terminal, using a terminal equipped with a secure function, and locking
the installation area by yourself.

When constructing an intranet, communication failure may occur due to cable disconnection or
the influence of unauthorized network equipment. Take adequate measures, such as restricting
physical access to network devices, by means such as locking the installation area.

When using a device equipped with the SD Memory Card function, there is a security risk that
a third party may acquire, alter, or replace the files and data in the removable media by remov-
ing the removable media or unmounting the removable media. Please take sufficient meas-
ures, such as restricting physical access to the Controller or taking appropriate management
measures for removable media, by means of locking the installation area, entrance manage-
ment, etc., by yourself.

eSS &

Cautions

I Getting an IP Address

If you get an IP address from a DHCP server, make sure that the DHCP server is set as follows.
Otherwise, the control system may operate unexpectedly.
 |P address allocation method: Static allocation

* Lease period: Infinite

I During Power Supply and when Power Supply Is OFF

Do not touch the equipment during power supply and immediately after the power is turned OFF.
Doing so may result in a burn.
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Precautions for Safe Use

I Transporting

* When transporting any Unit, use the special packing box for it.
Also, do not subject the Unit to excessive vibration or shock during transportation.

» Do not drop any Unit or subject it to abnormal vibration or shock.
There is a risk of Unit failure or malfunction.

I Installation

» Before touching the product, be sure to first touch a grounded metal object in order to discharge any static
build-up.

* Make sure that all of the mounting screws and switch cover screws of the product are tightened to the torque
specified in this manual.

I Mounting

* Make sure that the terminal blocks, communications cables, and other items with locking devices are properly
locked into place.

I Wiring

» Use cables, connectors, and waterproof covers that are specified in this manual.

» Make sure that all cable connector screws and waterproof cover screws are tightened to the torque specified
in this manual.

* Double-check all switches and other settings and double-check all wiring to make sure that they are correct
before turning ON the power supply. Use the correct wiring parts and tools when you wire the system.

» Do not pull on the cables or bend the cables beyond their natural limit.
» Do not place heavy objects or step on top of the cables.

« If the Unit is used in more than one system, be sure to keep a clearance of at least 5 mm between cables to
prevent unstable operation due to interference. Do not bundle the cables together.

* Observe the following precautions when wiring the communications cables.
a) Keep the communications cables away from power lines and high-voltage lines.

b) Always lay communications cables inside ducts.
c) Use the recommended communications cables that are specified in this manual.

d) Connect both ends of communications cable shielded wires to the connector hoods.

I Power Supply Design

» Use the power supply voltage that is specified in this manual.
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» The maximum power supply current is 9 A, which is the sum of the Unit/input power supply current and the
output power supply current. Do not use the Unit beyond the maximum power supply current. Otherwise, an
excess current flows through the power supply cable, and it may cause fire.

* Inrush current may flow in the Unit/input power supply and output power supply in the following cases.
a) When power is turned ON.

b) When the power supply to connected external devices is started.

¢) When connected external devices are turned ON and OFF.

In addition, overcurrent may flow until the protection is activated when there is a short-circuit in /O cables.
Consider these currents and select power supplies with sufficient extra capacity. The inrush current may pre-
vent the power supply from operating correctly, or cause the power supply to turn OFF.

I EtherNet/IP Communications

* Make sure that the communications distance, number of nodes connected, and method of connection for
EtherNet/IP are within specifications.

» EtherNet/IP communications are not always established immediately after the power supply is turned ON.
Use the CPU Unit system-defined variables or status in the user program to confirm that communications are
established before attempting control operations.

I Actual Operation

» Check the user program, data, and parameter settings for proper execution before you use them for actual
operation.

» Take appropriate measures to ensure that the specified power with the rated voltage and frequency is sup-
plied in places where the power supply is unstable.

I Turning OFF the Power Supply

» Turn OFF the external power supply to the Units and the power supply to the devices that communicate with
the Unit before you wire the communications cables.

» Always turn OFF the external power supply to the Units before attempting any of the following.
a) Assembling Units including the connected devices

b) Setting the rotary switches
c) Connecting or wiring cables

d) Attaching or removing terminal blocks or connectors

I Operation

» Confirm that the controlled system will not be adversely affected before you perform any of the following oper-
ations.
a) Changing the operating mode of the CPU Unit (including changing the Startup Mode setting)
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b) Changing the user program or settings
c) Changing set values or present values
d) Forced refreshing

* The CPU Unit refreshes I/O even when the operation is stopped (i.e., even in PROGRAM mode). Therefore,
sufficiently confirm the safety before performing any of the following operations to change the data of output
memory allocated to this product or the data of any memory allocated to Special /0 Units or CPU Bus Units.
The load connected to this product or the Special I/O Units or CPU Bus Units may perform unexpected opera-
tion.

a) Transferring /O memory data to the CPU Unit with a Programming Device (PC tool).

b) Changing present values in memory with a Programming Device.
c) Force-setting or force-resetting bits with a Programming Device.
d) Transferring /O memory files from a memory card or EM file memory to the CPU Unit.

e) Transferring /O memory from a host computer or from another PLC on a network.

I Maintenance

* Do not use paint thinner when cleaning. Use commercially available alcohol.

» Do not use high-pressure cleaning.

I Disposal

» Disposal of the product may be subject to regulations set by local authorities. Dispose of the product accord-
ing to local ordinances as they apply.

» To prevent information leakage, delete all of the user data before disposal.
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Precautions for Correct Use

I Storage, Mounting, and Wiring

» Do not operate or store the Unit in the following locations. Doing so may result in operation stopping or a mal-

function.

a) Locations subject to direct sunlight

b) Locations subject to temperatures or humidity outside the range specified in the specifications
c) Locations subject to condensation as the result of severe changes in temperature

d) Locations subject to corrosive or flammable gases

e) Locations subject to dust (especially iron dust) or salts

f) Locations subject to exposure to acid, oil, or chemicals
g) Locations where vibration or shock is directly transmitted to the Unit
h) Locations close to power lines

» Take sufficient shielding measures when installing the Unit in the following locations.
a) Locations subject to static electricity or other forms of noise

b) Locations subject to strong electric fields or magnetic fields
c) Locations where there is a risk of exposure to radiation
d) Locations close to power supply lines

» Perform wiring correctly according to instructions in this manual.

* When you attach the switch cover, make sure that the packing is not twisted. Also confirm that there is no
foreign matter adhering to the case and packing.

* Do not use the Unit continuously submerged in water.

I Power Supply Design

Always use separate power supplies for the Unit/input power supply and the output power supply. If you supply
power from the same power supply, load variations in output devices may cause malfunctions.

I EtherNet/IP Communications

Do not disconnect the EtherNet/IP communications cables during operation. The outputs will become unstable.

I Executing a Communication Cable Diagnosis

The communications are interrupted for the port with communications cable diagnosis running, and all connec-
tions (tag data links) and message communications via the port are stopped temporarily. Confirm that the sys-
tem will not be adversely affected before you execute communications cable diagnosis.
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I Security Measures

For security purposes, we recommend that you set safety passwords for the Unit and project files. Keep the
safety passwords under strict control to prevent them from being leaked. In particular, when transmitting safety

password data over the Internet, implement measures such as using public key encryption to prevent intercep-
tion.
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Regulations and Standards

The NXR-S-seriesSafety /O Block is certified for the following standards.

Certification body Standards
TUV Rheinland * EN 61508 parts 1-3

* ENISO 13849-1

* ENISO 13849-2

* ENIEC61131-2

* IEC 61326-3-1

* EN 60529

* EN61131-6

UL * NRAQ/NRAQ7

* UL 61010-1 and UL 61010-2-201

* CSA C22.2 No. 61010-1 and CSA C22.2 No. 61010-2-201
* FSPC (IEC 61508 parts 1-3 and I1SO 13849-1)

ODVA * CIP Safety on EtherNet/IP

e EtherNet/IP

The NXR-S-seriesSafety 1/0 Block allows you to build a safety control system that meets the following stand-

ards.

» Requirements for SIL 3 (Safety Integrity Level 3) in IEC 61508 (Functional Safety of Electrical/Electronic/
Programmable Electronic Safety-related Systems)

* Requirements for PLe (Performance Level e) and for safety category 4 in EN 1ISO13849-1
The Safety 1/0 Block is also registered for RCM, UKCA, and KC compliance.

Conformance to EU Directives and Regulations

I Applicable Directives

» EMC Directives 2014/30/EU
» Machinery Directive 2006/42/EC

I Concepts

® EMC Directives 2014/30/EU

OMRON devices that comply with EU Directives also conform to the related EMC standards so that they can
be more easily built into other devices or the overall machine. The actual products have been checked for
conformity to EMC standards.*1

Whether the products conform to the standards in the system used by the customer, however, must be
checked by the customer. EMC-related performance of the OMRON devices that comply with EU Directives
will vary depending on the configuration, wiring, and other conditions of the equipment or control panel on
which the OMRON devices are installed. The customer must, therefore, perform the final check to confirm
that devices and the overall machine conform to EMC standards.
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*1. Applicable EMC (Electromagnetic Compatibility) standards are as follows: EMS (Electromagnetic Susceptibility):
EN 61131-2, EMI (Electromagnetic Interference): EN 61131-2 (Radiated emission: 10-m regulations).

® Machinery Directive 2006/42/EC

The Machinery Directive demands that the safety components that are used to provide safety for the relevant
machinery are used according to the required levels of safety.
The applicable standard is EN ISO 13849-1.

® Conformance to EU Directives

The NXR-S-series complies with EU Directives. To ensure that the machine or device in which the product is

used complies with EU Directives, the following precautions must be observed.

* You must use SELV power supplies for the DC power supplies that are connected as the Unit/input power
supplies and output power supplies for the NXR-S-series.
We recommend that you use the OMRON S8VK-S-series Power Supplies. EMC standard compliance was
confirmed for the recommended Power Supplies.

* NXR-S-series products that comply with EU Directives also conform to the Common Emission Standard.
Radiated emission characteristics (10-m regulations) may vary depending on the configuration of the con-
trol panel used, other devices connected to the control panel, wiring, and other conditions.

You must therefore confirm that the overall machine or equipment in which the NXR-S-series products are
used complies with EU Directives.

* You must use power supplies with an output hold time of 10 ms or longer for the DC power supplies that
are connected as the Unit/input power supplies and output power supplies for the NXR-S-series.

* This is a Class A product (for industrial environments). In a residential environment, it may cause radio
interference. If radio interference occurs, the user may be required to take appropriate measures.

» Conformance to EU Directives was confirmed using power supply cables and I/O cables with a cable
length of 30 m or shorter.

Conformance to EN ISO 13849-1

EN ISO 13849-1 requires that process controls be in place for the creation of safety-related software when
building a safety control system. The process controls must ensure that the software is easy to read, under-
stand, test, and maintain to avoid system failures during each phase (i.e., general software design, safety circuit
system design, and software upgrades) of the software design lifecycle.

This means that process controls must also be in place for the design and development of safety software, such
as for equipment and devices.

It is the customer’s responsibility to conform with all standards.

You can download the reliability data for safety of machinery that is required to verify the safety performance of

your equipment from the following URL:
http://www.ia.omron.com/support/sistemalibrary/index_jp.html.

Conformance to UL and CSA Standards

Some NXR-S-series products comply with UL and CSA standards.
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If you use a product that complies with UL or CSA standards and must apply those standards to your machinery
or devices, refer to the Instruction Sheet that is provided with the product. The Instruction Sheet provides the

application conditions for complying with the standards.

Conformance to Shipbuilding Standards

This product does not comply with any shipbuilding standards.

Conformance to KC Certification

When you use this product in South Korea, observe the following precautions.
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This product meets the electromagnetic compatibility requirements for business use. There is a risk of radio in-

terference when this product is used in home.
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Unit Versions

Unit Versions

Unit versions are the revision numbers for the respective Units of the NXR-S-series. Even if Units are the same
model, there will be some differences in functionality when the Unit version differs.

I Notation of Unit Versions on Products

The unit version is given with the Unit specifications on the side of the Unit.

Unit model number

T = ﬂ-/%d I
e

/[

omron [NXR-SXD1204-CST|

MAC ADDRESS:
Lot Na. DDMYY D! _' Ver. XXX l O00000CoOo000

Lot number MAC address
Unit version

The following information is provided in the Unit specifications on the Unit.

Name Function

Unit model number | Gives the model of the Unit.

Unit version Gives the unit version of the Unit.

Lot number Gives the lot number of the Unit.
DDMYY: Lot number, [J: Used by OMRON.
“M” gives the month (1 to 9: January to September, X: October, Y: November, Z: December)

MAC address Shows the MAC addresses of the EtherNet/IP ports on the Unit.

| Display in the Web Ul

You can also use the production information display function of the Web Ul to check the Unit version. The fol-
lowing are “Product Information Display Function” and “Product Information Screen” of the Web UI.

@ Details on Production Information Display Function

The production information display function displays the following information for the Safety I/O Block.
* Model

e Unit version
¢ CIP revision

e Hardware version
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* Firmware version

* Firmware hash value
* MAC address

* Lot number

» Serial number

» Total power-ON time

® Production Information Screen

The Production Information screen displays the Unit version and other production information for the corre-
sponding Unit.

Function List

Production Information

Monitor

Operating Status Monitor Item Details

Model NXR-SXD1204-CST
Unitversion

S EEE i 1o

MACaddress 3CFTDLSIA0AE
Unit Settings Lot number 13126
= , Serial number 01020304
TCP/IP Settings Total power-ON time 153 hours
TUNID Settings

Safety Application Settings

1/0 Monitor

Automatic Clock Adjustment Settings

Execute Command
Change Operating Mode
Configuration Lock
Restart
Memory Al Clear
Backup/Restore/Verify
Send General CIP Command
Unit Identiication

Communications Cable Diagnosis

Maintenance
Safety Password Setting

Firmware Update
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Related Manuals

The following table shows related manuals. Use these manuals for reference.

Manual name Cat. No. Model Application Description
Environment-resistive Re- | W645 NXR-SXD1204- Learning how to Describes the hardware, setup
mote Terminal NXR-S-ser- CST use the Environ- methods, and functions of the Envi-
ies Simple Logic Safety NXR-SXD1204B- ment-resistive Re- | ronment-resistive Remote Terminal
I/O Block for CIP Safety CST mote Terminal NXR-S-series Simple Logic Safety
User's Manual NXR-S-series 1/0O Block for CIP Safety.

(this manual) Simple Logic
Safety 1/0 Block
for CIP Safety.
NX-series Z395 NX-SL50000 Learning how to Describes the hardware, setup
Safety Control Unit / Com- NX-S1IO0O0O0 use the NX-series | methods, and functions of the NX-
munication Control Unit NX-soOOod Safety Control series Safety Control Units and
User’s Manual NX-CsGOOO Units and Com- Communication Control Units.
munication Con-
trol Units.
NX-series Z396 NX-CsGOO Learning about Describes the software setup meth-
Communication Control the built-in func- ods and communicantions functions
Unit tions of an NX- of an NX-series Communication
Built-in Function series Communi- | Control Unit.
User’s Manual cation Control
Unit.
NX-series Z930 NX-SLOOOO Learning how to Describes the hardware, setup
Safety Control Unit NX-S1IOO00 use NX-series methods, and functions of the NX-
User's Manual NX-soOO0O0O Safety Control series Safety Control Units.
Units.
NX-series Z931 NX-SLOOOO Learning about Describes the instructions for the
Safety Control Unit the specifications | Safety CPU Unit.
Instructions Reference of instructions for
Manual the Safety CPU
Unit.
NJ/NX-series W506 NX701-0000 Using the built-in | Information on the built-in
CPU Unit NX502-01000 EtherNet/IP port EtherNet/IP port is provided.
Built-in EtherNet/IP™ Port NX102-0000 on an NJ/NX-ser- | Information is provided on the basic
User's Manual NX1P2-0000 ies CPU Unit. setup, tag data links, and other fea-
NJ501-00000 tures.
NJ301-0000
NJ101-0000
NY-series W563 NY532-0000 Using the built-in | Information on the built-in
IPC Machine Controller NY512-0J000 EtherNet/IP port EtherNet/IP port is provided.

Industrial Panel PC

/ Industrial

Box PC

Built-in EtherNet/IP™ Port
User’s Manual

in an NY-series In-
dustrial PC.

Information is provided on the basic
setup, tag data links, and other fea-
tures.

34 Environment-resistive Remote Terminal NXR-S series Simple Logic Safety I/0 Block for CIP Safety User’s Manual (W645)



Related Manuals

Manual name Cat. No. Model Application Description
Sysmac Studio Version 1 W504 SYSMAC Learning about Describes the operating procedures
Operation Manual -SE200010 the operating pro- | of the Sysmac Studio.
cedures and func-
tions of the Sys-
mac Studio.
Security Guideline P162 - Leaning concepts | Describes OMRON'’s security initia-
for Factory Automation of security related | tives for its FA products and the se-
System to entire FA sys- curity measures we would like cus-
tem. tomers to implement when using the
FA products.
NJ/NX Controller P166 NX701-0000 Learning about Describes the security measures
Security Guideline NX502-00000 security measures | you can implement using NJ/NX-
NX102-0000 using NJ/NX-ser- | series CPU Units.
NX1P2-0000 ies CPU Units.
NJ501-0000
NJ301-0000
NJ101-0000
Environment-resistive IP67 | T245 S8NR-SOO24 Learning how to Describes the functions, perform-

Power Supply
User's Manual

use the Environ-
ment-resistive
IP67 Power Sup-
ply.

ance, and operating procedures of
the Environment-resistive IP67
Power Supply.
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Term

Description

CIP Safety originator

A role in CIP Safety communications. A CIP Safety originator manages a CIP Safety connec-
tion for a CIP Safety target. A CIP Safety originator exists in a connection unit, and not in a
device unit.

CIP Safety connection

A safety I/O connection where the protocol for safety process data communications is CIP
Safety. Depending on the role in communications, there are CIP Safety originator connec-
tions and CIP Safety target connections.

CIP Safety target

A role in CIP Safety communications. A CIP Safety target receives a request to open a CIP
Safety connection from a CIP Safety originator. A CIP Safety target exists in a connection
unit, and not in a device unit.

Device Level Ring

A data-link layer protocol that provides single-fault tolerance defined by EtherNet/IP stand-

(DLR) ards.

TUNID An ID assigned to a device so that it can be uniquely identified by all the networks on the
safety system for CIP Safety communications. A TUNID is a value totaling 10 bytes, consist-
ing of a 6-byte Safety Network Number (SNN) and a 4-byte Node ID.

Assembly A collection of the data held internally in a device. The data is gathered into one place for

access from outside.

Add-on application

A safety application with logic assigned to a rotary switch number using the Web Ul for this
Unit.

Safety application

A safety application is an application for implementing safety control. In this manual, only a
safety application that operates inside this Unit is referred to as a “safety application.”

Four types of safety applications are discussed in this manual: fixed applications, add-on ap-
plications, user-defined applications, and remote I/O mode applications.

Simple logic mode

A mode to operate using the simple logical processing functions.

Simple logic mode application

An application that is used in simple logic mode. The I/O configuration settings and logic set-
tings are defined.
There are three types: fixed applications, add-on applications, and user-defined applications.

Fixed application

A safety application that is pre-installed in this Unit.

Connection

A logical communications path for performing communications between devices.

Configuration

The settings configured for the devices and network.

Single channel

One input or output is used as a point without redundancy.

Standard

Standard is the term used in this manual for devices, functions, and data that are used for
general control purposes to differentiate from those that are designed with special safety
measures for use in safety control.

Standard control

A type of control that uses devices, functions, and data that are designed for general control
purposes. The term used to differentiate from a safety control.

Safety CPU Unit

A CPU Unit that is used for safety controls. A type of NX Unit.

Safety 1/0 Block

An /O block that is used for safety controls.

Safety function

A function that is executed by the safety control system to achieve a safe state for a machine
hazard.

Safety control

A type of control that uses devices, functions, and data which are designed with special safe-
ty measures.

Safety Control Unit

The generic term for an NX Unit that is used in safety controls.

Safety output device

An output device that is designed with special safety measures for use in safety controls.
The generic term for devices such as safety relays.

Safety output function

A function that evaluates whether the values of safety output data and the output signals on
safety output terminals are normal or abnormal.

Specific safety evaluation functions include test pulse evaluation and dual channel evalua-
tion.

When the evaluation result shows an abnormality, the output signal on the safety output ter-
minal is turned OFF.

Safe state

The status of a device or piece of equipment when the risk of danger to humans has been
reduced to an acceptable level.
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Term

Description

Safety input device

An input device that is designed with special safety measures for use in safety controls.
The generic term for devices such as emergency stop switches and safety door switches.

Safety input function

A function that evaluates whether the signals that are input on a safety input terminal are
normal or abnormal.

Specific safety evaluation functions include test pulse evaluation and dual channel evalua-
tion.

When the evaluation result shows an abnormality, the safety input data is made inactive
(OFF).

Safety Network Controller

The generic term for building-block safety controllers that have a Safety Control Unit mount-
ed to the NX-series Communication Control Unit.

Safety Network Number (SNN)

A number assigned to a safety network so that it can be uniquely identified for CIP Safety
communications.

Safety programs

User programs for safety controllers.
This term is used to differentiate from the user program of the standard controller.

Safety reaction time

The time required for the system to enter a safe state in a worst-case scenario after the oc-
currence of a safety-related input (press of an emergency stop switch, interruption of a light
curtain, opening of a safety door, etc.) or device failure.

Safety validation

A check to confirm that the safety controls meet the required specifications of a safety sys-
tem in safety validation testing. It may also be used to refer to the action of appending that
confirmation information to the safety application data.

Communication Control Unit

The generic term for the interface units for the Safety CPU Unit and CIP Safety on
EtherNet/IP device to have CIP Safety communications on a network.

Test pulse evaluation

This function outputs a test pulse that is used to evaluate a safety input or safety output for
failures or wiring errors with the connected external device.

Dual channel

Two inputs or outputs are used as a pair of points for redundancy.

Dual channel evaluation

This function uses a pair of safety input or safety output terminals as redundant terminals
that are checked for consistency to evaluate the status of the safety input or safety output.

Operating mode

Each status of operation of the Unit. The available functions differ depending on the operat-
ing mode.

Node ID

An ID assigned to each of the devices on a network so that the devices with the same Safety
Network Number (SNN) can be uniquely identified for CIP Safety communications.

The Safety CPU Unit is the only CIP Safety device on the NX bus, and the Node ID is always
1. For a CIP Safety device on an EtherNet/IP network, its IP address is used as the Node ID.

User-defined application

A safety application with logic to download to the Unit using the configuration in Type1 Safety
Open.
User-defined applications are created by users in Sysmac Studio.

User program

All of the programs that are created by the user. User program refers to the programs for
standard controls of the standard controller and the safety program of the Safety CPU Unit.

Remote I/O mode

A mode to operate as simple remote /O without using the simple logical processing func-
tions.

Remote I/O mode application

An application that is used in remote I/O mode. Only the 1/0 configuration settings are de-
fined, and the logic is not included.
The settings are configured for the Unit using Type1 Safety Open or the Web Ul.

Ring supervisor

The ring supervisor is responsible for verifying the integrity of the ring. It reconfigures the ring
to recover from faults and collects diagnostic information for the ring.
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Features and System Configura-

tion

This chapter describes the features and system configuration of the Environment-re-
sistive Remote Terminal NXR-S-series Simple Logic Safety 1/0 Block for CIP Safety.
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1-4  Support Software
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1 Features and System Configuration

11 Overview of Safety I/0 Block

The Environment-resistive Remote Terminal NXR-S-series Simple Logic Safety I/O Block for CIP Safety is a
safety I/O device that has a CIP Safety target function as well as high ingress protection equivalent to IP67. In
addition, it can control safety output devices by using a simple logic function.

The following functions are supported as basic functions.

» Performing safety communications with a CIP Safety originator as a CIP Safety target.

» Exchanging data with an EtherNet/IP originator as an EtherNet/IP target.

» Performing I/0 processing with emergency stop switches, safety light curtains, and other safety devices.

Standard controller + Safety controller +
EtherNet/IP originator CIP Safety originator

Support Software

il
[
T %

Environment-resistive Remote Terminal
NXR-S series Simple Logic Safety I/O
Block for CIP Safety

EtherNet/IP

i |
1

L@ |
.:'0 ] |
"II

° °
% g. i g Safety output
i; g i; g device
g°== g°==
6 ol 6 ol
. ] o
Safety input ) @
device féi

Unit/input power supply Output power supply
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1 Features and System Configuration

1-2  Features of Safety 1/0 Block

This section describes the features of the Environment-resistive Remote Terminal NXR-S-series Simple Logic
Safety I/O Block for CIP Safety.

I Simple Logic Function

The Safety 1/0 Block has a logic function to control safety output devices.
Therefore, simple control is achieved without any programming, and high-speed response safety control is pos-
sible using the Safety I/0O Block alone.

I Ingress Protection Equivalent to IP67

The Safety 1/0 Block has high ingress protection equivalent to IP67. Therefore, it can be installed outside the
control panel even in an environment where it will be subject to water exposure or high dust levels.

I Simple Wiring of Various Cables

Since the Safety 1/0 Block has connector connections for all ports, including for the power supply cable and
communications cables, wiring is easier than for terminal block connections. Furthermore, all ports are equipped
with Smartclick connectors, enabling easy one-touch connections.

I Simple Unit Replacement

The Safety 1/0 Block includes a Web Ul.
By using the Web Ul, you can perform the backup, restoration, and other work necessary for I/O monitoring,
troubleshooting, and restoration of the Safety I/O Block without using dedicated support software.
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1 Features and System Configuration

1-3  System Configuration

The system configuration when using the Safety 1/0 Block is called the safety control system.

This section describes the network topology when connecting the safety control system and Safety 1/0 Block to
the same EtherNet/IP network as well as the cascade connections to connect the safety input ports and safety
output ports of the Safety 1/0 Block.

1-3-1 Safety Control System

The following figure shows a safety control system using the Safety I/O Block.

Standard controller + Safety controller +
EtherNet/IP originator CIP Safety originator

Scope controllable by
safety program \
r — — — = - — /"

Control via local E-l |H Fm_u i I Control of NX |

| application Safety | _—Units by NX bus

sing safet o
| :rcng?'ams y H W programs communications |

Scope controllable
| by local application

Control by CIP Safety |

/communlcatlons

~
- —_ — = I
| EtherNet/IP E Safety application l
| . (/0 Configuration | |
| | only) |
Safety input| | | |
device | Safety output
| device |
|
Control by |
| local application |
L L_______ — o(_ J— - ]

Environment-resistive Remote Terminal
NXR-S series Simple Logic Safety 1/0

ﬁ Block for CIP Safety

Unit/input power supply Output power supply

Flow of safety I/O control

The following table describes each configuration device.
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1 Features and System Configuration

Configuration de-
vice

Description

Environment-resistive
Remote Terminal
NXR-S-series Simple
Logic Safety 1/0
Block for CIP Safety
NXR-SXDOOOO-
CST

This product

A device to exchange safety data with the CIP Safety originator. It outputs the data received from
the CIP Safety originator to the safety output device, and transmits the input signals from the safe-
ty input device to the CIP Safety originator.

In addition, it can also regulate and control safety output devices by using simple logic functions.

Standard controller +
EtherNet/IP originator

Performs standard control of the Safety I/O Block. In addition, this device performs EtherNet/IP
communications, and is used to monitor the operating status of the Safety 1/0 Block.

OMRON products include the NX502 CPU Unit and NX102 CPU Unit.

Furthermore, the NX-CSG320 is available as an OMRON EtherNet/IP originator.

Safety controller +
CIP Safety originator

Performs CIP Safety communications with the Safety I/O Block, and controls the safety functions

with safety programs.
OMRON products include the NX-SL5C1CI].

Safety program

A user program for safety control that is operated with a safety controller.
It controls the entire safety control system through NX bus communications, CIP Safety communi-
cations, and other communications.

Local application

An application that is run on a remote device instead of the safety controller.

With this product, it is referred to as a safety application and is implemented using safety 1/O diag-
nostic functions and logic functions.

The safety applications of the Safety 1/0 Block are categorized into two types: applications that
contain only I/O configuration settings and applications that contain both logic settings and 1/O
configuration settings.

Safety applications that have only I/O configuration settings are for using the Safety 1/0O Block as
simple remote 1/O, and safety control is implemented by a safety program of the safety controller.
Conversely, safety applications that have both logic settings and I/O configuration settings are
suitable for applications that require high-speed responses because local control is possible in the
Safety 1/0O Block without going through a safety controller. In addition, control is also possible with
a combination of the safety output data transmitted from the safety controller and the logic settings
of the safety application.

Unit/input power sup-
ply

A power supply used for operation of the Safety I/0 Block and for interfacing with safety input de-
vices. Supply power by connecting an external power supply to the power supply connector (in-

put).

Output power supply

A power supply used for interfacing with safety output devices. Supply power by connecting an
external power supply to the power supply connector (input).

Safety input device

An input device that is designed with special safety measures for use in safety controls.
The generic term for devices such as emergency stop switches and safety door switches.

Safety output device

An output device that is designed with special safety measures for use in safety controls.
The generic term for devices such as safety relays.
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1 Features and System Configuration

When broken down into types, there are the following four types of safety control system depending on the ap-
plications and programs used. Select based on the features.

Safety con- | Safety
trol s.ystem ap;.)ll- Features Method to set a.nd f:hange Selection criteria
configura- cation safety application
tion to use
Configuration | Remote The safety controller controls » A safety application with on- | = Wish to build a compli-
for the safety | I/O safety output devices via a net- ly I/O configuration settings cated, large-scale sys-
controller to mode work. is designed, and download- tem that is difficult to
perform con- | applica- [ . A complicated, large-scale sys- ed to the safety controller. implement with the log-
trol tion tem can be built using network In this case, the safety con- ic function of the Safety
communications. troller configures the Safety I/O Block.
The response time may become /O Block based on the , * Asafety program is
long. qunloaqed sa.fety appllca— used with a safety con-
tion (configuration using troller.
Type 1 Safety Open).
* Alternatively, a safety appli-
cation with only 1/0O configu-
ration settings designed by
a user is downloaded to the
Safety 1/0 Block (configura-
tion using the Web Ul).
Configuration | Fixed The Safety 1/O Block controls * A safety application (fixed * There are applications
for the Safety | applica- the safety output device. application) preset in the that can be used as-is
I/0O Block to tion + A system for small-scale control Safety I/0 Block is used. among the fixed appli-
perform con- by simple logic. cations.
trol using a High-speed responses are pos-
preset safety .
L sible.
application
1-6 Environment-resistive Remote Terminal NXR-S series Simple Logic Safety I/0O Block for CIP Safety User’s Manual (W645)



1 Features and System Configuration

Safety con- | Safety
trol s‘ystem ap|?li- Features Method to set a'nd f:hange Selection criteria
configura- cation safety application
tion to use
Configuration | User- * The Safety I/0 Block controls * A safety application con- This is an application
(centralized defined the safety output device. taining logic settings and that can be implement-
management | applica- | « Sjnce the user designs the log- I/O configuration settings ed with the logic func-
type) for the tion ic, control with greater flexibility (user-defined application) is tion of the Safety I1/0
Safety 1/0 than a preset safety application designed, and downloaded Block for simple proc-
Block to per- is possible. Systems such as to the safety controller. essing.
form control the following can be built. The safety controller config- | * There are no applica-
using a safety a) Control using a combination ures the Safety I/O Block tions that can be used
application of control performed via a based on the downloaded as-is among the fixed
designed by a network using a safety pro- safety application (configu- applications.
user gram and high-response ration using Type 1 Safety Wish to manage a
control performed locally us- Open). safety application on
ing a safety application. the safety controller
b) Local control using a safety side to perform the
application design by a user. same processing on
c) Control with the Safety 1/0 multiple Safety I/O
Block connected in cascade Block units.
Configuration | Add-on to expand the number of A safety application (add-on This is an application
(distributed applica- control points. application) containing logic that can be implement-
management | tion settings and I/O configura- ed with the logic func-
type) for the tion settings is designed, tion of the Safety 1/0
Safety 1/0 and downloaded to the Block for simple proc-
Block to per- Safety 1/0 Block (configura- essing.

form control
using a safety
application
designed by a
user

tion using the Web Ul).

Up to five types of add-on
application can be saved to
the Safety I/0O Block, and
the safety application is se-
lected from them.

There are no applica-
tions that can be used
as-is among the fixed
applications.

Wish to manage a
safety application on
the Safety I/O Block
side to use a single
Safety 1/0O Block alone.

A configuration example and operation details for each of the safety control systems are shown below.
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1 Features and System Configuration

Configuration for the Safety Controller to Perform Control (Configura-
tion Using Type 1 Safety Open)

The following shows a figure of the configuration for the safety controller to perform control (configuration using
Type 1 Safety Open).

Standard controller Safety controller

Sysmac Studio

Safety programs

Download

Ak &

Configuration
with Type1 Safety Open

EtherNet/IP

i| Safety application
4| (I/O configuration only)

Safety output device

Safety input device

Flow of safety I/O control

s Settings of safety configuration

» Control is performed with the safety program of the safety controller.

A safety application with only 1/O configuration settings is used for the Safety 1/0 Block. The logic functions
are not used.

» The safety application resides together with the safety program in the safety controller, and is sent to the
Safety I/O Block when a connection is opened.

» Set both SETTING rotary switches SW1 and SW2 of the Safety 1/0 Block to 0.
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Configuration for the Safety Controller to Perform Control (Configura-
tion Using the Web Ul)

The following shows a figure of the configuration for the safety controller to perform control (configuration using
the Web Ul).

uoneinbyuon woaysAg ¢-1

Standard controller Safety controller

\ / Sysmac Studio

Safety programs

J" i

Download

Created safety application
(Safety application file)

[LH
[
T

EtherNet/IP

we)sAg |o3uo) Alejes |-g-1

=
o) | = .

Download &

Safety application
(I/O configuration only)

Safety output device

Safety input device

Flow of safety 1/0 control
—_— Settings of safety configuration

» Control is performed with the safety program of the safety controller.

» The safety controller opens a Type 2a Safety Open connection to the Safety 1/0O Block.

+ A safety application with only 1/O configuration settings is used for the Safety 1/O Block. The logic functions
are not used.

» The safety program resides in the safety controller. The safety application is created in Sysmac Studio, and
the Web Ul is used to download it to the Safety 1/0 Block.

» Set both SETTING rotary switches SW1 and SW2 of the Safety 1/0 Block to 0.
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Configuration for the Safety 1/0 Block to Perform Control Using a Preset
Safety Application

The following shows a figure of a configuration for the Safety I/O Block to perform control using a preset safety

application.

Standard controller Safety controller

Sysmac Studio

Safety programs

Download

Ak &

(LI ]
e —

[ O

EtherNet/IP
&)

°®
Safety application |-

Setting by
rotary switches

Safety input device

Flow of safety I/O control

s Seettings of safety configuration

» Use a safety application preset in the Safety I/O Block. A safety application contains logic settings and 1/0
configuration settings.

* Monitoring of the 1/0 data of the Safety I/O Block is also possible using a safety program of the safety control-
ler.

» The safety application resides in the Safety 1/0 Block.

» Set both SETTING rotary switches SW1 and SW2 of the Safety 1/0 Block to number 7-3 of the safety applica-
tion (fixed application) to be used.
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Configuration (Centralized Management Type) for the Safety 1/O Block to
Perform Control Using a Safety Application Designed by a User

The following figure shows a configuration (centralized management type) for the Safety I/O Block to perform
control using a safety application designed by a user.

Standard controller Safety controller

Sysmac Studio

Safety programs

Download

[N
[ pREEI]
00 =

Configuration
with Type1 Safety Open

EtherNet/IP

Safety input device

Flow of safety 1/O control

s Seettings of safety configuration

» The safety application of the Safety 1/0 Block is used to perform control. A safety application contains logic
settings and I/O configuration settings.

» Control is also possible in combination with the safety program of the safety controller.

» The safety application resides together with the safety program in the safety controller, and is sent to the
Safety I/0O Block when a connection is opened.

» Set both SETTING rotary switches SW1 and SW2 of the Safety 1/0 Block to F (user-defined application).
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1 Features and System Configuration

Configuration (Distributed Management Type) for the Safety 1/0O Block to
Perform Control Using a Safety Application Designed by a User

The following figure shows a configuration (distributed management type) for the Safety 1/0 Block to perform
control using a safety application designed by a user.

Standard controller Safety controller

Sysmac Studio

Safety programs

Download

[
gt
-

Created safety application
(Safety application file)

EtherNet/IP
[©)

o \’ =]
Safety application

Download

Safety input device

Flow of safety I/O control

s Seettingss of safety configuration

» The safety controller opens a Type 2a Safety Open connection to the Safety 1/0 Block.

» The safety application of the Safety 1/0 Block is used to perform control. A safety application contains logic
settings and I/0 configuration settings.

» Control is also possible in combination with the safety program of the safety controller.

» The safety program resides in the safety controller. The safety application is created in Sysmac Studio, and
the Web Ul is used to download it to the Safety 1/0O Block.

» Set both SETTING rotary switches SW1 and SW2 of the Safety 1/0 Block to number 9-D of the safety applica-
tion (add-on application) to be used.
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1-3-2 Network Topology

With the Safety I/O Block, you can configure various topologies, including line, star, tree, and ring topologies of
the EtherNet/IP network, as the Unit has two communications ports.

uoneinbyuon woaysAg ¢-1

@ Line

A line topology consists of more than one Safety 1/0O Block connected to each other.

O O
Ethernet switch
=] o

ABojodo] IomiaN z-¢-1

@ Star
A start topology consists of more than one Safety I/0O Block connected to an Ethernet switch.

O O
Ethernet switch

® Tree

A tree topology consists of a combination of star and line topologies.
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O O
Ethernet switch

™

® Ring
A ring topology consists of a combination of a ring supervisor and the Safety I/O Block. A ring topology has
the feature of being able to maintain normal communications even when there is a communications cable
break in one place as it uses the Device Level Ring (DLR) function. Refer to 8-4 Device Level Ring (DLR)
Function on page 8-10 for details on the DLR function.

a Y
0 Ring supervisor 0O

1-3-3 Cascade Connections

In the case of the NXR-SXD1204-CST, the safety input ports and safety output ports of multiple Units can be
connected in cascade.

This configuration has the following advantages.

» Complicated logic can be implemented because the communications time of the CIP Safety communications

has no impact.
» The number of safety input terminals and safety output terminals can be increased.

Use dual channel for the 1/0 configuration settings of the safety intput function and the safety output function.

|17[ Precautions for Correct Use

When using a cascade connection, check the safety response performance. Refer to Section 9 Safety Response Per-
formance on page 9-1 for details on the safety response performance.
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&

(%]
A one-stage cascade connection is supported, and up to three Units can be connected as shown in the figure 3
below. 3
With a cascade connection, CIP Safety communications with the CIP Safety originator can be performed by all §
Units. e

g
Safety g'
input port

Safety
output port

SUOI}0BUUO0Y) apease) £-¢-|
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1-4  Support Software

The following table shows the support software that you can use with the Safety I/O Block.

Setting target Model Support software
Safety I/0 Block | ©+ NXR-SXD1204-CST |+ Sysmac Studio version 1.67 or higher
* NXR-SXD1204B-CST

@ Precautions for Correct Use

Setting using Sysmac Studio is performed via the NJ/NX-series CPU Unit, NY-series Industrial Panel PC/Industrial Box
PC, or Communication Control Unit NX-CSG320. Use a direct Ethernet connection or an Ethernet hub connection as
the connection method.
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Specifications and Application
Procedures

This chapter describes the specifications and application procedures for the Safety 1/0

Block.
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2 Specifications and Application Procedures

2-1  Specifications

This section describes the following specifications of the Safety 1/0 Block.
* General specifications

* Communications specifications
* Unit specifications

» Safety specifications

2-1-1 General Specifications

The general specifications of the Safety I/O Block are as follows.

Item Specifications
Degree of protection P67
Operating environment Ambient operating tem- | -10 to 55°C
perature
Ambient operating hu- | 25% to 85% (with no condensation)
midity
Atmosphere Must be free from corrosive gases.
Storage temperature -25 to 65°C
Storage humidity 25% to 85% (with no condensation)
Altitude 2,000 m max.
Pollution degree 3 or less: Conforms to IEC 61010-2-201
Noise immunity Conforms to IEC 61131-2 (Zone B) and EN 61131-2 (Zone B)

Conforms to IEC 61326-3-1 and EN 61326-3-1
Overvoltage category Category II: Conforms to IEC 61010-2-201

EMC immunity level Zone B

Vibration resistance Conforms to IEC 60068-2-6

5 to 8.4 Hz with amplitude of 3.5 mm, 8.4 to 150 Hz, and 10
m/s?2

100 min each in X, Y, and Z directions

Other
10 to 60 Hz with amplitude of 0.35 mm, 60 to 150 Hz, and 50

m/s2
80 min each in X, Y, and Z directions
Shock resistance Conforms to IEC 60068-2-27

150 m/s2, 3 times each in 6 directions along X, Y, and Z axes

Dielectric strength 600 VAC (between isolated circuits)

Insulation resistance 20 MQ min. (between isolated circuits)
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Item

Specifications

Conformance to standards | TUV Rheinland * EN 61508 parts 1-3

* ENISO 13849-1
* ENISO 13849-2
* ENIEC 61131-2
* |IEC 61326-3-1

* EN 60529

* EN61131-6

uL + NRAQ/NRAQ7
« UL 61010-1 and UL 61010-2-201

« CSA C22.2 No. 61010-1 and CSA C22.2 No. 61010-2-201
- FSPC (IEC 61508 parts 1-3 and ISO 13849-1)

ODVA * CIP Safety on EtherNet/IP
* EtherNet/IP

Other * EU: EN61131-2, RCM
* UKCA
* KC: KC Registration

* Machinery Directive

Note Refer to the OMRON website (www.ia.omron.com) or ask your OMRON representative for the most recent applicable

standards.

2-1-2 Communications Specifications

The communications specifications of the Safety 1/0 Block are as follows.

Item

Specifications

Physical specifications Port

Layer-2 switch port

Physical layer

10BASE-T/100BASE-TX
Auto negotiation or fixed settings

Media access method CSMA/CD

Modulation Baseband

Topology Line, star, tree, ring
Baud rate 100 Mbps (100BASE-TX)

Transmission media

Category 5 or higher twisted-pair cable (Recommended
cable: double-shielded cable with aluminum tape and
braiding)

Transmission distance

100 m or less (Distance between nodes and between
hub and node)

Number of Units connecta- | 50
ble per line
CIP Safety CIP Safety target Possible
Maximum number of con- | 5 (Input 2/Output 3)
nections Input connections can share the same data with up to 8

CIP Safety originators by using Multicast communica-
tion.

Packet interval

5-500 ms

Maximum data size

Input: 9 bytes
Output: 3 bytes
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Item Specifications
EtherNet/IP communications | EtherNet/IP target Possible (Exclusive Owner, Input Only, Listen Only)
Maximum number of con- | 2 (Input 2/Output 0)
nections Input connections can share the same data with Ether-
Net/IP originators by using multicast communication.
Packet interval 5-10,000 ms
Maximum data size Input: 9 bytes
DLR Ring nodes supported
EtherNet/IP conformance Conforms to CT21
test
CIP message communications | Protocol Class3/UCMM

Maximum number of con- 5
nections (Class 3)

Data size 504 bytes
HTTPS communications TLS version TLS 1.2 is supported.
TLS 1.0, TLS 1.1, and SSL are not supported.
Authentication method Server authentication (X.509) and session authentica-

tion by safety password

The following table shows the port number to use, whether a communications path encryption function is availa-
ble, whether enabled or disabled by default, and whether switchable between enable and disable for each exter-
nal interface.

£ tornal inferface bort mumber tﬁ;’:'::::‘: Enabled/disabled Whether enable/disable
oy by default switchable
Ethernet CIP Safety UDP/2222 No Enabled Not possible
port
HTTPS TCP/443 Yes Enabled Not possible
SNTP UDP/123 No Disabled Possible by Sysmac Studio, Web
Ul, and CIP message
DHCP UDP/68 No Disabled Possible by Sysmac Studio, Web
Ul, and CIP message
EtherNet/IP UDP/2222 No Enabled Not possible
CIP messages | TCP/44818, No Enabled Not possible
UDP/44818
Rotary switch Not applicable | Not applicable | Enabled Not possible

2-1-3 Safety Specifications

The safety specifications of the Safety I/O Block are as follows:

Specifications
Item Safety input Safety output
Dual channel | Single channel | Dual channel | Single channel

PL UptoPLe Up to PL d1 UptoPLe Up to PL ¢2
Category Up to Cat.4 Up to Cat.2"1 Up to Cat.4 Up to Cat.2"2
MTTFp 1428 years 100 years 1431 years 100 years
Mission Time | 20 years 20 years 20 years 20 years
DCavg 98.61% 98.60% 98.60% 98.60%
SIL Upto SIL 3 Upto SIL 2 Upto SIL 3 Up to SIL 1
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Specifications

Item Safety input Safety output
Dual channel | Single channel | Dual channel | Single channel
PFH 4.6 x 10-10 4.6 x 10-10 46x1010 | 4.6x 1010
1/h 1/h 1/h 1/h

*1.

*2.

To achieve Cat.2/PLd with a single-channel safety input, ensure the safety control system incorporates a safety output
function that meets the following requirements.

* When a failure occurs, the safety control system can transition to a safe state.

* When a failure occurs, the safety control system can maintain a safe state until the cause of the failure is cleared.
To achieve Cat.2/PLc with a single-channel safety output, detect failures of the safety output as a safety control system
by using CIP Safety communications or EtherNet/IP communications to monitor the output terminal of the Safety I/O

Block.
When a failure of a safety output is detected, notify the user of the error occurrence by indicator light, HMI, or other

means.
The target of output terminal status monitoring must be one of the following four bit types of the input assembly.

Assembly Monitoring target bit Bit name
Safety Input 1 | Output terminal status (aggregate) | Combined Safety Output Status
Safety Input 2 | Output terminal status (aggregate) | Combined Safety Output Status
Safety Input 3 | Output terminal status (aggregate) | Combined Safety Output Status
Output terminal status (individual) | Safety OutputO Status to Safety Output3 Status

The procedure from an error occurring with a safety output terminal to notifying the user of the error occurrence is as

follows.

1. An error occurs with a safety output terminal.

2. The Safety I/0 Block detects the error of the safety output terminal and sets the safety output terminal where the
error occurred to Inactive. In addition, it sets the bit of the target output terminal status to FALSE.

3. The safety controller or standard controller detects that the output terminal status of the Safety 1/0 Block has be-
come FALSE.

4. The safety controller or standard controller notifies the user of the error occurrence by indicator light, HMI, or other
means.

Environment-resistive Remote Terminal NXR-S series Simple Logic Safety 1/0 Block for CIP Safety User’s Manual (W645) 2-5
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2 Specifications and Application Procedures

Standard controller + Safety controller +
EtherNet/IP originator CIP Safety originator

Safety input
device

Safety output
device

| Safety I/0 Block

In addition, when the safety control system is switched to a safe status, shut off the power of the safety output device
using a circuit breaker other than Safety I/O Block, based on the information given. The time until the power of the
safety output device is shut off should be calculated as the sum of (the time until theSafety I/O Block indicates the
occurrence of an error: 265 ms), (network reaction time) and (the response time of the shutoff device other than Safety

I/O Block).

If the monitoring target bit is output terminal status (aggregate), the user must shut off the power of all safety output
devices controlled by the Safety I/O Block. If the monitoring target bit is output terminal status (individual), the user
must shut off the power of the safety output device where the error occurred.

2-1-4 Unit Specifications

The specifications of the Safety 1/0 Block Unit are as follows.

Item

Specifications

NXR-SXD1204-CST | NXR-SXD1204B-CST

Unit name Environment-resistive Remote Terminal NXR-S-series Simple Logic Safety
I/0O Block for CIP Safety
Dimensions 60 (W) x 240 (H) x 34.2 (D) [mm]

(60 (W) x 240 (H) x 46.65 (D) [mm] when the connectors are included)

Mounting method

Mounting with M5 screws

Mounting strength

100 N

Mounting orientation and restrictions

Mounting orientation: 6 possible orientations
Restrictions: No restrictions

Available connectors

* EtherNet/IP communications connectors: M12 (D-coding, female)
* Power supply connectors: M12 (L-coding, female), M12 (L-coding, male)
* 1/O connectors: M12 (A-coding, female)
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Item

Specifications

NXR-SXD1204-CST NXR-SXD1204B-CST

Connector strength

30N
Applicable to all connectors

Screw tightening torque

* EtherNet/IP communication connector and 1/0 connector (M12 screw): 0.5
to 0.6N-m"!

 Power supply connector (M12 screw): 0.39 to 0.49N-m"!

* Unit mounting (M5 screw): 1.47 to 1.96 N-m

* Rotary switch cover (M3 screw): 0.4 to 0.6 N-m

Weight

710 g | 700 g

Unit/input power supply voltage

24 VDC (19.2 t0 28.8 VDC)

Output power supply voltage

24 VDC (19.2 to 28.8 VDC)

Isolation method

Digital isolator isolation

Isolation inside the Unit

Isolate between the Unit/input power supply and output power supply

Insulation resistance

20 MQ min. between isolated circuits (at 100 VDC)

Maximum power supply current

9A

Current consumption

* Unit/Input power supply: 220mA
* Output power supply: 40mA

Number of safety | Number of safety | 12
1/0 terminals input terminals
Number of test 12
output terminals
Number of safety |4
output terminals
Number of I/0 Safety input ports | 5-pin x 6 ports 5-pin x 4 ports
ports Safety output 4-pin x 2 ports 0
ports
Safety I/O ports 0 8-pin x 2 ports

Number of termi-
nals per I/O port

Safety input ports

» Safety inputs: 2
* Test outputs: 2
* Unit/input power supply: 1

Safety output
ports

» Safety outputs: 2 -

* Qutput power supplies: 2

Safety I/O ports

- » Safety inputs: 2

* Test outputs: 2

» Safety outputs: 2

* Unit/input power supply: 1
* Output power supply: 1

Safety input current

4.5 mA typical

Safety input ON voltage

11 VDC min.

Safety input OFF voltage/OFF current

5 VDC max, 1 mA max.

Test output type

Sourcing outputs (PNP)

Test output rated current

0.7 A/point

Test output ON residual voltage

1.2 V max. (Unit/input power supply + and each output terminal)

Test output leakage current

0.1 mA max.

Safety output internal /O common

PNP (sourcing outputs)

Safety output maximum load current

2.0 A/point and 9.0 A/Unit 0.7 A/point and 9.0 A/Unit
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2 Specifications and Application Procedures

ltem Specifications
NXR-SXD1204-CST NXR-SXD1204B-CST
Safety output ON residual voltage 1.2 V max. (between output power supply + and each output terminal)
Safety output OFF residual voltage 2 V max. (between output power supply - and each output terminal)
Safety application | Without logic Remote I/O mode application
functions
With logic Fixed applications, user-defined applications, and add-on applications

*1. These values are for screw-type connectors. With Smartclick connectors, torque management is not required. Insert
the connectors all the way in and then turn the approximately 1/8 of a turn.
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Usage Procedures

This section describes the usage procedures of the Safety I/O Block.

2-2-1

Step 1. System Design

Step

Description

Reference

Step 1-1 Determining
Safety Measures by Per-
forming Risk Assessment

* |dentify potential danger factors and perform risk as-
sessment.

» Study and decide measures to reduce risks.

Step 1-2 Selecting Safety
Devices

Decide whether to use the Safety I/O Block.
Furthermore, decide the model to use.

2-1 Specifications on page 2-2

Step 1-3 Selecting Net-
work Devices

Confirm the communications topology and other specifica-
tions, and decide the Ethernet network configuration.

1-3 System Configuration on
page 1-4

Select Ethernet switches, twisted-pair cables, and commu-
nications connectors suitable for the specifications of the
Safety 1/0 Block.

5-5 Connected Devices on
page 5-29

Step 1-4 Designing the In-
terface between the Safety
Controller and the Safety
I/0 Block

Design the interface between the safety controller and the
Safety 1/0 Block.

7-3 CIP Safety Communica-
tions Settings on page 7-27

Step 1-5 Designing the In-
terface between the Stand-
ard Controller and the
Safety 1/0 Block

Design the interface between the standard controller and
the Safety I/O Block.

7-4 EtherNet/IP Communica-
tions Settings on page 7-38

Step 1-6 Designing Device
Security

Configure the security settings of the equipment and facili-
ties according to the security guidelines.

Section 10 Security Guide-
lines on page 10-1

2-2-2

Step 2. Software Design

Step

Description

Reference

Step 2-1 Designing 1/O De-
vices and Processing

Design the following items for the Safety I/O Block.
» Safety I/0 devices to connect

» Standard I/O devices to connect

Section 6 Operation of the
Safety I/0 Block on page 6-1
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2 Specifications and Application Procedures

Step

Description

Reference

Step 2-2 Designing Pro-
gram

When configuration for a safety controller to perform
control
Design the safety program for the safety controller

NX-series Safety Control Unit/
Communication Control Unit
User’s Manual (Cat. No. Z395)

When configuration for the Safety I/O Block to perform
control using a preset safety application
* Use a fixed application as the safety application.

* Determine the application to use from among the fixed
applications.

Fixed Applications on page
6-24

When configuration (centralized management type) for
the Safety 1/0 Block to perform control using a safety
application designed by a user

* Use a user-defined application as the safety application.

* Design the logic of the user-defined application.

User-defined Applications on
page 6-25

When configuration (distributed management type) for

the Safety 1/0 Block to perform control using a safety

application designed by a user

* Use an add-on application designed by a user as the
safety application.

* Design the logic of the add-on application.

Add-on Applications on page
6-26

2-2-3

Step 3. Hardware Design

Step

Description

Reference

Step 3. Determining Wiring
for Communications, Pow-
er Supply, and External 1/0
Devices

Determine the method to supply power to the Safety I/O
Block.

Section 4 Designing the Pow-
er Supply System on page
4-1

* Select a communications cable suitable for the specifi-
cations of the Safety 1/O Block.

* Calculate the power supply voltage and maximum cur-
rent that will be supplied to the Safety I/O Block, and
then select a power supply cable.

* Select the I/O cables to connect between safety I/O de-
vices.

5-5 Connected Devices on
page 5-29

2-2-4

Step 4. Calculating and Verifying Safety Response Performance

Step

Description

Reference

Step 4-1 Calculating Safe-
ty Communications Per-
formance

Verify the EPI, communications load, and safety task peri-
od of the safety controller based on the CIP Safety con-
nection and tag data link connection determined in Step
1-4 and Step 1-5.

Section 9 Safety Response
Performance on page 9-1
Calculating Safety Reaction
Times in NX-series Safety
Control Unit/Communication
Control Unit User’s Manual
(Cat. No. Z395)

2410
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Step

Description

Reference

Step 4-2 Calculating Safe-
ty Reaction Times

Calculate the safety reaction times based on the 1/O re-
sponse times of the safety 1/0O devices and Safety I/O
Block, and on the response times of the CIP Safety con-
nection.

Section 6 Operation of the
Safety I/0 Block on page 6-1
Section 9 Safety Response
Performance on page 9-1

Step 4-3 Calculating Safe-
ty Distance and Verifying
Fulfillment of Required

Calculate the safety distances using the safety reaction
times. Check to see if the safety distances meet the re-
quirements. If requirements are not met, reconsider the de-

Specifications signs again starting with the system design.
2-2-5 Step 5. Software Settings and Programming
Step Description Reference

Step 5-1 Creation of the
Safety Network Controller
System

Deploy the Safety I/0 Block.

CPU Rack Configurations and
Setup in the NX-series Safety
Control Unit/Communication
Control Unit User’s Manual
(Cat. No. Z395)

Step 5-2 Communication
Settings, Programming,
and Assignment of Con-
nected Devices to the
Safety I/O Terminals

When configuration for a safety controller to perform
control
Refer to the reference on the right.

7-1-1 Setting Procedure of
Configuration for the Safety
Controller to Perform Control
(Configuration Using Type 1
Safety Open) on page 7-3

When configuration for the Safety I/O Block to perform
control using a preset safety application
Refer to the reference on the right.

7-1-3 Setting Procedure of
Configuration for the Safety I/0O
Block to Perform Control Using
a Preset Safety Application on
page 7-9

When configuration (centralized management type) for
the Safety 1/0 Block to perform control using a safety
application designed by a user

Refer to the reference on the right.

7-1-4 Setting Procedure of
Configuration (Centralized
Management Type) for the
Safety I/0 Block to Perform
Control Using a Safety Applica-
tion Designed by a User on
page 7-11

When configuration (distributed management type) for
the Safety I/O Block to perform control using a safety
application designed by a user

Refer to the reference on the right.

7-1-5 Setting Procedure of
Configuration (Distributed Man-
agement Type) for the Safety
1/O Block to Perform Control
Using a Safety Application De-
signed by a User on page

7-14

2-2-6

Step 6. Installation and Wiring

Step

Description

Reference

Step 6-1 Installation

Environment-resistive Remote Terminal NXR-S series Simple Logic Safety 1/0 Block for CIP Safety User’s Manual (W645)

Secure the Safety 1/0 Block with screws using the mount-
ing holes.

5-1 Installing Units on page
5-2
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Step

Description

Reference

Select the method to set the IP address using the rotary
switches.

7-10 Setting IP Addresses on
page 7-71

Select the safety application using the rotary switches.

3-3 Rotary Switches on page
3-10

Step 6-2 Wiring the Power
Supply and 1/0

Connect the power supply and I/O cables to the Safety I1/0
Block.

5-3 Wiring the Power Supply on
page 5-12

5-4 Wiring I/O Cables on page
5-19

Perform the wiring check of the 1/0 cables.

8-6 I/0 Wiring Checking Func-
tion on page 8-13

Step 6-3 Connecting the
Ethernet Cables

Connect the communications cables to the Safety 1/0
Block.

5-2 EtherNet/IP Network Wiring
on page 5-5

Perform the wiring check of the communications cables.

8-13 Communications Cable
Diagnosis Function on page
8-31

2-2-7

Step 7. Checking Operation

Step

Description

Reference

Step 7. Checking Opera-
tion

When configuration for a safety controller to perform
control
Refer to the reference on the right.

7-1-1 Setting Procedure of
Configuration for the Safety
Controller to Perform Control
(Configuration Using Type 1
Safety Open) on page 7-3

When configuration for the Safety I/O Block to perform
control using a preset safety application
Refer to the reference on the right.

7-1-3 Setting Procedure of
Configuration for the Safety I/O
Block to Perform Control Using
a Preset Safety Application on
page 7-9

When configuration (centralized management type) for
the Safety 1/0 Block to perform control using a safety
application designed by a user

Refer to the reference on the right.

7-1-4 Setting Procedure of
Configuration (Centralized
Management Type) for the
Safety I/0 Block to Perform
Control Using a Safety Applica-
tion Designed by a User on
page 7-11

When configuration (distributed management type) for
the Safety I/0 Block to perform control using a safety
application designed by a user

Refer to the reference on the right.

7-1-5 Setting Procedure of
Configuration (Distributed Man-
agement Type) for the Safety
I/0 Block to Perform Control
Using a Safety Application De-
signed by a User on page

7-14

212
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Step 8. Operation, Maintenance, and Inspection

Step

Description

Reference

Step 8-1 Operation

Check that the operating mode transitions to Executing by
setting the power-on mode or changing the operating
mode.

7-16 Changing the Operating
Mode on page 7-95

Step 8-2 Troubleshooting
Errors If They Occur

If an error occurs, use the indicator display and monitor
function to check the error and determine the cause, and
then remove the error.

Section 11 Troubleshooting on
page 11-1

Execute the power monitor function of the Safety 1/0
Block.

8-10 Power Supply Monitor
Function on page 8-22

Execute the Unit identification function of the Safety I/O
Block.

8-8 Unit Identification Function
on page 8-16

Execute the IP address display function of the Safety 1/0
Block.

8-9 IP Address Indication Func-
tion on page 8-19

Execute the communications cable diagnosis function of
the Safety I/O Block.

8-13 Communications Cable
Diagnosis Function on page
8-31

Step 8-3 Inspection and
Replacement

If the Safety I/O Block failed, replace it.

Section 12 Inspection and
Maintenance on page 12-1

If the Safety I/O Block was replaced, update the firmware.

8-14 Firmware Update Function
on page 8-35
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Part Names and Functions
]

This chapter provides the names and functions of the parts of the Safety 1/0 Block.
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3 Part Names and Functions

3-1

Parts and Names

This section gives the names of the parts of the Safety 1/0 Block.

® NXR-SXD1204-CST

HoT—

Il

=

ETH2

,\,\
Z

-0

I U/INPWR
] OUTPWR
) L/AETH1
) LOCK

Ms ]

NS 1
L/AETH2 ]
EX PWR OUT (|

EtherNet/1P

|
7 omRoN
NXR=SXD1204=CST
(E) o @ (F)
PWR IN Ir_l PWR OUT (L)
(CH—®
Letter Name Function
(A) EtherNet/IP communica- | The connector for EtherNet/IP port 1.
tions connector 1 The connector is an M12 connector (D-coding, female, Smartclick support).
Connect a communications cable.
(B) EtherNet/IP communica- | The connector for EtherNet/IP port 2.
tions connector 2 The connector is an M12 connector (D-coding, female, Smartclick support).
Connect a communications cable.
©) I/O connectors These connectors are for connecting safety input devices.
(for safety input ports) Affix removable makers to the sides of the I/O connectors.
The connectors are M12 connectors (A-coding, female, 5-pin, Smartclick support).
Connect I/O cables (5-wire).
(D) I/O connectors These connectors are for connecting safety output devices.
(for safety output ports) | Affix removable makers to the sides of the I/O connectors.
The connectors are M12 connectors (A-coding, female, 5-pin, Smartclick support).
Connect I/O cables (5-wire).
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Letter Name Function
(E) Power supply connector | This connector is for supplying Unit/input power and output power.
(input) The connector is an M12 connector (L-coding, male, Smartclick support).
Connect the power supply cable for connecting to an external power supply.
(F) Power supply connector | This connector is for supplying Unit/input power and output power from the local
(output) node to another node. Use this connector when the power supply method is power
supply with through-wiring.
The connector is an M12 connector (L-coding, female, Smartclick support).

(G) I/O indicators These indicators indicate the status of the safety input or safety output for the ter-
minal of each port.

(H) Cover mounting holes These screw holes are for mounting the rotary switch cover. They are provided in
two locations. The figure above shows the holes when the cover is mounted with
screws.

0] Rotary switches These switches are for selecting the safety application and setting the IP address.

J) Status indicators These indicators indicate the current operating status of the Safety 1/0 Block.

(K) Unit mounting holes These holes are for mounting the Unit. They are provided in two locations. Mount
the Unit with M5 screws.

(L) Unit identification indica- | This indicator provides notification by illuminating when using the Unit identification

tor function.

(M) Unit identification marker | This marker is for identifying the Safety 1/0 Block. It is white.

(N) I/O identification marker | This marker is for identifying the 1/0 terminal. It is white.

® NXR-SXD1204B-CST

(M) { et (K)
ETH1 HI‘—JJ EI'HZ- (L)
(A) @ o @)—®
) ——Somr e
| @?—(H)
= T_
11—
-? (L)
_: >2))) P2 J
_:: @ Pb @ J__
—| 25 25 M
(N) A . (N)
T |
7 OMRON
NXR=SXD1204B-CST
(E) (g9 o «%—}— (F)
PWR IN [ PWR OUT|
I (L)
—CSh (K)

Environment-resistive Remote Terminal NXR-S series Simple Logic Safety 1/0 Block for CIP Safety User’s Manual (W645)

3-3

saweN pue sued L-¢
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Letter Name Function
(A) EtherNet/IP communica- | The connector for EtherNet/IP port 1.
tions connector 1 The connector is an M12 connector (D-coding, female, Smartclick support).
Connect a communications cable.
(B) EtherNet/IP communica- | The connector for EtherNet/IP port 2.
tions connector 2 The connector is an M12 connector (D-coding, female, Smartclick support).
Connect a communications cable.
(C) I/O connectors These connectors are for connecting safety input devices.
(for safety input ports) Affix removable makers to the sides of the I/O connectors.
The connectors are M12 connectors (A-coding, female, 5-pin, Smartclick support).
Connect I/O cables (5-wire).
(D) I/O connectors These connectors are for connecting safety input devices and safety output devi-
(for safety I/O ports) ces.
Affix removable makers to the sides of the I/O connectors.
The connectors are M12 connectors (A-coding, female, 8-pin, Smartclick support).
Connect I/O cables (8-wire).
(E) Power supply connector | This connector is for supplying Unit/input power and output power.
(input) The connector is an M12 connector (L-coding, male, Smartclick support).
Connect the power supply cable for connecting to an external power supply.
(F) Power supply connector | This connector is for supplying Unit/input power and output power from the local
(output) node to another node. Use this connector when the power supply method is power
supply with through-wiring.
The connector is an M12 connector (L-coding, female, Smartclick support).

(G) I/O indicators These indicators indicate the status of the safety input or safety output for the termi-
nal of each port.

(H) Cover mounting holes These screw holes are for mounting the rotary switch cover. They are provided in
two locations. The figure above shows the holes when the cover is mounted with
screws.

) Rotary switches These switches are for selecting the safety application and setting the IP address.

J) Status indicators These indicators indicate the current operating status of the Safety 1/0O Block.

(K) Unit mounting holes These holes are for mounting the Unit. They are provided in two locations. Mount
the Unit with M5 screws.

(L) Unit identification indica- | This indicator provides notification by illuminating when using the Unit identification

tor function.

(M) Unit identification mark- | This marker is for identifying the Safety I/O Block. It is white.

er

(N) I/O identification marker | This marker is for identifying the I/O terminal. It is white.
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3-2 Indicators

The Safety I/0O Block has the following indicators. This section describes them.
+ Status Indicators

e |/O indicators

» Unit identification indicator

3-2-1 Status Indicators

si0jed1puj z-¢

These indicators indicate the current operating status of the Safety 1/O Block.

@
»
@
L
C
2]
=3

] U/IN PWR %

] OUT PWR NS ] g8
[

I JL/AETH1 L/A ETH2 ]

) LOCK EX PWR OUT

EtherNet/IP

I u/N PWR Indicator

This indicator shows the status of the Unit/input power supply.

Color Status Description
Green \-/ Lit The Unit/input power is supplied.
e ~

- D Not lit | The Unit/input power is not supplied.

| ouT PWR Indicator

This indicator shows the status of the output power supply.

Color Status Description
Green \-/ Lit The output power is supplied.
e ~

- |:| Not lit | The output power is not supplied.
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I MS Indicator

This is the module status indicator. It shows the operating status of the Unit.

Color Status Description

Green “pm” | Lit Normal operating status (Executing)

Flashing | Normal operation standby status (ldle)

Flashing | Operation stopped error (Abort)

~ *

Green/Red | “gmg~ | Flashing | Initializing (Self-Testing), TUNID setting wait state (Waiting for TUNID), or configuration
I wait state (Configuring)

o
V]
Red \-/ Lit Critical error occurred (Critical Fault)
V]
)

- |:| Not lit IP address indication function executing (IP Address Display), I/0 wiring check function
executing (I/O Wiring Checking), or power supply is OFF

*1. Refer to 11-2 Checking for Errors and Troubleshooting with the Event on page 11-6 for details on errors.

I NS Indicator

This is the network status indicator. It shows the communications status of the Safety I/O Block.

Color Status Description

Green \-/ Lit Connection established for one of CIP Safety, EtherNet/IP, and CIP message communications.
e ~N
\!I/ Flashing | Connection not established for any of CIP Safety, EtherNet/IP, and CIP message communica-
O tions.

Red \-/ Lit A critical fault that affects the network occurred.
S Example: IP address is duplicated.
\!l/ Flashing | A timeout error occurred with one of the connections in CIP Safety and EtherNet/IP communi-
- cations."

- |:| Not lit The IP address is not set or the power supply is OFF.

*1. Referto 11-2 Checking for Errors and Troubleshooting with the Event on page 11-6 for details on errors.

I LA ETH1 Indicator

This is the Link/Activity indicator for EtherNet/IP port 1. It shows the linked status and communications status of
EtherNet/IP port 1.
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3 Part Names and Functions

Color Status Description
Green \-/ Lit Link established
e ~

\ZI/ Flashing | Link established and communications are active

- |:| Not lit No link established

| UA ETH2 Indicator

The Link/Activity indicator for EtherNet/IP port 2. This indicator shows the linked status and communications sta-
tus of EtherNet/IP port 2.

&
N
5
=
(2]
Q0
=g
o
=
]

Color Status Description
Green | “m~ | Lit Link established
/-\

\ZI/ Flashing | Link established and communications are active

sJo}eolpu| snjels |L-g-¢

- |:| Not lit No link established

I LOCK Indicator

This indicator shows the user authentication status for setting data of the Safety 1/0 Block. The user is recom-
mended to set the configuration locked state for use after the application operation check.

Color Status Description
Yellow \D/ Lit Configuration locked
e ~N

\IZI/ Flashing | Configuration unlocked and can be locked

- |:| Not lit Configuration unlocked and cannot be locked

| EX PWR OUT Indicator

This indicator shows the status of the output power supply of the through-wiring.

Color Status Description
Green \-/ Lit The output power of the through-wiring is supplied.
e ~

- |:| Not lit | The output power of the through-wiring is not supplied.
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3 Part Names and Functions

3-2-2

1/0 Indicators

The 1/0O indicators show the status of the safety input terminals and safety output terminals.

Example: Safety Input Indicator

Sio0 SiO01
I/O LED — 3

I Safety Input Indicator

This indicator shows the status of the safety input terminal.

Color Status Description
Yellow | Lit The safety input terminal is ON (operating normally).
Red ~ | Lit One of the following errors was detected.

* External Test Signal Failure at Safety Input
* Internal Circuit Error at Safety Input

» Discrepancy Error at Safety Input

Flashing

* An error occurred in the safety input terminal for the other channel of the dual channels.

Not lit

The safety input terminal is OFF (operating normally).

I Safety Output Indicator

This indicator shows the status of the safety output terminal.

Color Status Description
Yellow ~ | Lit The safety output terminal is ON (operating normally)
~
Red ~ | Lit One of the following errors was detected.
~ » Short Circuit Detected at Safety Output
* Stuck-at-high Detected at Safety Output
* Internal Circuit Error at Safety Output
+ Data error between dual channel outputs™!
+ EDM error™
~ | Flashing | « An error occurred in another related safety output terminal.
~
3-8
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3 Part Names and Functions

Color Status Description
- D Not lit The safety output terminal is OFF (operating normally)

*1. If the safety output terminals are set to Dual Channel Mode, the safety output indicators of both channels light in red
when there is an EDM error or a data error between the dual channel outputs. If they are set to Single Channel Mode,
the safety output indicator of only the corresponding channel lights in red for an EDM error.

3-2-3 Unit Identification Indicator

This is used by the Unit identification function and firmware update function.
Refer to 8-8 Unit Identification Function on page 8-16 and 8-14 Firmware Update Function on page 8-35 for

si0jed1puj z-¢

details.

J0jedipu| uoieolusp| JIun €-2-¢
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3 Part Names and Functions

3-3 Rotary Switches

Configure the application settings and IP address settings with the rotary switches.

SETTING ADDRESS
| 11 |
0 0 0 0
Q@? 790_, Q@? 790_, QQ,? 7%) Q@? 7903
QDG QW | 12\ )a | 19\ )&
Ds1® || Boar® | | Boar® | | Pegi®

SW1 Sw2 x16' x16°

An overview is given below.

switch name

Rota
v Description

SETTING™ | Select from safety application™, IP address indication function3, and /O wiring checking function™.

Set both SW1 and SW2 to a value below.
* 0: Operates in remote 1/0 mode.

* 1to 3: Operates with a fixed application.

* 4to 7: Reserved

e 8: Operates with the IP address indication function.
* 9to D: Operates with an add-on application.

* E: Operates with 1/O wiring checking function.

* F: Operates with a user-defined application.

ADDRESS™ | The pair of switches represents two hexadecimal digits.

The setting range is 00 to FF hex, and the default setting is 00 hex.
Refer to 7-10-2 Selecting the Method to Set the IP Address Using the Rotary Switches on page 7-73 for
details on how to set the IP address.

1.
*2.
*3.
*4.

To reflect the settings configured with the rotary switches, you need to cycle the power supply or perform a restart.
Refer to 6-7 Safety Applications on page 6-23 for details on the safety applications.

Refer to 8-9 IP Address Indication Function on page 8-19 for details on the IP address indication function.

Refer to 8-6 I/0O Wiring Checking Function on page 8-13 for details on the 1/0 wiring checking function.

3-10 Environment-resistive Remote Terminal NXR-S series Simple Logic Safety /0 Block for CIP Safety User’s Manual (W645)



3 Part Names and Functions

3-4 Connectors

The Safety I/O Block has the following connectors.
» EtherNet/IP communications connectors

» Power supply connectors

* 1/O connectors

3-4-1 EtherNet/IP Communications Connectors

$10}99UU0Y) P-C

The EtherNet/IP communications connectors are used for EtherNet/IP communications. In this manual, they are
sometimes referred to as "communications connectors."

The electrical characteristics, connector structure, and pin arrangement are as follows.

* Electrical specifications
Conforms to IEEE 802.3 standards.

» Connector structure
M12 connector (D-coding, female, shielded) x 2

$10]108UU0Y) SUONEJIUNWWOY d|ASNI8YIT |-1-€

» Pin arrangement

Pin No. | Signal name | Description
1 TD+ Send data +
2 RD+ Receive data +
3 TD- Send data -
4 RD- Receive data -
3-4-2 Power Supply Connectors

These connectors are for supplying power to the Safety 1/0 Block.

Power supply connector (input) Power supply connector (output)
(PWR IN) (PWR OUT)
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3 Part Names and Functions

® Power Supply Connector (Input)

This connector is for supplying Unit/input power and output power. Connect the power supply cable of an
external power supply.

® Power Supply Connector (Output)

This is the connector for supplying output power from the local node to another node. Use it for power supply
sharing with through-wiring.

® Connector Structure and Pin Arrangement

The connector structure and pin arrangement are as follows.

a. Connector structure
Power supply connector (input): M12 connector (L-coding, male, Smartclick support)
Power supply connector (output): M12 connector (L-coding, female, Smartclick support)

b. Pin arrangement
They are common for the power supply connector (input) and power supply connector (output).

Pin No. Signal name Description
1 U/IN P+ Unit/input power supply +
2 OuUT P- Output power supply -
3 U/IN P- Unit/input power supply -
4 OouT P+ Output power supply +
FE (Functional Earth) | FG Frame ground

Precautions for Safe Use

The maximum power supply current is 9 A, which is the sum of the Unit/input power supply current and the output
power supply current. Do not use the Unit beyond the maximum power supply current. Otherwise, an excess cur-
rent flows through the power supply cable, and it may cause fire.

|ﬂ Precautions for Correct Use

Always use separate power supplies for the Unit/input power supply and the output power supply. If you supply
power from the same power supply, load variations in output devices may cause malfunctions.

3-4-3 /0 Connectors

These connectors are used for connecting safety input devices and safety output devices.
The I/O connectors are classified as follows depending on the devices that are connected.
Furthermore, each connector unit is called a "port" in this manual.

» Safety input ports

» Safety output ports

» Safety I/0O ports

I Safety Input Ports

I/O connectors with safety input terminals and test output terminals are called safety input ports.
The number of safety input ports and their locations differ depending on the model.
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» For NXR-SXD1204-CST: Ports P1 to P6
» For NXR-SXD1204B-CST: Ports P1 to P4

The following shows the pin arrangement of safety input ports.

Pin No. | Signal name Description Port

P1 | P2 | P3 | P4 | P5 | P6
1 T (n) Test output terminal (n) TOO | TO2 | TO4 | TO6 | TO8 | T10
2 Si (n) Safety input terminal (n) Si00 | Si02 | Sio4 | Sio6 | Sio8 | Si10
3 U/IN P- Unit/input power supply - | GND
4 Si (n+1) Safety input terminal (n+1) | Si01 | Si03 | Si05 | Si07 | Si09 | Si11
5 T (n+1) Test output terminal (n+1) | TO1 | TO3 | TO5 | TO7 | TO9 | T11

I Safety Output Ports

I/0 connectors with safety output terminals are called safety output ports.
There are safety output ports on NXR-SXD1204-CST only.

The safety output ports are ports P7 to P8.

The following shows the pin arrangement of safety output ports.

Port

Pin No. | Signal name Description

P7 P8
1 NC NC NC
2 So (n) Safety output terminal (n) So00 | So02
3 OuT P- Output power supply - OUT GND
4 So (n+1) Safety output terminal (n+1) | S001 | S003
5 OuT P- Output power supply - OUT GND

I Safety /O Ports

I/O connectors with safety input terminals and safety output terminals are called safety 1/O ports.
There are safety 1/0 ports on NXR-SXD1204B-CST only.
The safety 1/O ports are ports P5 to P6.
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3 Part Names and Functions

The following shows the pin arrangement of safety 1/O ports.

Pin No. | Signal name Description Port

P5 P6
1 T (n) Test output terminal (n) TO8 | T10
2 Si (n) Safety input terminal (n) Si08 | Si10
3 U/IN P- Unit/input power supply - GND
4 Si (n+1) Safety input terminal (n+1) | Si09 | Si11
5 T (n+1) Test output terminal (n+1) TO9 | TN
6 So (n) Safety output terminal (n) So000 | So02
7 So (n+1) Safety output terminal (n+1) | So01 | So03
8 OouT P- Qutput power supply - OUT GND
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Designing the Power Supply Sys-

tem
]

This chapter describes how to design the power supply system for the Safety 1/0

Block.

4-1 Power Supply Types and Power Supply System .........ccccocmmmiiiiiiiiiiiiciiinnnes 4-2
4-1-1 Power Supply Types and Applications ...........ccooeeeiiiieiiie e 4-2
4-1-2 Power SUPPIY SYSIEM ..o 4-2
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4 Designing the Power Supply System

4-1 Power Supply Types and Power Supply Sys-
tem

This section describes the power supply types and applications and the power supply system for the Safety 1/0
Block.

411 Power Supply Types and Applications

This section describes the power supply types and applications for the Safety 1/0 Block.

I Types of Power Supplies

There are the following two types of power supplies that supply power to the Safety 1/O Block.
 Unit/input power supply
» Output power supply

I Power Supply Applications

The applications of the power supplies are given below.

Type Application

Unit/input power A power supply used for operation of the Safety 1/0O Block and for interfacing with safety input devices.
supply Details are given below.
* Operation of Safety I/O Block internal circuits, safety input circuits, and test output circuits

» Output of test pulses to safety input device with mechanical contacts

* Supply of power to safety input device with semiconductor outputs

Output power A power supply used for interfacing with safety output devices.
supply Details are given below.
* Operation of Safety I/O Block output circuits

* Load current to safety output device with which PNP output can connect

Both power supplies have voltage and current monitoring, and are protected against overvoltage and overcur-
rent.

4-1-2 Power Supply System

There are the following two methods to supply power to the Safety 1/0 Block.
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4 Designing the Power Supply System

Method Description Features
Direct Connect the external power supplies to the PWR IN power supply connector of each | This method does not
power Safety 1/0 Block. 1 cause a voltage drop
supply in through-wiring ca-

s EnTg T bles
|1® © 1® e |® 6 :
o R o B
— ey I "
ey (o6 1606
Power supply 12 “[ Jg 2[ Jg 2[
connector (input) \J@ @[ J@ @[ J@ @[
PWR IN
( ) @ @ @
Power supply cable
Unit/input power supply
Output power supply
Power Connect an external power supply to the PWR IN power supply connector of one Through-wiring can
supply Safety 1/0 Block. Then, connect the PWR OUT power supply connector of that Unit to | reduce the overall
with the PWR IN power supply connector of another Safety 1/0 Block with a power supply | length of the power
through- cable. In this way, supply power with through-wiring between the subsequent Units supply cables used in
wiring*? with power supply cables. ™1 the system.

) () ()
L® © | 1® © | 1® ® |

® @

]
0

]
]
0
]

0
]

Power supply
connector (input)

(PWR IN) \

Power supply cable

]
]

©
9.0:0

Power supply cable between Units

Power supply connector (output)
(PWR OUT)

Unit/input power supply

Output power supply

When using this pow-
er supply wiring
method, you can use
the power OFF func-
tion for through-wir-
ing output. Refer to
8-5 Power OFF
Function for Through-
wiring Output on
page 8-11 for de-
tails.

*1.  When using an OMRON Environment-resistive IP67 Power Supply (S8NR-S Series), the GND of the Unit/input power
supply and the GND of the output power supply are connected inside the Power Supply Unit. Therefore, the insulation
in the Safety 1/0 Block is not guaranteed. If insulation is required, separate the Unit/input power supply and output
power supply.

*2.  The output power supply is supplied from PWR OUT only when Unit/input power is supplied to the Safety /O Block.
When the Unit/input power supply is OFF or the Unit/input power supply is shut off due to an overvoltage or other rea-
son, output power supply from PWR OUT is also shut off.

The details on system configuration are shown below.

® System Configuration for Direct Power Supply

An example is shown below. Connect an external power supply to the PWR IN power supply connector of
each Safety I/0O Block.
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4 Designing the Power Supply System

4-4

Internal Internal Internal
circuit circuit circuit

To connected

external device -—_@:: -—_@:t

Power supply
connector (input)
(PWR IN)

Power supply
cable

Power supply
connector (output)
(PWR OUT)

Unit/input power
supply

Output power
supply

|‘H Precautions for Correct Use

» Always use separate power supplies for the Unit/input power supply and the output power supply. If you supply
power from the same power supply, load variations in output devices may cause malfunctions.

System Configuration for Power Supply with Through-wiring

Connect an external power supply to the PWR IN power supply connector of the first Safety 1/0 Block. Then,
connect the PWR OUT power supply connector of that Unit to the PWR IN power supply connector of anoth-
er Safety I/O Block with a power supply cable. In this way, connect a power supply cable between the subse-
quent Units with through-wiring one after another.

Internal Internal Internal
circuit circuit circuit

To connected

. /~\
external device | ] : | ] :
N /\i '|'7@
) {

Power supply cable between Units

Power supply
connector (input)
(PWR IN)

Power supply. \(

cable \_\

Unit/input
power supply

CN

Power supply
connector (output)
(PWR OUT)

Output power
supply

Environment-resistive Remote Terminal NXR-S series Simple Logic Safety I1/0 Block for CIP Safety User’s Manual (W645)



4 Designing the Power Supply System

|f| Precautions for Correct Use

* Always use separate power supplies for the Unit/input power supply and the output power supply. If you supply
power from the same power supply, load variations in output devices may cause malfunctions.

* When connecting safety /O ports between Units, do not supply power with through-wiring. Since the GND be-
tween the power supplies will be connected via an 1/O cable, they will not be isolated.

1/O cable E

]
S | nong

T~
10®
i
o 0000

Power supply
connector (input)

I
(PWR IN) \

Power supply cable

Unit/input power supply Unit/input power supply

Output power supply Output power supply

X

1/0 cable

Power supply
connector (input)

(PWR IN) \

Power supply cable

Power supply cable between Units

Power supply connector (output)

Unit/input power supply (PWR OUT)

Output power supply
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4 Designing the Power Supply System

4-2 Designing the Power Supply System

This section describes how to design the power supply system for the Safety 1/0 Block.

/\ WARNING

Follow the instructions in this manual to correctly perform power supply design and wiring. Input-
ting voltages or currents that are outside of the specified ranges, as well as incorrect wiring, may
cause failure or fire.

4-2-1 Procedure for Designing the Power Supply System
The overall procedure for designing the power supply system for the Safety 1/0 Block is as follows.
Step Description Reference
1. Determining the Determine the power supply method. 4-1-2 Power Supply System on
Power Supply Meth- | There are the following two power supply methods. page 4-2
od * Direct power supply
* Power supply with through-wiring

2. Designing the Depending on the power supply method, perform the follow- * For direct power supply
Power Supply Sys- | ing design operations and then confirm that they meet the de- 4-2-2 Design Method for Direct
tem sign conditions. Power Supply on page 4-6
* Designing the Unit/input power supply * For power supply with through-
* Designing the output power supply wiring

4-2-3 Design Method for Power
Supply System with Through-wir-
ing on page 4-13

3. Selecting Exter- Calculate the power supply capacity from the current con- 4-3 Selecting Power Supplies and
nal Power Supplies | sumption calculated in step 2, and select external power sup- | Protective Devices on page 4-21
and Protective Devi- | plies accordingly. In addition, select protective devices (e.g.,
ces breakers and fuses) to protect against short circuits and over-
currents in external circuits.

4-2-2 Design Method for Direct Power Supply

This section describes how to design the power supply system when the power supply method is direct power
supply.

I Design Procedure for Direct Power Supply

Confirm that the power supplies meet the following design conditions (a) to (c). Refer to the reference sections
for the confirmation method.
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Design condition Reference for confirmation method
(a) The sum of the total current consumption from the Unit/input power supply Calculating the Total Current Consump-
and output power supply must not exceed the maximum power supply current of | tion in Direct Power Supply on page
the Safety I/0 Block.™ 4-7

(b) The input circuit specifications of the Safety 1/0 Block and the voltage specifi- | Calculating the Voltage Drop in Direct
cations of the connected external devices are met even if the Unit/input power Power Supply on page 4-11

supply voltage drops.™2

(c) The output circuit specifications of the Safety 1/0 Block and the voltage spec-
ifications of the connected external devices are met even if the output power

supply voltage drops.™3

*1.  The maximum power supply current is 9 A. Do not exceed 9 A.
*2. For example, for the Safety I/0 Block, confirm that the Unit/input power supply voltage is 19.2 to 28.8 VDC.
*3. For example, for the Safety I/0O Block, confirm that the output power supply voltage is 19.2 to 28.8 VDC.

I Calculating the Total Current Consumption in Direct Power Supply

Direct power supply is the method to supply power to each Safety 1/O Block. Therefore, calculate the total cur-
rent consumption of each Unit from each power supply. Design the system so that the sum of the total current
consumption from each power supply is less than the maximum power supply current of the Safety 1/0 Block.

The calculation methods for the total current consumption of the Safety 1/0 Block from the Unit/input power sup-
ply and output power supply are given below.

® Total Current Consumption from Unit/Input Power Supply

= (Current consumption from Unit/input power supply)
+ (Current consumed by connected safety input devices)
+ (Current consumed by test outputs)

The items of the formula are described below.

Item Description
Current consumption from This is the current consumed by the Safety 1/0 Block. Use the Unit/input power supply
Unit/input power supply value of current consumption in 2-1-4 Unit Specifications on page 2-6.
Current consumed by con- Use the following formula to calculate this value.
nected safety input devices (Current consumption from power supplies of safety input devices) + (Safety Input cur-

rent x Number of inputs used)

Current consumed by test out- | Use the following formula to calculate this value.
(Test output load current x Number of outputs used)

puts”

*1.  When connecting a device with semiconductor outputs, the output current of the test output needs to be 0.7 A/
point.

@ Total Current Consumption from Output Power Supply

= (Current consumption from output power supply)
+ (Current consumed by connected safety output devices)

The items of the formula are described below.
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4 Designing the Power Supply System

Item Description
Current consumption from output This is the current consumed by the Safety I/O Block. Use the output power
power supply supply value of current consumption in 2-1-4 Unit Specifications on page 2-6.
Current consumed by connected Use the following formula to calculate this value.
safety output devices (Safety output load current x Number of outputs used)

*1

*1.  For NXR-SXD1204-CST, do not exceed the safety output maximum load current of 2 A/point. For NXR-SXD1204B-
CST, do not exceed the safety output maximum load current of 0.7 A/point.

Calculation Example for the Total Current Consumption in Direct Power
Supply

The following shows how to calculate the total current consumption from the Unit/input power supply and output
power supply for a given configuration and application conditions as an example.

|3 Precautions for Correct Use

This shows an example calculation. Since customer equipment and facilities vary, please perform calculations accord-
ing to your specific usage.

® Configuration Example
Assume that there are three Safety I/O Block: SXD1, SXD2, and SXD3 from the left.

1of

© 8

LEapm—

o @&l
Power supply J“ 2[
connector (input) J@ @[
(PWR IN) \ ®

Power supply cable

Unit/input power supply

Output power supply

@ Application Conditions for Connected External Devices

Assume that the following conditions are used for each Safety I/O Block. The conditions for SXD2 and SXD3
are the same.
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Conditions for Safety 1/O Block Conditions for connected external device
. Safety 1/0 port
Unit Product I
. Terminal Specifications
name Port name Signal name number name
SXD1 Safety input port | Safety input | Si00 /01 Safety input Current consumption in the safety in- IS
1 Test output TOO /01 device put device: 50mA ;
Safety input current: 4.5 mA/point :gb-
Test output load current: 200 mA/ E
point ;;-"
Safety input port | Safety input | Si02 /03 Safety input Current consumption in the safety in- ;g
2 Test output T02 /03 device put device: 50mA )
Safety input current: 4.5 mA/point g
Test output load current: 200 mA/ :;
point E
Safety input ports | Safety input | Si04 to 11 Unused s
3to6 Test output | TO4 to 11 Unused
Safety output port | Safety output | So00 /01 Safety output Current consumption in the safety
1 device output device: 50mA
Safety output load current: 500 mA/ »
point R
Safety output port | Safety output | So02 /03 Unused §
2 3
SXD2 Safety input port | Safety input | Si00 /01 Safety input Current consumption in the safety in- §
and 1 Test output T0O0 /01 device put device: 50mA g
SXD3 Safety input current: 4.5 mA/point g
Test output load current: 200 mA/ ‘3
point EE)U
Safety input ports | Safety input | Si02 to 11 Unused a
2t06 Test output | TO2 to 11 Unused 5
Safety output port | Safety output | So00 /01 Safety output Current consumption in the safety =
1 device output device: 50mA
Safety output load current: 500 mA/
point
Safety output port | Safety output | So02 /03 Not used
2

@ Calculating the Total Current Consumption

The items to calculate for the total current consumption of each Safety I/O Block from the Unit/input power
supply and output power supply are as follows.
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Unit | Types of power | Item to calculate for total X
. . Calculation result
name supplies current consumption
SXD1 | Unit/input power | Current consumption from 220 mA according to the specifications of the Safety I/O
supply Unit/input power supply Block.
Current consumed by con- | Safety input ports 1 and 2 are calculated.
nected safety input devices | (Current consumption from power supplies of safety input
devices) + (Safety Input current x Number of inputs used)
= (50 mA + 50 mA) + (4.5 mA x 4 points)
=118 mA
Current consumed by test Safety input ports 1 and 2 are calculated.
outputs (Test output load current x Number of outputs used)
=200 mA x 4 points
=800 mA
Output power Current consumption from 40 mA according to the specifications of the Safety 1/0
supply output power supply Block.
Current consumed by con- | Safety output ports 1 is calculated.
nected safety output devi- (Safety output load current x Number of outputs used)
ces =500 mA x 2 points
= 1000 mA
SXD2 | Unit/input power | Current consumption from 220 mA according to the specifications of the Safety 1/0
and supply Unit/input power supply Block.
SXD3

Current consumed by con-
nected safety input devices

Safety input port 1 is calculated.

(Current consumption from power supplies of safety input
devices) + (Safety Input current x Number of inputs used)
=50 mA + (4.5 mA x 2 points)

=59 mA

Current consumed by test
outputs

Safety input port 1 is calculated.

(Test output load current x Number of outputs used)
=200 mA x 2 points

=400 mA

Output power
supply

Current consumption from
output power supply

40 mA according to the specifications of the Safety I/0
Block.

Current consumed by con-
nected safety output devi-
ces

Safety output ports 1 is calculated.

(Safety output load current x Number of outputs used)
=500 mA x 2 points

=1000 mA

From the above calculation results, the sum of the total current consumption of each Safety I/O Block is cal-
culated as follows.

4-10

Sum of the total current consumption of SXD1

(Total current consumption of SXD1 from Unit/input power supply) + (Total current consumption of SXD1
from output power supply)
= (220 mA + 118 mA + 800 mA) + (40 mA + 1000 mA)
= (1138 mA) + (1040 mA)

~(1.14 A) + (1.04 A)
=218 A
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4 Designing the Power Supply System

(Total current consumption of SXD2 from Unit/input power supply) + (Total current consumption of SXD2
from output power supply)

= (220 mA + 59 mA + 400 mA) + (40 mA + 1000 mA)

= (679 mA) + (1040 mA)

= (0.68 A) + (1.04 A)

=1.72A

c. Sum of the total current consumption of SXD3
The formula is the same as that of SXD2.
(Total current consumption of SXD3 from Unit/input power supply) + (Total current consumption of SXD3
from output power supply)
=1.72A

This example is acceptable because the sum of the total current consumption for each Unit is below 9 A, the
maximum power supply current of the Safety I/O Block.
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I Calculating the Voltage Drop in Direct Power Supply

A power supply cable causes a voltage drop.
The voltage drop when using OMRON M12 L-coding power supply cable (XS5F-L521-[112-F, XS5W-L521-[112-
F) is as shown in the table below.

£

w

N

o

43

«Q

=}

=

Current consumption from Unit/input power supply or out- | Voltage drop for each power supply cable length (V) g

put power supply (A) 1m 3m 5m 10 m g

9 0.80 2.40 4.00 8.00 %

8 0.71 213 3.56 7.11 o

6 0.53 1.60 2.67 5.33 %

4 0.36 1.07 1.78 3.56 @

3 0.27 0.80 1.33 2.67 Ei
2 0.18 0.53 0.89 1.78
1 0.09 0.27 0.44 0.89

Design the system so that the voltage specifications of the Safety I/O Block and connected external devices are
met even if the voltage of the Unit/input power supply and output power supply drops.

|Z Precautions for Correct Use

This shows an example calculation. Since customer equipment and facilities vary, please perform calculations accord-
ing to your specific usage.

@ Calculation Example for Voltage Drop

The following example explains how to calculate voltage drop under the following conditions.
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4 Designing the Power Supply System

Item Conditions

Configuration Use the conditions specified in Calculation Example for the Total Current Consumption in Direct
Application condi- | Power Supply on page 4-8.
tions for connected | The conditions lead to the current consumption from each power supply by each Unit below:
external devices * SXD1:2.18 A

Current consumption from Unit/input power supply: 1.14 A

Current consumption from Output power supply: 1.04 A
e SXD2:1.72 A

Current consumption from Unit/input power supply: 0.68 A

Current consumption from Output power supply: 1.04 A

* SXD3:1.72A
Current consumption from Unit/input power supply: 0.68 A
Current consumption from Output power supply: 1.04 A

Power supply ca- * Power supply cable connected to SXD1: 1 m

ble length * Power supply cable connected to SXD2: 3 m

* Power supply cable connected to SXD3: 5 m

Voltage at power e Unit/input power supply: 24.0 VDC

supply terminal of |« Output power supply: 24.0 VDC
external power

supply

The voltage drop for each Unit from each power supply is determined as follows according to the table of
voltage drop in power supply cables.

Unit Voltage drop
name Unit/input power supply Output power supply
SXD1 0.18 V (2 A is used because the cable lengthis 1 m | 0.18 V (2 A is used because the cable length is 1 m
and the current consumption is 1.14 A.) and the current consumption is 1.04 A.)
SXD2 0.27 V (1 A is used because the cable length is 3m | 0.53 V (2 A is used because the cable length is 3 m
and the current consumption is 0.68 A.) and the current consumption is 1.04 A.)
SXD3 0.44 V (1 A is used because the cable lengthis 5m | 0.89 V (2 A is used because the cable length is 5 m
and the current consumption is 0.68 A.) and the current consumption is 1.04 A.)

From the above results, the voltage of each input power supply to each Unit is calculated as follows.

a. Voltage of each input power supply to SXD1
Voltage of Unit/input power supply
=24.0 V - Voltage drop in power supply cable
=240V-0.18V
=23.82V
Voltage of Output power supply
=24.0 V - Voltage drop in power supply cable
=240V-0.18V
=23.89V

b. Voltage of each input power supply to SXD2
Voltage of Unit/input power supply
=24.0 V - Voltage drop in power supply cable
=240V-0.27V
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=23.73V

Voltage of Output power supply

=24.0 V - Voltage drop in power supply cable
=24.0V-0.53V

=2347V

c. Voltage of each input power supply to SXD3
Voltage of Unit/input power supply
=24.0 V - Voltage drop in power supply cable
=240V-044V
=23.56V
Voltage of Output power supply
=24.0 V - Voltage drop in power supply cable
=240V-0.89V
=23.11V

The above voltage values all are acceptable because they meet the voltage specifications (19.2 to 28.8
VDC) of each power supply of the Safety I/O Block.

Also, confirm that the voltage values meet the voltage specifications of the connected safety input devices or
safety output devices. However, this confirmation is omitted in this example.

If the voltage specifications are not met, review the length of power supply cable and the connected external
devices.

4-2-3 Design Method for Power Supply System with Through-wiring

This section describes how to design the power supply system when the power supply method is power supply
with through-wiring.

I Procedure for Designing a Power Supply System with Through-wiring

Confirm that the power supplies meet the following design conditions (a) to (c). Refer to the reference sections
for the confirmation method.

Design condition Reference for confirmation method
(a) The sum of the total current consumption from the Unit/input power sup- Calculating the Total Current Consumption
ply and output power supply must not exceed the maximum power supply in Power Supply with Through-wiring on
current of the Safety 1/0 Block.™ page 4-14
(b) The input circuit specifications of the Safety 1/0 Block and the voltage Calculating the Voltage Drop in Power

specifications of the connected external devices are met even if the Unit/input | Supply with Through-wiring on page 4-17
power supply voltage drops."2

(c) The output circuit specifications of the Safety I/O Block and the voltage
specifications of the connected external devices are met even if the output

power supply voltage drops.™®

*1.  The maximum power supply current is 9 A. Do not exceed 9 A.
*2. For example, for the Safety I/0 Block, confirm that the Unit/input power supply voltage is 19.2 to 28.8 VDC.
*3. For example, for the Safety I/0 Block, confirm that the output power supply voltage is 19.2 to 28.8 VDC.
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4 Designing the Power Supply System

Calculating the Total Current Consumption in Power Supply with
Through-wiring

When the power supply method is power supply with through-wiring, unlike the case of direct power supply, all
the current to be consumed by other Safety 1/0 Block to which power is supplied flows through the Safety 1/0
Block connected to external power supplies. In other words, you need to design the system so that the sum of
the current consumption from each Unit is less than the maximum power supply current of the Safety 1/0 Block.

The following is an example. In this example, confirm that the following expression is met.
Assume that there are three Safety 1/0 Block: SXD1, SXD2, and SXD3 from the left.

(Iui1 + lui2 + 1ui3 + lo1 + 102 + 103) < (Maximum power supply current of SXD11)

O] O] O)
LA CHJ [©°0
- R ]

lo1 102 1}|03
luit 4 |ui211 i34

lui2+1ui3

—

= === S-=

lo2+103

luit+ui2+1ui3 4

Unit/input power supply

1} lo1+l02+l03

Output power supply

lui1: Total current consumption of SXD1 from Unit/input power supply
[ui2: Total current consumption of SXD2 from Unit/input power supply
[ui3: Total current consumption of SXD3 from Unit/input power supply
lo1: Total current consumption of SXD1 from output power supply
lo2: Total current consumption of SXD2 from output power supply
l03: Total current consumption of SXD3 from output power supply

*4. If the maximum power supply current of SXD1 is not exceeded, then that of SXD2 and SXD3 is not exceeded.

The calculation method for the total current consumption of each Unit from the Unit/input power supply or output
power supply is the same as that for direct power supply. Refer to Calculating the Total Current Consumption in
Direct Power Supply on page 4-7.

If the calculated value does not meet the specified condition, add external power supplies so that the condition
is met.

Example: A system with additional external power supplies
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SXD1 SXD2 SXD3
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Output power supply Output power supply %
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|E| Precautions for Correct Use

Be sure to add a set of Unit/input power supply and output power supply. It is not allowed to add only one of them.

X

SXD1 SXD2 SXD3 ~

®-® ®-® ®-® &

E 3 E z E g |w)

] e s g
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o
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aw/ ) 5 H

o

| ; 8

Unit/input power supply Unit/input power supply ?n
<

&

Output power supply 2
o

S

Calculation Example for the Total Current Consumption in Power Sup- 2

ply with Through-wiring

The following shows how to calculate the total current consumption when the power supply method is power
supply with through-wiring for a given configuration and application conditions as an example.

|E| Precautions for Correct Use

This shows an example calculation. Since customer equipment and facilities vary, please perform calculations accord-
ing to your specific usage.

® Configuration Example
Assume that there are three Safety /O Block: SXD1, SXD2, and SXD3 from the left.
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O] O] O
E‘..ﬁ B..‘i E...i
- o e
lo1 02 ﬁlo3
luit § lui2 4 4
lui2+lui3
—
=
lo2+103
luit+ui2+1ui3 4
Unit/input power supply
1} lo1+lo2+l03

Output power supply

® Application Conditions for Connected External Devices

The conditions are the same as those in Calculation Example for the Total Current Consumption in Direct
Power Supply on page 4-8.

@ Calculating the Total Current Consumption

The total current consumption of each Unit is calculated as follows, according to Calculation Example for the
Total Current Consumption in Direct Power Supply on page 4-8.

4-16

. Sum of the total current consumption of SXD1

(Total current consumption of SXD1 from Unit/input power supply) + (Total current consumption of SXD1
from output power supply)

(lui1 + lo1)

= (220 mA + 118 mA + 800 mA) + (40 mA + 1000 mA)

= (1138 mA) + (1040 mA)

= (1.14 A) + (1.04 A)

=2.18A

Sum of the total current consumption of SXD2

(Total current consumption of SXD2 from Unit/input power supply) + (Total current consumption of SXD2
from output power supply)

(lui2 + 102)

= (220 mA + 59 mA + 400 mA) + (40 mA + 1000 mA)

= (679 mA) + (1040 mA)

= (0.68 A) + (1.04 A)

=1.72A

Sum of the total current consumption of SXD3

The formula is the same as that of SXD2.

(Total current consumption of SXD3 from Unit/input power supply) + (Total current consumption of SXD3
from output power supply)

(lui3 + 103)

= 1.72A
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4 Designing the Power Supply System

The sum of the total current consumption of each Unit supplied from external power supplies is calculated as
follows.

(lui1 + ui2 + 1ui3 + lo1 + 102 + 103)

=(218A+1.72A+1.72 A)

=562 A

This example is acceptable because the calculation result is below 9 A, the maximum current of power sup-
ply of the Safety I/O Block.

I Calculating the Voltage Drop in Power Supply with Through-wiring

When the power supply method is power supply with through-wiring, a voltage drop occurs due to the following
elements.
* Internal circuit of the Safety I/O Block
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* Power supply cables

When the power supply method is power supply with through-wiring, the current to be consumed by other Units
flows through the Safety 1/0 Block, which causes a voltage drop in the internal circuits of the Unit.

When using OMRON M12 L-coding power supply cables (XS5F-L521-[112-F, XS5W-L521-112-F), the voltage
drop in the internal circuits of the Safety 1/0 Block and power supply cables is as shown in the table below de-
pending on the current consumption of the Unit/input power supply and output power supply.

£

n

w

@)

43

«Q

=}

Current consumption from Voltage drop in the internal | Voltage drop for each power supply cable length (V) E

Unit/input power supply (A) circuits of Unit (V) 1m 3m 5m 10 m §

9 0.40 0.80 2.40 4.00 8.00 g

>

8 0.36 0.71 2.13 3.56 7.11 g

6 0.27 0.53 1.60 2.67 5.33 a

C

4 0.18 0.36 1.07 1.78 3.56 3

3 0.13 0.27 0.80 1.33 2.67 :cn

2 0.09 0.18 0.53 0.89 1.78 %’

1 0.04 0.09 0.27 0.44 0.89 =3

>

Current consumption from Voltage drop in the internal | Voltage drop for each power supply cable length (V) S

«Q

Output power supply (A) circuits of Unit (V) 1m 3m 5m 10 m ;’

9 0.50 0.80 2.40 4.00 8.00 g
8 0.44 0.71 2.13 3.56 7.11
6 0.33 0.53 1.60 2.67 5.33
4 0.22 0.36 1.07 1.78 3.56
3 0.17 0.27 0.80 1.33 2.67
2 0.11 0.18 0.53 0.89 1.78
1 0.06 0.09 0.27 0.44 0.89

Design the system so that the voltage specifications of the Safety 1/0 Block and connected external devices are
met even if the voltage of the Unit/input power supply and output power supply drops.

|‘Z[ Precautions for Correct Use

This shows an example calculation. Since customer equipment and facilities vary, please perform calculations accord-
ing to your specific usage.
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@ Calculation Example for Voltage Drop

The following example explains how to calculate voltage drop under the following conditions.

Item Conditions

Configuration Use the conditions specified in Calculation Example for the Total Current Consumption in Power Sup-
Application ply with Through-wiring on page 4-15.

conditions for
connected ex-
ternal devices

Power supply | The cable length is as follows.

cable length
SXD1 SXD2
10T ) 107 )
| ©°® [©°® |
‘ j
I —
Power supply cable 1: 1 m ,\ﬁ
Power supply cable 3: 1 m
— | Power supply cable 2: 1 m
Unit/input power supply
Output power supply
Voltage at e Unit/input power supply: 24.0 VDC

power supply |« Qutput power supply: 24.0 VDC
terminal of ex-

ternal power
supply

According to the table of voltage drop in the internal circuits of the Safety I/O Block and power supply cables,
the voltage drop for each Unit from each power supply is determined as follows.

Unit Voltag.e drop in mtIernaI Voltage drop in power Remarks
name circuits of Unit supply cables
SXD1 | - * Voltage drop in pow- | Use the voltage drop at 6 A because the sum of the
er supply cable 1: current consumption of each unit from external power
0.53V supplies is 5.62 A.
SXD2 | Voltage drop in internal * Voltage drop in pow- | For the voltage drop in power supply cable 1, use the
circuits of SXD1 er supply cable 1: value of SXD1.
e Unit/input power sup- 0.53V For the voltage drop in power supply cable 2 and inter-
ply : 0.18 V « Voltage drop in pow- nal circuits of SXD1, use the current value calculated
* Output power supply : er supply cable 2: as follows.
022V 0.36 V (Sum of current consumption of each Unit from exter-
nal power supplies) - (Sum of total current consump-
tion of SXD1)=5.62 A-218 A=3.44 A
Therefore, use the value at 4 A.
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Unit | Voltage drop in internal | Voltage drop in power

name circuits of Unit supply cables Remarks
SXD3 | Voltage drop in internal * Voltage drop in pow- | For the voltage drop in power supply cable 1 and pow-
circuits of SXD1 er supply cable 1: er supply cable 2, and voltage drop in the internal cir-
e Unit/input power sup- 0.53V cuits of SXD1, use the values of SXD1 and SXD2.
ply : 0.18 V « Voltage drop in pow- For the voltage drop in power supply cable 3 and inter-
« Output power supply : er supply cable 2: nal circuits of SXD2, use the current value calculated
0.22V 0.36 V as follows.

(Sum of current consumption of each Unit from exter-

* \oltage drop in pow-
9 pinp nal power supplies) - (Sum of total current consump-

Voltage drop in internal er supply cable 3: .
circuits of SXD2 018V tion of SXD1 and SXD2) =562 A-2.18 A-1.72A =
e Unit/input power sup- 1.72A
ply : 0.09 V Therefore, use the value at 2 A.
* Qutput power supply :
011V

waysAg Alddng Jamod ay} Bulubisaqg z-¢

From the above results, the voltage of each input power supply to each Unit is calculated as follows.

a. Voltage of each input power supply to SXD1
Voltage of Unit/input power supply
=24.0 V - Voltage drop in power supply cable 1
=240V-0.53V
=2347V
Voltage of Output power supply
=24.0 V - Voltage drop in power supply cable 1
=240V-0.53V
=2347V

b. Voltage of each input power supply to SXD2
Voltage of Unit/input power supply
=24.0 V - (Voltage drop in power supply cable 1 + Voltage drop in the internal circuits of SXD1 + Voltage
drop in power supply cable 2)
=240V-(053V+0.18V +0.36V)
=2293V
Voltage of Output power supply
=24.0 V - (Voltage drop in power supply cable 1 + Voltage drop in the internal circuits of SXD1 + Voltage
drop in power supply cable 2)
=240V-(053V+0.22V +0.36V)
=22.89V
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c. Voltage of each input power supply to SXD3
Voltage of Unit/input power supply
=24.0 V - (Voltage drop in power supply cable 1 + Voltage drop in the internal circuits of SXD1 + Voltage
drop in power supply cable 2 + Voltage drop in the internal circuits of SXD2 + Voltage drop in power sup-
ply cable 3)
=240V-(0.53V+0.18V+0.36V+0.09V+0.18 V)
=22.66 V
Voltage of Output power supply
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=24.0V - (Voltage drop in power supply cable 1 + Voltage drop in the internal circuits of SXD1 + Voltage
drop in power supply cable 2 + Voltage drop in the internal circuits of SXD2 + Voltage drop in power sup-
ply cable 3)

=240V-(053V+022V+0.36V+0.11V+0.18V)

=226V

The above voltage values all are acceptable because they meet the voltage specifications (19.2 to 28.8
VDC) of each power supply of the Safety I/O Block.

Also, confirm that the voltage values meet the voltage specifications of the connected safety input devices or
safety output devices. However, this confirmation is omitted in this example.

If the voltage specifications are not met, review the length of power supply cable and the connected external
devices.
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4-3 Selecting Power Supplies and Protective Devi-
ces

|
This section describes how to select the external power supplies, i.e., Unit/input power supply and output power

supplies, and protective devices for the Safety I/O Block.

4-3-1 Selecting External Power Supplies

The following describes how to select the recommended power supplies for external power supplies and their
power supply capacity.

I Power Supply Used

Use a SELV power supply or OMRON Environment-resistive IP67 Power Supply (S8NR-S Series) which meets
the following conditions for the Unit/input power supply and output power supply for the external power supplies
of the Safety 1/0 Block.

* Has overcurrent protection.

» Has double or reinforced insulation between the input and output.

» Has an output voltage of 24 VDC (19.2 to 28.8 VDC).

Recommended power supplies: S8VK-S Series (OMRON) and S8NR-S Series (OMRON)

I Power Supply Capacity

Calculate the total current consumptions from the Unit/input power supply and output power supply and the
power supply capacity of each power supply according to the calculation methods described in 4-2 Designing
the Power Supply System on page 4-6.

Precautions for Safe Use

Inrush current may flow in the Unit/input power supply and output power supply in the following cases.
a. When power is turned ON.

b. When the power supply to connected external devices is started.
c. When connected external devices are turned ON and OFF.

In addition, overcurrent may flow until the protection is activated when there is a short-circuit in I/O cables. Consider
these currents and select power supplies with sufficient extra capacity. The inrush current may prevent the power sup-
ply from operating correctly, or cause the power supply to turn OFF.

4-3-2 Selecting Protective Devices

This section describes how to select protective devices (e.g., breakers and fuses) to protect against short cir-
cuits and overcurrents in external circuits.

An overcurrent is a current that flows when the equipment is used beyond the following ratings, such as in the
case of a short circuit or device failure.

» Unit/input power supply and output power supply (common): Maximum power supply current

Environment-resistive Remote Terminal NXR-S series Simple Logic Safety 1/0 Block for CIP Safety User’s Manual (W645) 4-21

S991A8(] 9AI}09}0.1d pue saljddng 1emod Bunosjeg ¢-¢

sallddng Jamod [eule)xg Bunosies L-¢-



4 Designing the Power Supply System

» Unit/input power supply: Rated current to test output terminal

» Output power supply: Maximum load current to safety output device

Refer to 2-1-4 Unit Specifications on page 2-6 for the above ratings.

I Selecting Protective Devices

Consider the following when you select protective devices.
» Protective device specifications (breaking/fusing, detection characteristics, steady current value, etc.)

¢ Inrush current when power is turned ON
* Inrush current when power supply to connected external devices is started

 Inrush current when connected external devices are turned ON and OFF

I Installation Locations for Protective Devices

Install protective devices for each of the Unit/input power supply and output power supply as shown in the fol-
lowing figure.
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@ For direct power supply

T

Unit/input power supply

Protective device

Protective device

Protective device

Protective device

o S
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Protective device §

Protective device

Output power
supply
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Installation and Wiring
]

This chapter describes how to install and wire the Safety 1/0 Block.
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5 Installation and Wiring

5-1  Installing Units

This section describes how to install the Safety 1/0 Block.

5-1-1 Installation Precautions

To increase the reliability of the Safety I/O Block and take complete advantage of its functionality, observe the
following precautions.

Do not install the Unit in the following locations.

Locations subject to direct sunlight

Locations subject to ambient temperatures or humidity outside the range specified in the specifications of the
Unit

Locations subject to condensation as the result of severe changes in temperature

Locations subject to corrosive or flammable gases

Locations subject to dust (especially iron dust) or salts

Locations subject to exposure to acid, oil, or chemicals

Locations subject to shock or vibration

Locations close to power lines

Take appropriate and sufficient countermeasures during installation in the following locations.

Locations subject to static electricity or other forms of noise
Locations subject to strong electromagnetic fields
Locations subject to possible exposure to radioactivity

Locations close to power supply lines

5-1-2 Installation Orientations

The Safety 1/0 Block can be installed in any of the following six orientations.
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5 Installation and Wiring

5-1-3 Installation Method

This section describes how to install the following of the Safety 1/0 Block.
* Installing the rotary switch cover

* Installing the Unit

I Installing the Rotary Switch Cover

Use the two cover mounting holes to secure the rotary switch cover with screws.

SETTING ~ ADDRESS

< 07> $ 072 <072
Sai A%l
[5) SHEE® SO
pgaV SpgeV ShpaV

Cover mounting holes

Tighten the M3 screws to the following torque. You can maintain the IP67 protective structure when the screws
are tightened to the specified tightening torque.

Tightening location Screw size | Tightening torque

Rotary switch cover mounting holes | M3 0.41t0 0.6 N'm

M Precautions for Correct Use

* Do not allow oil to adhere to the screws. Oil adhesion may damage the screws.

* Tighten the screws with an appropriate screwdriver. Tightening a screw with an inappropriate screwdriver may dam-
age the screw.
= Additional Information

The cover is installed at shipment.

I Installing the Unit

Secure the Safety 1/0 Block with screws using the two Unit mounting holes.

There is a mounting hole at the top and another at the bottom of the Unit. Refer to A-7 Dimensions on page
A-2 for details on the installation dimensions.

Tighten the M5 screws to the following torque.

Tightening location | Screw size | Tightening torque
Unit mounting holes | M5 1.47 to 1.96N'm
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5 Installation and Wiring

M Precautions for Correct Use

* Install the Unit properly. The Unit may be affected by vibration if it is not installed properly, which may cause failure.
* Do not allow oil to adhere to the screws. Oil adhesion may damage the screws.

* Tighten the screws with an appropriate screwdriver. Tightening a screw with an inappropriate screwdriver may dam-
age the screw.
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5 Installation and Wiring

5-2 EtherNet/IP Network Wiring

This section describes how to install the EtherNet/IP network for the Safety 1/0 Block.

5-2-1 Installation Precautions

Basic precautions for the installation of an EtherNet/IP network for the Safety 1/O Block are provided below.

I Precautions when Installing a Network

* When you install an EtherNet/IP network, take sufficient safety precautions and perform the installation ac-
cording to all applicable standards and specifications.
An expert well versed in safety measures and the standards and specifications should be asked to perform

the installation.
» Do not install EtherNet/IP network equipment near sources of noise. If the network must be installed in an
area with noise, take steps to address the noise, such as placing equipment in metal cases.

BULIIM YJOMIaN dIONIOUIT Z-G

I Precautions When Installing Communications Cables

» To maintain the IP67 protective structure of the Safety I/O Block, use the communications cables shown in
5-5-1 Ethernet Cables on page 5-29 for the communications connectors used.

» To maintain the IP67 protective structure of the Safety I/O Block, use the waterproof covers shown in
5-5-4 Waterproof Covers for Connectors on page 5-38 for any unused communications connectors.

* When using screw connectors, use the correct wiring tool to tighten them to the specified torque.

» When you connect a communications cable to a device with an RJ45 modular connector, firmly insert the
communications cable connector until it locks in place.

suonnesald uonejeisu| L-z-§

» Check the following items on the communications cables that are used.
Are there any breaks?
Are there any shorts?
Are there any connector problems?

* Do not lay the communications cables together with high-voltage lines.

* Do not lay the communications cables near devices that generate noise.

* Do not lay the communications cables in locations subject to high temperatures or high humidity.

* Do not use the communications cables in locations subject to excessive dust, oil mist, or other contaminants.

» There are limitations on the bending radius of communications cables. Check the specifications of the com-
munications cable for the bending radius.

» Using a communications cable whose cable shield is not connected to the connector hoods at both ends may
decrease noise immunity. For communications cables, use Ethernet cables shown in the Connected Devices
section. These communications cables have a cable shield that is connected to the connector hoods at both
ends.
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5 Installation and Wiring

5-2-2 Connecting Communications Cables

Cable connections can be made freely in EtherNet/IP networks.

The following figure shows a connection example of line topology.

Connect the communications cable from the EtherNet/IP originator to a communications connector on the first
Safety I/O Block. Then, connect another communications cable from the other communications connector on
the first Unit to a communications connector on the second Safety I/O Block.

Built-in EtherNet/IP port Safety CPU Unit
on the Standard controller (CIP Safety originator)
(EtherNet/IP originator)
- /£
=
B

EtherNet/IP communications connector 2 (ETH2)
Communications cable

Communications cable

EtherNet/IP
communications
connector 1
(ETH1)

Safety I/O Block

There is no need to distinguish between the communications connectors, i.e., ETH1 and ETH2. To establish a
star connection that uses only one connector, you can connect the communications cable to either ETH1 or
ETH2.

I Connection Procedure Using Smartclick Connectors

This section describes the procedures for connecting and disconnecting when using Smartclick connector type
cables.

® Communications Cables

For communications cables, use the Ethernet cables shown in 5-5-1 Ethernet Cables on page 5-29.
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5 Installation and Wiring

® Connection Procedure (Smartclick Connector)

The procedure to connect a communications cable is as follows. Turn OFF the Unit/input power supply and
output power supply to the Safety 1/0 Block and the power supply to the devices to communicate with the
Unit before you connect a communications cable.

1 Push the M12 plug (male) of the Ethernet cable into the communications connector (female) of the
Safety I/O Block while being careful about the orientation of the communications connector.

BULIIM YJOMIaN dIONIOUIT Z-G

2 Insert the M12 Smartclick connector of the Ethernet cable all the way in and then turn it approximate-
ly 1/8 of a turn in the direction shown in the figure below.
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® Removal Procedure (Smartclick Connector)

The procedure to remove a communications cable is as follows. Turn OFF the Unit/input power supply and
output power supply to the Safety I/O Block and the power supply to the devices to communicate with the
Unit before you remove a communications cable.

1 Turn the M12 Smartclick connector of the Ethernet cable approximately 1/8 of a turn in the direction
shown in the figure below and then remove the cable.
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5 Installation and Wiring

M12 Smartclick connector

I Connection Procedure Using Screw Connectors

This section describes the procedures for connecting and disconnecting when using screw connector type ca-
bles.

® Communications Cables
For communications cables, use the Ethernet cables shown in 5-5-1 Ethernet Cables on page 5-29.

® Tightening Tools

Use the following tools to tighten the M12 screw connectors of the Ethernet cables to the specified torque.

Name and appearance Manufacturer Model

* M12 torque handle Weidmuller Screwty-M12-DM
Product, setting aid for torque

® Connection Procedure (Screw Connector)

The procedure to connect a communications cable is as follows. Turn OFF the Unit/input power supply and
output power supply to the Safety I/0O Block and the power supply to the devices to communicate with the
Unit before you connect a communications cable.
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5 Installation and Wiring

1 Push the M12 plug (male) of the Ethernet cable into the communications connector (female) of the
Safety I/0O Block while being careful about the orientation of the communications connector.

—
!\m@@g/sa\

2 Rotate the M12 screw connector of the Ethernet cable in the direction shown in the following figure to
tighten it. Tighten the connector before tightening it to the specified torque.

BULIIM YJOMIaN dIONIOUIT Z-G
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3 Set the M12 torque handle to the specified torque. Then, insert the torque handle into the tightening
hole of the M12 attachment. When you tighten the connector, place the M12 attachment in the orien-
tation shown in the following figure and insert the torque handle.

Refer to Tightening Torque on page 5-11 for information on the specified torque.

M12 torque

handle \

Hole of the M12
attachment
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5 Installation and Wiring

4 Mount the M12 attachment on the M12 screw connector of the Ethernet cable. After you mount the
M12 attachment, rotate the M12 torque handle in the direction shown in the following figure to tighten
the M12 screw connector to the specified torque.

M12 torque handle

M12 attachment

® Removal Procedure (Screw Connector)

The procedure to remove a communications cable is as follows. Turn OFF the Unit/input power supply and
output power supply to the Safety I/O Block and the power supply to the devices to communicate with the
Unit before you remove a communications cable.

1 Insert the M12 torque handle into the tightening hole of the M12 attachment. When you remove the
connector, place the M12 attachment upside down so as it is in the opposite orientation to that for

connecting.
M12 torque handle
Hole of the M12
attachment
[0l
o

2 Mount the M12 attachment on the M12 screw connector of the Ethernet cable. After you mount the
M12 attachment, rotate the M12 torque handle in the direction shown in the following figure to loosen
the M12 screw connector.
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M12 torque handle
M12 screw

connector
M12 attachment
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3 Rotate the M12 screw connector of the Ethernet cable in the direction opposite to the connection di-
rection to remove the cable.

I Tightening Torque

Tighten the M12 screw connectors of Ethernet cables to the following torque.
You can maintain the IP67 protective structure when the screw connectors are tightened to a suitable tightening

torque.

Tightening location Screw size | Tightening torque

EtherNet/IP Communications Connectors | M12 0.5t0 0.6 N-m*1

*1. For the Smartclick connector type, torque management is not required. Insert the connectors all the way in and then
turn the approximately 1/8 of a turn.
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I Waterproof Covers

Attach the waterproof covers shown in 5-5-4 Waterproof Covers for Connectors on page 5-38 to any unused
EtherNet/IP communications connectors.
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5 Installation and Wiring

5-3  Wiring the Power Supply

This section describes how to wire the Unit/input power supply and output power supply to the Safety 1/0 Block.

/\ WARNING

» Make sure that the voltages and currents that are input to the Units and slaves are within the
specified ranges.
Inputting voltages or currents that are outside of the specified ranges may cause accidents or 0
fire.

 Follow the instructions in this manual to correctly perform power supply design and wiring. In-
putting voltages or currents that are outside of the specified ranges, as well as incorrect wiring,
may cause failure or fire.

5-3-1 Installation Precautions
Basic precautions for the installation of power supplies to the Safety 1/0O Block are provided below.

» To maintain the IP67 protective structure of the Safety 1/0 Block, use the power supply cables with screw con-
nectors shown in 5-5-2 Power Supply Cables on page 5-31 for the power supply connectors.

« To maintain the IP67 protective structure of the Safety 1/0 Block, use the waterproof covers shown in
5-5-4 Waterproof Covers for Connectors on page 5-38 for any unused power supply connectors.

* Do not lay the communications cables in locations subject to high temperatures or high humidity.
* Do not use the communications cables in locations subject to excessive dust, oil mist, or other contaminants.

» There are limitations on the bending radius of power supply cables. Check the specifications of the power
supply cables for the bending radius.

5-3-2 Power Supply Cables, Tightening Tools and Tightening Torque to
Use

This section describes the power supply cables, tightening tools and tightening torque to use with the Safety 1/0
Block.

® Power Supply Cables

For power supply cables, use the power supply cables shown in 5-5-2 Power Supply Cables on page 5-31.

® Tightening Tools

For the screw connector type power supply cable, please use the tightening tool recommended by the re-
spective manufacturer.
For the Smartclick connector type power supply cable, the tightening tools are not required.

® Tightening Torque

Tighten to the following torque for the screw connector type power supply cable.
You can maintain the IP67 protective structure when the screw connectors are tightened to a suitable tight-
ening torque.
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Tightening location | Screw size | Tightening torque

Power supply connector | M12 0.39 to 0.49 N-m™

*1.  For the Smartclick connector type, torque management is not required. Insert the connectors all the way in and
then turn the approximately 1/8 of a turn.

5-3-3 Connecting Power Supply Cables to External Power Supplies

Use a power supply cable shown in 5-5-2 Power Supply Cables on page 5-31 for an external power supply.
This section describes the connection method when using OMRON M12 L-coding power supply cables (XS5F-
L521-012-F, XS5W-L521-012-F).

The XS5W-L521-[012-F is a cable with connectors on both ends, and the XS5F-L521-012-F is a discrete wire
cable.

Connect the M12 socket end (female end) of the power supply cable to the power supply connector (input) of
the Safety 1/0 Block, and the other end to the Power Supply Unit.

I Connecting with Environment-resistive IP67 Power Supply (S8NR-S Ser-
ies)

When using an Environment-resistive IP67 Power Supply (S8NR-S Series), use a power supply cable with con-
nectors on both ends (XS5W-L521-112-F).

The appearance of the XS5W-L521-[112-F is shown below.

Connect the M12 plug end (male end) to the Environment-resistive IP67 Power Supply as shown below.

Environment-resistive IP67 Power Supply Safety 1/0 Block
() [=) (o] )

I Connecting with a General-purpose Power Supply Unit

When using a general-purpose power supply unit, use a discreet wire power supply cable (XS5F-L521-[112-F).
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5 Installation and Wiring

The appearance of the XS5F-L521-[112-F is shown below.

Connect the discrete wire end of the power supply cable to an external power supply according to the following

wiring diagram.

Power supply connector (input)
(PWR IN)

Unit/input power supply

gk

Output power supply

I

Pin arrangement of power supply con-
nector (input)

External power supply wiring

Color of power sup-
ply cable discrete

Pin No. Signal name wire

1 U/IN P+ Connect the positive (+) side of the Unit/input pow- | Brown
er supply.

2 OuT P- Connect the negative (-) side of the output power White
supply.

3 U/IN P- Connect the negative (-) side of the Unit/input pow- | Blue
er supply.

4 OUT P+ Connect the positive (+) side of the output power Black
supply.

FE (Functional FG Frame ground Gray

Earth)

5-3-4 Connecting Power Supply Cables

There are two methods to supply external power to the Safety I/O Block as shown below.

» Direct power supply

5-14
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5 Installation and Wiring

Power supply

connector (input)
(PWR IN) \

Power supply cable

Unit/input power supply

a

Output power supply &
S

=

=]

. .. ‘Q

» Power supply with through-wiring 5
v

of of 1ol g

1]

=

(2]

[=

T

T

<

Power supply
connector (input)

(PWR IN) \

Power supply cable

Power supply cable between Units

Power supply connector (output)
(PWR OUT)

Unit/input power supply

Output power supply

For the direct power supply, the power supply connector (output) of each Safety I/O Block is not used.
For the power supply with through-wiring, the power supply connector (output) of each Safety 1/0 Block is used.
However, the power supply connector (output) of the last Unit to supply power is not used.
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Refer to 4-1-2 Power Supply System on page 4-2 for details on the power supply method.

Precautions for Safe Use
The maximum power supply current is 9 A, which is the sum of the Unit/input power supply current and the output

power supply current. Do not use the Unit beyond the maximum power supply current. Otherwise, an excess current
flows through the power supply cable, and it may cause fire.

|t| Precautions for Correct Use

Always use separate power supplies for the Unit/input power supply and the output power supply. If you supply power
from the same power supply, load variations in output devices may cause malfunctions.
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I Connection Procedure

This section describes the procedures for connecting when using OMRON M12 L-coding power supply cables
(XS5F-L521-0012-F, XS5W-L521-[112-F).

Use the following procedures to connect a power supply cable. Turn OFF the Unit/input power supply and out-
put power supply before you connect a power supply cable.

1 Push the M12 socket (female) of the power supply cable into the power supply connector (input) (male)
of the Safety I/O Block while being careful about the orientation of the power supply connector.

2 Insert the M12 Smartclick connector of the power supply cable all the way in and then turn it approxi-
mately 1/8 of a turn in the direction shown in the figure below.

M12 Smartclick connector

ﬁk!

3 When the power is supplied with through-wiring, push the M12 socket (male) of the power supply cable

into the power supply connector (output) (female) of the Safety 1/0 Block while being careful about the
orientation of the power supply connector.
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4 Insert the M12 Smartclick connector of the power supply cable all the way in and then turn it approxi-
mately 1/8 of a turn in the direction shown in the figure below.
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M12 Smartclick connector
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I Removal Procedure

This section describes the procedures for removing when using OMRON M12 L-coding power supply cables
(XS5F-L521-012-F, XS5W-L521-[112-F).

The procedure to remove a power supply cable is as follows. Turn OFF the Unit/input power supply and output
power supply before you remove a power supply cable.

1 Turn the M12 Smartclick connector of the power supply cable approximately 1/8 of a turn in the direction
shown in the figure below and then remove the cable.
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M12 Smartclick connector

2 Remove the cable with the same procedure also when supplying power with through-wiring.

I Waterproof Covers

Attach the waterproof covers shown in 5-5-4 Waterproof Covers for Connectors on page 5-38 to any unused
power supply connectors.
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5-4  Wiring I/O Cables

This section describes how to wire 1/0 cables for connecting external devices to the Safety I/O Block.

5-4-1 Installation Precautions

Basic precautions for the installation of 1/0 cables for the Safety 1/0O Block are provided below.

» To maintain the IP67 protective structure of the Safety I/O Block, use the I/O cables shown in Smartclick Con-
nector Types on page 5-34 and Screw Connectors on page 5-37 for the 1/0 connectors.

» To maintain the IP67 protective structure of the Safety I/O Block, use the waterproof covers shown in
5-5-4 Waterproof Covers for Connectors on page 5-38 for any unused I/O connectors.

* When using screw connectors, use the correct wiring tool to tighten them to the specified torque.
* Do not lay the communications cables in locations subject to high temperatures or high humidity.

* Do not use the communications cables in locations subject to excessive dust, oil mist, or other contaminants.

so|qed O/l Bulim -G

» There are limitations on the bending radius of 1/0 cables. Check the specifications of the 1/0 cables to be
used for the bending radius.

5-4-2 Connecting I/0 Cables

This section describes the connection procedure, removal procedure, tightening torque, and waterproof covers
for 1/0O cables.

I Connection Procedure Using Smartclick Connectors

suonnesald uonejeisu| L-y-G

This section describes the procedures for connecting and disconnecting 1/0 cables when using Smartclick con-
nector type cables.

@ /O Cables

For I/O cables, use the I/0O cables shown in Smartclick Connector Types on page 5-34.

® Connection Procedure (Smartclick Connector)

The procedure to connect an I/O cable is as follows. Turn OFF the Unit/input power supply and output power
supply of the Safety I/O Block before you connect an 1/O cable.

1 Push the M12 plug (male) of the 1/O cable into the I/O connector (female) of the Safety 1/0 Block
while being careful about the orientation of the 1/O connector.
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2 Insert the M12 Smartclick connector of the 1/0 cable all the way in and then turn it approximately 1/8
of a turn in the direction shown in the figure below.

® Removal Procedure (Smartclick Connector)

The procedure to remove an I/O cable is as follows. Turn OFF the Unit/input power supply and output power
supply of the Safety I/O Block before you remove an 1/O cable.

1 Turn the M12 Smartclick connector of the I/O cable approximately 1/8 of a turn in the direction shown
in the figure below and then remove the cable.
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M12 Smartclick connector
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I Connection Procedure Using Screw Connectors

This section describes the procedures for connecting and disconnecting 1/0 cables when using screw connector
type cables.

o
® /O Cables S
o
For 1/0 cables, use the I/O cables shown in Screw Connectors on page 5-37. §
[0]
Q'_.
® Tightening Tools “3
o)
Use the tools shown below to tighten the M12 screw connectors of 1/O cables to the specified torque. 9
%
Name and appearance Manufacturer Model
* M12 torque handle Weidmuller Screwty-M12-DM

Product, setting aid for torque

® Connection Procedure (Screw Connector)

The procedure to connect an I/O cable is as follows. Turn OFF the Unit/input power supply and output power
supply of Safety 1/0 Block before you connect an I/O cable.
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1 Push the M12 plug (male) of the 1/0O cable into the I/O connector (female) of the Safety 1/0 Block
while being careful about the orientation of the 1/0 connector.

2 Rotate the M12 screw connector of the I/O cable in the direction shown in the following figure to tight-
en it. Tighten the connector before tightening it to the specified torque.

3 Set the M12 torque handle to the specified torque. Then, insert the torque handle into the tightening
hole of the M12 attachment. When you tighten the connector, place the M12 attachment in the orien-
tation shown in the following figure and insert the torque handle.

Refer to Tightening Torque on page 5-24 for information on the specified torque.

M12 torque

handle \

Hole of the M12
attachment

4 Mount the M12 attachment on the M12 screw connector of the 1/0 cable. After you mount the M12
attachment, rotate the M12 torque handle in the direction shown in the following figure to tighten the
M12 screw connector to the specified torque.
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M12 torque handle Q

M12 screw connector

M12 attachment

® Removal Procedure (Screw Connector)

The procedure to remove an I/O cable is as follows. Turn OFF the Unit/input power supply and output power
supply of the Safety I/O Block before you remove an 1/O cable.

1

Insert the M12 torque handle into the tightening hole of the M12 attachment. When you remove the
connector, place the M12 attachment upside down so as it is in the opposite orientation to that for
connecting.

M12 torque handle

Hole of the M12
attachment 1

Mount the M12 attachment on the M12 screw connector of the I/O cable. After you mount the M12
attachment, rotate the M12 torque handle in the direction shown in the following figure to loosen the
M12 screw connector.
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5 Installation and Wiring

M12 screw
connector

b M12 torque handle

M12 attachment

3 Rotate the M12 screw connector of the I/O cable in the direction opposite to the connection direction
to remove the cable.

I Tightening Torque

Tighten the M12 screw connectors of the 1/0 cables to the following torque.
You can maintain the IP67 protective structure when the screw connectors are tightened to a suitable tightening
torque.

Tightening location | Screw size | Tightening torque

1/O connector M12 0.5t00.6 N-m*1

*1. For the Smartclick connector type, torque management is not required. Insert the connectors all the way in and then
turn the approximately 1/8 of a turn.

I Waterproof Covers

Attach the waterproof covers shown in 5-5-4 Waterproof Covers for Connectors on page 5-38 to any unused
I/O connectors.

5-4-3 Wiring Examples

Examples of wiring between the 1/0O connectors of the Safety I/O Block and a connected external device are
provided below.
» Safety input devices (devices with mechanical contacts)

» Safety input devices (devices with semiconductor outputs)
» Safety input devices (safety light curtains)

» Safety output devices

* DC shutoff box (S8R-BB Series)

» Connecting I/O cables between units
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I Safety Input Devices (Devices with Mechanical Contacts)

The following figure shows an example of the wiring between an emergency stop switch, safety limit switch, or
other safety input device with mechanical contacts and the Safety I/O Block.

Example:
Emergency stop switch;

Safety input port
I/O connector

©

Safety input device ' Safety I/0 Block
(Device with mechanical contacts) :

U/IN P+

Unit/input power supply
T U/":'\ P- Power supply

connector (input)

I Safety Input Devices (Devices with Semiconductor Outputs)

The following shows an example of the wiring between a light curtain or other safety input device with semicon-
ductor output and the Safety 1/0 Block.

Example: Safety light curtain

m » i
3 @ '
= » .
(0] < H
= > C_E :
Controloutput 1 (0SSD 1) gigot
w w w | s O v
gz gz Black - ! .
gl § £ & 2 ac : Safety input port
> 1/0 connector

24VDC T0O!
' (Power Supply)

Control output 2 (OSSD 2) gjg1 i
hd

ov | GND'!

Safety input device
(Device with a semiconductor output)

U/IN P+

. L
Unit/input power supply -|- U/IN P- Power supply

connector (input)
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I Safety Input Devices (Safety Light Curtains)

The following figure shows a wiring example when using the F39-GCNY4 to connect with a light curtain.

Safety input device
(Safety light curtain)

A 4

A 4

SENE
Jonleoay

F39-JGR3K-L F39-JGR3K-D

Safety input port
1/0O connector

F39-GCNY4

Safety 1/0 Block

U/IN P+

. L
Unit/input power supply T UNP- Power supply

connector
(input)

I Safety Output Devices

The following figure shows an example of the wiring between a safety relay or other safety output device and
the Safety 1/0 Block.
The output is PNP output.

1 S000

Safety output port 2 3 ' OUT GND | :
€; T
I/0 connector ) ! so01

5 ofe

H 1 4

; ; OUT GND '7_69
. Safety I/0 Block , .

U/IN P+ Safety output device

Unit/input power supply J-l-_ U/IN P-

connector (input)
OUT P+

Power supply

Output power supply J‘.[ oUT P- ! '
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I DC Shutoff Box (S8R-BB Series)

The following figures show examples of the wiring between the DC shutoff box (S8R-BB series) and the Safety
I/0 Block. Turn OFF the Unit/input power supply and output power supply to the Safety I/0O Block and the power
supply to the devices to communicate with the Unit before you connect a communications cable.

Safety input port '
I/O connector | :|
i XS5W-D521-00G1-F |

Safety output port ' !
I/O connector | :I
| XS5W-D521-0IG1-F

® When using NXR-SXD1204-CST

U/IN P+

' a
: I >
' L mesmemmeoees 2
. Safety 1/0 Block ' DC shutoff box =
: S8R-BBLILIA2 pl
U/IN P+ o
: o
Unit/input power suppl - Power supply %
putp PPY T UINP- connector 8
OUT P+ (input) :
Output power supply J_l_‘ OUT P-
o
N
® When using NXR-SXD1204B-CST ;
5 : : 3
. . | @
' N 1 m
H . | 8
: : ! Z
' ' 1 =5
Safety 1/0O ports ' &
I/O connector |
! XS5W-D821-0K1-F |
[ 1 1
! Safety 1/0 Block : DC shutoff box
: : S8R-BBLICIA1

Power supply
connector

OUT P+ (input)
L ; :

T OuTP- :

L
Unit/input power supply T UINP-

Output power supply

I Connecting I/O cables between units

The following figure shows an example of wiring when connecting safety 1/0 ports between units.
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b1 2 Safety input port
o K)\g@ /O connector
Si01 ¢ 0°0

h 5 |3

GND

M Precautions for Correct Use

* When connecting I/O cables between units, do not connect pin number 5. A short circuit occurs between the Test
output of the safety input port and the Output power supply - of the safety output port, resulting in an overcurrent
abnormality at the test output terminal.

* When connecting 5-pin I/O cables between units, set the test output mode to Not Used in the safety input terminal
settings.
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5.5 Connected Devices

This section introduces connection related equipment for wiring the Safety I/O Block.

5-5-1 Ethernet Cables

This section introduces the Ethernet cables to use with the Safety 1/0 Block.
There are the following connectors.
» Smartclick connector

e Screw connector

S99IA9(] PO}OOUU0) G-G

$9|qeD Jdulduyly L-G-g
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® Connection Cables Between the Safety 1/O Block and EtherNet/IP Target with
RJ45 Connector

Num-
b f Cabl
5 erol 1 Available | ~20'¢
Manufac- | Specifica- | cable connec- | Cable
Name and appearance . connec- . ) Model

turer tion con- tors tion di- length
duc- rection

tors
Industrial Ethernet Connectors with | OMRON | M12 plug 4 Smart- Straight/ [ 0.5m XS5W-
Cable Corpora- | (D-coding, click con- | straight T421-
tion male) to nector BMC-SS
RJ45 1m XS5W-
T421-
CMC-SS
2m XS5W-
T421-
DMC-SS
3m XS5W-
T421-
EMC-SS
5m XS5W-
T421-
GMC-SS
10m XS5W-
T421-
JMC-SS
Screw 0.5m XS2W-
connector T421-
BMC-SS
Tm XS2W-
T421-
CMC-SS
2m XS2W-
T421-
DMC-SS
3m XS2W-
T421-
EMC-SS
5m XS2W-
T421-
GMC-SS
10m XS2W-
T421-
JMC-SS
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® Connection Cables Between Safety /O Block

Num-
ber of Available Cable
Manu- e L cable connec- | Cable
Specification connec- i . Model
facturer con- tion di- length
tors .
duc- rection
tors
Industrial Ethernet Connectors OMRON | M12 plug (D- |4 Smart- Straight/ | 0.5m XS5W-
with Cable Corpora- | coding, male) click con- | straight T421-
tion to M12 plug nector BM2-SS
(D-coding, 1m XS5W-
male) T421-

CM2-SS

2m XS5W-
T421-
DM2-SS

3m XS5W-
T421-
EM2-SS

5m XS5W-
T421-
GM2-SS

10m XS5W-
T421-
JM2-SS

Screw 0.5m XS2W-
connec- T421-
tor BM2-SS

1m XS2W-
T421-
CM2-SS
2m XS2W-
T421-
DM2-SS

3m XS2W-
T421-
EM2-SS
5m XS2W-
T421-
GM2-SS
10m | XS2w-
T421-
JM2-SS

Name and appearance

S99IA9(] PO}OOUU0) G-G

sa|jqe) Alddng Jemod zZ-G-G

5-5-2 Power Supply Cables

This section shows the power supply cables that are used with the Safety 1/0 Block.
There are the following connectors.
» Screw connector

¢ Smartclick connector
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® Screw Connectors

This section shows the power supply cables with screw connectors.

Num-
ber of Available Cable
Manufac- e cable connec- | Cable
Name and appearance Specification connec- i . Model
turer con- tion di- length
tors .
duc- rection
tors
M12 L-coding power OMRON M12 socket (L- 5 Screw Straight 2m XS2FP-
supply cable (M12 Corporation | coding, female) to connector L521-0200
straight female to dis- discrete wires 5m XS2FP-
crete wires) L521-0500
10 m XS2FP-
L521-1000
Murrelek- M12 socket (L- 5 Screw Straight 2m 7000-P4221-
tronik coding, female) to connector P040200
GmbH discrete wires 5m 7000-P4221-
P040500
10m 7000-P4221-
P041000
M12 L-coding power OMRON M12 plug (L-cod- |5 Screw Straight/ |2 m XS2WP-
supply cable (M12 Corporation | ing, male) to M12 connector | straight L521-0200
straight male to M12 socket (L-coding, 5m XS2WP-
straight female) female) L521-0500
10m XS2WP-
L521-1000
Murrelek- M12 plug (L-cod- |5 Screw Straight/ |2m 7000-P4241-
tronik ing, male) to M12 connector | straight P040200
GmbH socket (L-coding, 5m 7000-P4241-
female) P040500
10m 7000-P4241-
P041000

® Smartclick Connector Types

This section shows the power supply cables with Smartclick connectors. The protective structure of XS5F-
L521-0J12-F and XS5W-L521-012-F is IP65.
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Num-
ber of i Cable
. Availa-
Manu- Specifica- | cable connec- | Cable
i ble con- i . Model

facturer tion con- tion di- | length
nectors .

duc- rection

tors

M12 L-coding power supply cable (M12 | OM- M12 socket |5 Smart- Straight | 0.5 m XS5F-
straight female to discrete wires) RON (L-coding, click con- L521-
Corpo- | female) to nector B12-F
ration discrete 1m XS5F-
wires L521-
C12-F
2m XS5F-
L521-
D12-F
3m XS5F-
L521-
E12-F
5m XS5F-
L521-
G12-F
10 m XS5F-
L521-
J12-F
15m XS5F-
L521-
K12-F
20m XS5F-
L521-
L12-F

Name and appearance

S99IA9(] PO}OOUU0) G-G

sa|jqe) Alddng Jemod zZ-G-G
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Num-
ber of . Cable
- Availa-
Manu- Specifica- | cable connec- | Cable
facturer tion con- ble con- tion di- | length Model
nectors .
duc- rection
tors
M12 L-coding power supply cable (M12 | OM- M12 plug (L- | 5 Smart- Straight/ | 0.5 m XS5W-
straight male to M12 straight female) RON coding, click con- | straight L521-
Corpo- | male) to nector B12-F
ration M12 socket 1m XS5W-
(L-coding, L521-
female) C12-F
2m XS5W-
L521-
D12-F
3m XS5W-
L521-
E12-F
5m XS5W-
L521-
G12-F
10m XS5W-
L521-
J12-F
15m XS5W-
L521-
K12-F
20 m XS5W-
L521-
L12-F

Name and appearance

5-5-3 /0 Cables

This section shows the 1/0 cables that are used with the Safety 1/O Block.

I Direct Connection or Extension Connection Cables

These cables can be used to directly connect to a device with an M12 plug. They can also be used for an exten-
sion connection from a device or external device with an M12 plug.

There are the following connectors.

» Smartclick connector

» Screw connector

® Smartclick Connector Types

This section shows the 1/0O cables with Smartclick connectors.
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Name and appearance

Manu-
facturer

Specifica-
tion

Num-
ber of
cable
con-
duc-
tors

Availa-
ble con-
nectors

Cable
connec-
tion di-
rection

Cable
length

Model

XS5W Connector with Cable
(M12 socket/M12 plug)

OM-
RON
Corpo-
ration

M12 socket
(A-coding,
female) to
M12 plug (A-
coding,
male), uses
DC

Smart-
click con-
nector

Straight/
straight

0.5m

XS5W-
D521-
BG1-F

XS5W-
D521-
CG1-F

XS5W-
D521-
DG1-F

XS5W-
D521-
EG1-F

XS5W-
D521-
GG1-F

10 m

XS5W-
D521-
JG1-F

15 m

XS5W-
D521-
KG1-F

20 m

XS5W-
D521-
LG1-F

XS5H Connector with Cable
(M12 plug/discrete wires)

OM-
RON
Corpo-
ration

M12 plug (A-
coding,
male), dis-
crete wires

Smart-
click con-
nector

Straight

0.5m

XS5H-
D521-
BGO-F

1m

XS5H-
D521-
CGO-F

XS5H-
D521-
DGO-F

XS5H-
D521-
EGO-F

XS5H-
D521-
GGO-F
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Num-
ber of Availa- Cable
Manu- Specifica- | cable connec- | Cable
Name and appearance . ble con- . . Model
facturer tion con- tion di- | length
nectors .
duc- rection
tors
Safety Light Curtain Y-Joint Plug/Sock- | OM- M12 plug (A- | 5to Smart- Straight/ | 0.5 m F39-
et, Connectors on Both Ends (for RON coding, 5/8 click con- | straight GCNY4
Safety 1/0 Block) Corpo- | male), M12 nector
ration socket (A-
coding, fe-
male, 5-
wire) / M12
socket (A-
coding, fe-
male, 8-wire)
XS5W Connector with Cable (M12 OM- M12 socket |8 Smart- Straight/ | 0.5 m XS5W-
Socket/M12 Plug) for NXR- RON (A-coding, click con- | straight D821-
SXD1204B-CST Corpo- | female) to nector BK1-F
ration M12 plug (A- 1m XS5W-
coding, D821-
=i ln male) CK1-F
2m XS5W-
D821-
DK1-F
3m XS5W-
D821-
EK1-F
5m XS5W-
D821-
GK1-F
10m XS5W-
D821-
JK1-F
15m XS5W-
D821-
KK1-F
20m XS5W-
D821-
LK1-F
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Num-
ber of i Cable
. Availa-
Manu- Specifica- | cable connec- | Cable
i ble con- i . Model

facturer tion con- tion di- | length
nectors .
duc- rection

tors

XS5H Connector with Cable (M12 OM- M12 plug (A- | 8 Smart- Straight | 0.5 m XS5H-
Plug/Discrete Wires) for NXR- RON coding, click con- D821-
SXD1204B-CST Corpo- | male), dis- nector BKO-F
ration crete wires 1m XS5H-
D821-
CKO-F
2m XS5H-
D821-
DKO-F
3m XS5H-
D821-
EKO-F
5m XS5H-
D821-
GKO-F

Name and appearance

S99IA9(] PO}OOUU0) G-G

® Screw Connectors

This section shows the I/O cables with screw connectors.

Num-
ber of Available Cable

Manufac- e . cable connec- Cable
Name and appearance Specification connec- . i Model
turer con- tion di- length

tors :
duc- rection

tors

XS2W Connector with Cable | OMRON M12 socket (A- |5 Screw Straight/ |2m XS2W-
(M12 socket/M12 plug) Corpora- coding, female) connector | straight D521-
tion to M12 plug (A- DG1-A
coding, male), 5m XS2W-
uses DC D521-
GG1-A
8 2m XS2W-
D821-
DH1-C
5m XS2W-
D821-
GH1-C

$9|qed O/l €-G-G
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Num-
ber of Available Cable
Manufac- e L cable connec- Cable
Specification connec- i i Model
turer con- tion di- length

tors .
duc- rection
tors
XS2H Connector with Cable | OMRON M12 plug (A- 5 Screw Straight 0.3m XS2H-
(M12 plug/discrete wires) Corpora- coding, male), connector D521-

tion discrete wires AGO-A

0.5m XS2H-
D521-
BGO-A
Tm XS2H-
D521-
CGO-A
2m XS2H-
D521-
DGO-A
5m XS2H-
D521-
GGO-A
8 0.3m XS2H-
D821-
AHO-C
Tm XS2H-
D821-
CHO-C

Name and appearance

5-5-4 Waterproof Covers for Connectors

These are waterproof covers for unused M12 connectors.
When you use these waterproof covers, you can maintain the IP67 protective structure.
There are the following waterproof covers.

Name and appearance Manufacturer Specification | Available connectors | Model
M12 Waterproof Cover | OMRON Corporation | * M12 A-coding | Smartclick connector | XS5Z-12

* M12 D-coding
* M12 L-coding
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5-6 Options

This section provides an overview of the options for the Safety 1/0 Block.

5-6-1 Markers

The following non-OMRON markers can be used as Unit identification markers and I/O identification markers.

You can also print markers with a printer.

Name and appearance | Manufacturer Specification Model

Markers Phoenix Contact | White 0825495
17.5 mm x 7.5 mm

suondo 9-§

SiaMIe|\ L-9-G

Environment-resistive Remote Terminal NXR-S series Simple Logic Safety 1/0 Block for CIP Safety User’s Manual (W645) 5-39



5 Installation and Wiring

5-40 Environment-resistive Remote Terminal NXR-S series Simple Logic Safety I/0O Block for CIP Safety User’s Manual (W645)



Operation of the Safety I/O Block

This chapter describes the various operations of the Safety I/O Block.
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6 Operation of the Safety I/O Block

6-1 Overview of Operations

The main operations of the Safety I/O Block are performed using combinations of following functions.

Function

Description

CIP Safety communica-
tions

Communications performed between a safety controller (CIP Safety originator) and Safety I/O
Block (CIP Safety target)

EtherNet/IP communica-
tions

Communications performed between a standard controller (EtherNet/IP originator) and Safety
I/O Block (EtherNet/IP target)

Safety input function

The Safety 1/0 Block obtains safety input data from a safety input device.

Safety output function

The Safety 1/0O Block outputs safety output data to a safety output device.

Logic function

Process that is executed for safety input data inside the Safety 1/0 Block. The process result is
passed to the safety output function as safety output data.

The following shows the relationship between these functions and the peripheral devices of the Safety I/O

Block.

* The logic function inside the Safety I/O Block processes the safety input data obtained from the safety input
function according to the logic settings, and then passes that result to the safety output function.

+ In addition, the safety output data that is transmitted from the safety controller can also be combined with the

logic function.

» Furthermore, the safety input data obtained from the safety input function is processed by a standard control-
ler, and that result can also be passed to the standard output function.

Safety 1/0 Block
Safety CIP Safety Safety input - Safety input
controller communications function device
e [ o R e e o
CIP Safety function e
communications
Standard EtherNet/IP
controller communications
et Standard output - Output
| Programs | - function device
EtherNet/IP
communications /
(Explicit messages) 7

If the test output mode for the test output terminals of the Safety /O
Block is set to “Standard Output,” the test output terminals can be
used as standard outputs.

When the logic function is not used, operation is as shown in the figure below.
» The safety controller processes the data obtained from the safety input function, and then passes that result
to the safety output function.

 In addition, the safety output data transmitted from the safety controller can also be passed to the standard

output function.

» Furthermore, the safety input data obtained from the safety input function is processed by a standard control-
ler, and that result can also be passed to the standard output function.

6-2 Environment-resistive Remote Terminal NXR-S series Simple Logic Safety /0 Block for CIP Safety User’s Manual (W645)



6 Operation of the Safety 1/0 Block

Safety 1/0 Block

Safety CIP Safety Safety input - Safety input
controller communications function device

Safety | Safety output | Safety output
programs CIP Safety function device

communications

Standard EtherNet/IP
controller communications
B - Standard output - gutput
-_Pro rams . utput
2 EtherNet/IP function

communications /

(Explicit messages) 7

If the test output mode for the test output terminals of the Safety 1/0
Block is set to “Standard Output,” the test output terminals can be
used as standard outputs.

suonesadQ 40 MBIAIBAQ L-9
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6 Operation of the Safety I/O Block

6-2 CIP Safety Communications

CIP Safety communications use CIP Safety on EtherNet/IP communications between CIP Safety devices on an
EtherNet/IP network.

The node that requests establishing a CIP Safety connection is called the CIP Safety originator, and the node
that receives the request is called the CIP Safety target. The Safety I/0O Block supports only the CIP Safety tar-
get function.

I Safety controller +
CIP Safety originator

<7
B bl

EtherNet/IP

CIP Safety target

Environment-resistive Remote Terminal
NXR-S series Simple Logic Safety I/O
Block for CIP Safety

When a CIP Safety connection is established, safety I/O data is exchanged cyclically between the CIP Safety
originator and CIP Safety target.

This enables sending the safety input status of the Safety 1/0 Block to a higher level safety controller, and re-
ceiving the safety output data from the safety controller.

I CIP Safety Connection Setting Parameters

A CIP Safety connection has the following setting parameters.

® Open Types
The open types are settings to indicate the open request method of the CIP Safety connection.
This open type can be specified when a CIP Safety originator requests the Safety I/O Block to open a CIP

Safety connection.
The following open types are available.

Open type Description
Configure Target Device | Configure the Safety I/O Block when establishing a connection.
(Type 1)
Check Safety Signature | Use a safety signature to check that the Safety 1/0 Block is configured properly when estab-
(Type 2a) lishing a connection. The safety signature consists of the Safety Configuration CRC and the

Safety Configuration Time Stamp.
Open Only (Type 2b) A configuration check of the Safety I/O Block is not performed when establishing a connec-
tion.
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6 Operation of the Safety 1/0 Block

/\ WARNING

If you set the open type to Open Only, make sure to verify that the originator and target have 0

the correct configurations before use.
Serious injury may possibly occur due to loss of required safety functions.

@ Connection Type

You can select a multi-cast connection or single cast (point-to-point) connection as the connection type in the
CIP Safety connection settings.

With a multi-cast connection, you can send one input assembly in one packet to multiple originator devices.
In contrast, with a single-cast connection, you can send one input assembly to each originator device individ-
ually.

Therefore, when sending one input assembly to multiple originator devices, you can decrease the communi-
cations load by using a multi-cast connection.

Note that the case of using a multi-cast connection to send one input assembly in one packet to multiple
originator devices is permitted only if the connection type of each connection that receives it is a multi-cast
connection, and the connection I/O type, expected packet interval (EPI), and timeout value are all identical.

|E| Precautions for Correct Use

suonesjunwwo) Ayajes dio z-9

If multi-cast connections are used, however, use an Ethernet switch that has multicast filtering, unless packets are
received by all nodes in the network.

If an Ethernet switch without multicast filtering is used, multicast packets are broadcast to the entire network, and so
the packets are sent to nodes that do not require them, which will cause the communications load on those nodes to

increase.

® Expected Packet Interval (EPI)
The expected packet interval (EPI) is the 1/0 data refresh interval on the Ethernet line in CIP Safety commu-
nications. With EtherNet/IP, data is exchanged on the communications line at the EPI that is set for each

connection, regardless of the number of nodes.
With the built-in EtherNet/IP port, you can set EPI for each connection.

|f| Precautions for Correct Use

The performance of communications devices is limited to some extent by the limitations of each product's specifica-
tions. Consequently, the expected packet interval (EPI) cannot be set to unlimited.

Refer to NX-series Safety Control Unit/Communication Control Unit User’s Manual (Cat. No. Z395) for details, and
then set an appropriate expected packet interval (EPI).

@ I/O Assembly

An I/O assembly is a unit of /0 data cyclically exchanged between an originator and target.

Several I/0O assemblies are defined and provided for the Safety I/O Block. Select from the defined 1/O as-
semblies to set one 1/0 assembly per connection.

The 1/0 assemblies settable between the Safety I/O Block and CIP Safety originator are as follows.

* Input connection: 25C hex (2 bytes), 3C0 hex (5 bytes), and 3C1 hex (9 bytes)

+ Output connection: None

Refer to A-2 Safety I/O Assembly Data on page A-4 for details on I/O assembly data.
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6 Operation of the Safety I/O Block

6-3 EtherNet/IP Communications

EtherNet/IP communications are for exchanging data between devices on an EtherNet/IP network. Tag data link
communications and explicit message communications are available as communications methods.

6-3-1 Tag Data Link Communications

Tag data link communications are communications to exchange /O data cyclically between devices on an
EtherNet/IP network.

With a tag data link communications, one node requests the connection (opening) of a communications line to
exchange I/O data with another node.

The node that requests establishing a tag data link communications connection is called the EtherNet/IP origina-
tor, and the node that receives the request is called the EtherNet/IP target. The Safety I/O Block supports only
the EtherNet/IP target function.

Standard controller +

B3 EtherNet/IP originator

o EtherNet/IP
¥— EtherNet/IP target
Dy Environment-resistive Remote Terminal
oo ool NXR-S series Simple Logic Safety 1/O
Dy Block for CIP Safet
66 Y
®e

The unit subject to I/O data exchange is called a tag, and the data is exchanged cyclically between the origina-
tor and target.

Several /0 assemblies are defined and provided for the Safety 1/0 Block.

Refer to Setting Procedure for Tag Data Link Communications on page 7-38 for how to set tag data link com-
munications, including the I/O assembly data settings.

6-3-2 Explicit Message Communications

Explicit message communications are CIP communications to exchange settings and statuses of equipment in
request/response format on an EtherNet/IP network.

Communications are performed by an explicit message server sending responses to requests from an explicit
message client.

The Safety I/O Block supports only the explicit message server function.
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6 Operation of the Safety 1/0 Block

I Explicit Message Server Function

Accessing CIP objects of the Safety I/O Block in explicit messages from an explicit message client using the

explicit message server function enables the following operations.

» Troubleshooting the Safety I/O Block by reading event logs, clearing event logs, etc.

+ Configuring the device parameter settings, and the IP address and other communications parameters for the
Safety 1/0 Block

Furthermore, if a device with the explicit message client function does not support tag data link (i.e., implicit
message) communications, you can use explicit messages as an alternative means to control the 1/0 of the
Safety I/O Block.

Refer to A-4 Supported CIP Objects on page A-16 for details on CIP objects that are supported by the Safety
I/0O Block.

Refer to the manual of the Controller used for the method to access CIP objects of the Safety 1/0 Block through
an explicit message.

suonesuNWWo) difeN4eyld €-9
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6 Operation of the Safety I/O Block

6-4

Safety Input Functions

This section describes the safety input functions in the Safety 1/0 Block.

6-4-1

Connectable Devices

The Safety I/O Block diagnoses the connected external devices through the safety input terminals.
The safety input devices and standard input devices that can be connected to the safety input terminals are list-

ed in the following table.

Channel mode

Test output ter-

Input device minal
type Dual channel Dual channel . Test Output
_ . , Single channel
(equivalent input) (complementary input) Mode
Safety input de- | « Emergency stop switch Safety door switch Emergency stop Test Output

vices (2NC contact)

(Devices with * Safety door switch
mechanical con- (2NC contact)

tacts) - Safety limit switch
(2NC contact)

» Safety key selector switch
(2NC contact)

* Enable switch
(2NC contact)

* Mechanical contact for
dual-channel equivalent
input
(2NC contact)

(1NC/1NO contact)

Safety limit switch
(1NC/1NO contact)

Two-hand switches
(1NO/1NC contact)

Safety key selector switch
(1NC/1NO contact)

Mechanical contact for du-
al-channel complementary
input

(1NC/1NO contact)

switch
(1NC contact)

Safety door switch
(1NC contact)

Safety limit switch
(1NC contact)

Safety key selector
switch
(1NC contact)

EDM Feedback
(1NC contact)

Mechanical contact
for single channel
(1NC contact)

Safety input de- | « Safety light curtain

Semiconductor output for

Semiconductor out-

* Power Supply

vices « Safety laser scanner dual-channel complemen- put for single chan- | « standard
Devi ith .
(Devices with | - - coded door switch tary input nel Output
semiconductor
outputs) * High-coded door switch * Not Used
(for gate)
* High-coded door switch
(guard lock model)
* Semiconductor output for
dual-channel equivalent
input
Standard input | Not applicable Not applicable Reset switch with Test Output
devices test pulse
(1NO contact)
Not applicable Not applicable Reset switch with- Power Supply

out test pulse
(1NO contact)

The safety input devices can be broadly classified into two types.

One is devices with mechanical contacts, and the other is devices with semiconductor outputs.
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6 Operation of the Safety 1/0 Block

® Devices with Mechanical Contacts

Connect a device with a contact output, such as an emergency stop switch or safety limit switch, to a safety
input.
Use a safety input (Si) and test output (T) in combination.

The following shows the case of use with dual channel input as a connection example.

I L1+L3 < 200m
Ly L2+L4 < 200m
TOO
T01 L2
Si00 J @
Sio1 La

Only the same number can be used for the combination of a safety input and test output. The above exam-
ple shows the combinations of "Si00" and "T00", and "Si01" and "T01".
In this case, the Test Output Mode setting of "T00" and "T01" becomes Test Output.

|f| Precautions for Correct Use

suonound ynduj A}ajes -9

The total length of cable connected to one test output must be 200 m or less.

® Devices with Semiconductor Outputs

Connect a device with a semiconductor output, such as a light curtain, to a safety input terminal (Si).

The following shows the case of use with dual channel input as a connection example. <
Safety light curtain g
>
m » T @
El 2 5
= » @ S
o) = @
- | @ o
g g
Q
]
@ @ D W W =
g c g c ?’) =
+24V 5] ®|+24V 5| 6| Q| &
oV oV
30| ©
28| §
og| £
Power Suppl =gl £
ower Supply =€
T00 22 vbe) 2|5
GND -3
- &
Si00 @
D
Sio1

Connect the outputs of the light curtain to "Si00" and "Si01" of the safety inputs, and use the "T00" test out-

put as the power supply to the light curtain.
In this case, the Test Output Mode setting of "TO0" becomes Power Supply.
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6 Operation of the Safety I/O Block

M Precautions for Correct Use

* The power to the light curtains is supplied from the test output terminal. The output current that can be supplied
from the test output is a 0.7 A/point max.

* Some types of devices with semiconductor outputs, such as safety light curtains, output a pulse to detect wiring
errors. Observe the following when connecting a device with a semiconductor output to a safety input terminal.
a) The OFF pulse width when the semiconductor output is ON must be 700 pys max.

LI
700 us max.

b) The ON pulse width when the semiconductor output is OFF must be 30 ys max.

=

—>|—|<— 30 ys max.

6-4-2

Test Output Function

The test output terminals operate as safety input auxiliaries, such as a test output during test pulse evaluation
(device with mechanical contacts) and a power supply to a device with semiconductor outputs.
The test output function (function of test output terminals) is as follows.

With/without test pulse

Test Output Mode

Description

With test pulse Test Output Outputs 24 VDC that has a test pulse with a specific period
(Devices with mechanical from a test output terminal.
contacts) Refer to 6-4-3 Test Pulse Evaluation Function on page
6-10 for details on the test pulse evaluation.
Without test pulse Power Supply Outputs 24 VDC from a test output terminal.
(Devices with mechanical
contacts)
Without test pulse Power Supply Outputs 24 VDC from a test output terminal.

(Devices with semiconductor
outputs)

Use it as a power supply to a device with semiconductor
outputs.

Standard Output

Standard output from the Controller is possible by using a

test output terminal. 1

Use it as a non-safety digital signal output terminal. For ex-
ample, you can use it for monitor output by connecting it to

the input of an indicator light or PLC.

Refer to 7-5-2 Setting Procedure for Standard Output Func-
tions on page 7-47 for the setting procedure.

*1. The standard output function from the Controller is not a safety function.

The test output terminal also has a function to detect overcurrent. If an overcurrent is detected, it will be record-
ed in the event log. Refer to 11-2-4 Event Details and Troubleshooting on page 11-12 for details.

6-4-3

Test Pulse Evaluation Function

When there is a test pulse (device with mechanical contacts), 24 VDC that has a test pulse with a specific peri-
od can be output from a test output terminal to detect wiring errors and failures of the externally connected de-

vice.
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6 Operation of the Safety 1/0 Block

With/without test pulse Test Output Mode Description
With test pulse Test Output The test output signal (test pulse) is input to the safety input
(Devices with mechanical terminal through mechanical contacts.
contacts) Contact of the input signal line with the power line (positive
side) and short-circuiting with another input signal line can
be detected.

M Precautions for Correct Use

Only the same number can be used for the combination of a safety input terminal and test output terminal.
The following example shows the combinations of "Si00" and "T00", and "Si01" and "T01".

- L1+L3 < 200m
L, LetLes200m
TOO
T01 L2
Si00 J @
Si01 La
6-4-4 Dual Channel Evaluation

Safety input terminals can be used as dual channels (to create redundancy). Dual channel evaluation evaluates

the discrepancy time of data between two inputs.
The discrepancy time is the time from one input value changing to the other one changing.
An error is determined to have occurred if there is no change to the other input despite exceeding the time set in

Discrepancy Time.

I Setting the Dual Channel Evaluation Function

Select the devices of dual channel mode for the input devices and set Discrepancy time.

The following table shows the settings.

Setting data name Description Setting range

Channel mode Select the devices of Select from the following.
dual channel mode for ¢ Dual-channel equivalent input

the input devices. * Dual-channel complementary input

Refer to 6-4-1 Connectable Devices on page 6-8 for details on the
channel modes and devices.

Discrepancy time The discrepancy time “1 | Set a value from 10 to 64,000 (ms).
Set this in 5 (ms) increments.

Factory default is 500 (ms).

of data between two in-
puts is monitored.

If the discrepancy ex-
ceeds this value, an er-
ror occurs.

*1. The discrepancy time is the time from one input value changing to the other one changing.

Refer to 7-5-1 Setting Procedure for Safety Input Functions on page 7-44 for the setting procedure.
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6 Operation of the Safety I/O Block

Relationship Between the Input Signals of the Safety Input Terminals
and the Safety Input Data

The relationship between the safety input signals and safety input data is as follows.

Input signals on -the safety input ter- S e Meaning of sta-
Channel mode minals s
Si (n) Si (n+1) Si (n) Si (n+1)
Dual-channel 0 0 0 01 Inactive (OFF)
equivalent input 0 1 0 01 Data discrepancy
between two in-
puts
1 0 0 01 Data discrepancy
between two in-
puts
1 1 1 01 Active (ON)
Dual-channel 0 0 0 01 Data discrepancy
complementary in- between two in-
put puts
0 1 0 01 Inactive (OFF)
1 0 1 0™ Active (ON)
1 1 0 01 Data discrepancy
between two in-
puts

*1. If the terminals are set to Dual Channel Mode, the safety input data of the even-numbered terminals is used by the
safety program in the safety controller.

6-4-5

Errors Detectable by the Diagnosis Function of Safety Input Ter-
minals

The errors that can be detected for safety input terminals are determined by the parameter settings.
The following table gives the errors that are detected for each parameter setting.

Parameter settings

Error detection

Connection Short cir-
Channel to power line Ground Disconnec- L
Test pulse . . . cuits in input
mode (positive fault™ tion .
. wiring
side)
Single chan- | Without test pulse Not detecta- | Not detecta- | Not detecta- | -
nel (Devices with semiconductor outputs) ble ble ble
With test pulse Detectable Detectable Not detecta- | -
(Devices with mechanical contacts) when input ble
turns ON
Dual-channel | Without test pulse Not detecta- | Detectable Not detecta- | Not detecta-
(equivalent (Devices with semiconductor outputs) ble*2 when input ble*3 ble*2
input) turns ON
With test pulse Detectable Detectable Not detecta- | Detectable
(Devices with mechanical contacts) when input ble*3
turns ON
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6 Operation of the Safety 1/0 Block

Parameter settings Error detection
Connection .
Channel to power line Ground Bicconnocy S.ho.rt cirs
Test pulse . . i cuits in input
mode (positive fault™ tion .
. wiring
side)
Dual-channel | Without test pulse Detectable Detectable Detectable Detectable
(complemen- | (Devices with semiconductor outputs) when switch- | when switch- | when switch-
tary input) ing from ON | ing from ON | ing from ON
to OFF or to OFF or to OFF or
from OFF to from OFF to from OFF to
ON ON ON
With test pulse Detectable Detectable Detectable Detectable
(Devices with mechanical contacts) when switch- | when switch-
ing from ON ing from ON
to OFF or to OFF or
from OFF to from OFF to
ON ON

*1. To detect ground faults, the 0-V line of the external power supply must be grounded.
*2. Detection is possible with the OSSD diagnostic function of the light curtain or laser scanner.

*3. Detection is possible only if one of the signal lines is broken when the input turns ON.

6-4-6 Input Filter Function

The input filter function prevents malfunctions caused by chattering or noise from an external device that is con-

nected to a safety input terminal.
Set ON->OFF Delay time or OFF->ON Delay time to filter out chattering or noise from the external device.

The following table shows the settings.

Setting range
Set a value from 0 to 1,600 (ms).
Set this in 5 (ms) increments.
Factory default is 0 (ms).
Set a value from 0 to 1,600 (ms).
Set this in 5 (ms) increments.
Factory default is 0 (ms).

Description

This is the delay time for the input data to turn from
ON to OFF.

Setting data name
ON->OFF Delay time

This is the delay time for the input data to turn from
OFF to ON.

OFF->ON Delay time

Refer to 7-5-1 Setting Procedure for Safety Input Functions on page 7-44 for the setting procedure.

|H Precautions for Correct Use

Setting a longer delay time increases the resistance to chattering and noise, but the response to input signals becomes
slower.

I operation with OFF Delay Time Set

You can filter out OFF pulses that are shorter than the time set in ON->OFF Delay time.
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6 Operation of the Safety I/O Block

i
Safety input terminal :
IOFF {ON |OFF | ION
i | . i |
Internal timer E\l \E
| Counter | | Counter
1 cleared. | ! cleared.
1 1 1
Safety input data E ON‘V:OFF dellay time
ON | i 1OFF ION
i i i i i
1 1 1
1/0 indicator (yellow) ' ' '
oN |1 1OFF 10N
i i i i i
o i i i i i
I/0 indicator (red) ; i i i i
OFF ’ ’

I Operation with ON Delay Time Set

You can filter out ON pulses that are shorter than the time set in OFF->ON Delay time.

ION IOFF

1/O indicator (red)

.
Safety input terminal |
ION  IOFF iON | loFF
L ; -
Internal timer N N
E Coimter : 1 Counter
! cleared. ! ! cleared.
' I 1OFF—ON
: i ) 1delay time
Safety input data | : i
OFF | | ION IOFF
- = =
I/0 indicator (yellow) E !
OFF | !
-
1 1
i i

OFF *

I Operation with Both ON Delay Time and OFF Delay Time Set

You can filter out ON pulses that are shorter than the time set with the OFF->ON Delay time and filter out OFF
pulses that are shorter than the time set with the ON->OFF Delay time.
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6 Operation of the Safety 1/0 Block

Safety input terminal

i
ION 1OFF ION IOFF {ON  IOFF -
1 1 1 1 1 1 1
Internal timer N \ : : i
(OFF—ON delay) ' ' ! ! ! !
:Counter:cleared:. Qounter:cleared.: i i
1 1 1 1 1 1 1 1
Internal timer i i i | \
(ON—OFF delay) L N :
Counter'cleared; E E jCountercheared: E
. A '
; ' OFF—ON delay ti ' ON—OFF delay ti
Safety input data ! i - : Jraytime i i : caytime
OFF | | | ION ! | | I OFF
- i i i i i i
I/O indicator (yellow) ! ! ! ' ' '
OFF 1 i i ION ! i i ' OFF
i i i i i i i i
i i i i i i i i
- i i i i i i i |
I/O indicator (red) ! ! ! ! ! ! ! !
oOFF | ! ! T ! ! !

6-4-7 Input Error Latch Time

The input error latch time is a parameter that is applied to all input terminals.

Set the time to latch the error state when an error occurs in an input terminal.

Set the minimum latch time so that the Safety I/O Block can detect an error that occurs intermittently.

For the error latch time, set the optimal value with which an error can be detected, taking into account the net-
work response time between the Safety I/O Block and originator device.

suonound ynduj A}ajes -9

®
P
The following table shows the settings. g
c
Setting data name Description Setting range o
Input error latch time Set the minimum time from error occurrence to re- | Set a value from 0 to 65530 (ms). ,2_
set.™ Set this in 10 (ms) increments. %
In the case of 0 (ms), there is no error gi
latch. @

Factory default is 1000 (ms).

*1.  When the cause of the error is removed and the corresponding safety input is made inactive (OFF), the error is reset.
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6 Operation of the Safety I/O Block

6-5 Safety Output Functions

This section describes the safety output functions in the Safety I/O Block.

6-5-1 Connectable Devices

The Safety I/O Block diagnoses the connected external devices through the safety output terminals.
The safety output devices that can be connected to the safety output terminals are listed in following table.

Channel mode Setting of output terminal
Dual channel Single channel Test pulse
* Safety relay (dual channel) » Safety relay (single channel) With test pulse
* Dual-channel equivalent output (with test * Single channel (with test pulse)
pulse)
* Dual-channel equivalent output (without test * Single channel (without test pulse) Without test pulse
pulse)

Connect a safety relay, contactor, solenoid valve, or other device to the safety output device.
The output is PNP output.

The following shows the case of use with a safety relay or contactor as a connection example.

L1<100m

So00 ————

|
L [ Ay 4%
L2<100m (/ i

L3 < 100m

So0l f——mm—

OUT GND

I
“:k_
!

L4 <100m

OUT GND

TOO
Sio0

|ﬂ Precautions for Correct Use

The line length from the safety output terminals to the safety output devices (L1, L2, L3, and L4) is 100 m max. per line.

6-5-2 Test Pulse Evaluation Function

This function outputs a test pulse at a specific interval from a safety output terminal to detect errors in wiring of
the output terminal.
The following table shows the settings.
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6 Operation of the Safety 1/0 Block

Setting data name Description Setting range

Test pulse Select a device with a Select from the following.
test pulse for the safety | ¢ Safety relay (dual channel)

output device. * Dual-channel equivalent output (with test pulse)
* Safety relay (single channel)

* Single channel (with test pulse)

(77 Precautions for Correct Use
When the test pulse evaluation function is used, OFF pulse signals with a pulse width of 500 us are output while the

safety output is ON to diagnose the output circuit.
Check the input response time of the connected control device to make sure it will not malfunction due to these OFF

pulses.

@ Additional Information

A safety relay is a device with test pulse for both dual channel and single channel.

6-5-3 Dual Channel Evaluation

Safety output terminals can be used as dual channels (to create redundancy). Dual channel evaluation evalu-
ates the signals between two outputs to check for discrepancies.
If an error is detected in either of the two output terminals, both outputs are turned OFF.

suonoung ndinQ Ajajes G-9

I Setting the Dual Channel Evaluation Function

»

&

Set the dual channel evaluation function by selecting the devices of dual channel mode for the output devices. §
[~

Q

The following table shows the settings. B
=}

@

Setting data name Description Setting range m
Channel mode Select the devices of Select from the following. g_)
g‘.

=}

dual channel mode for » Safety relay (dual channel)
the output devices. * Dual-channel equivalent output (with test pulse)
* Dual-channel equivalent output (without test pulse)

Refer to 6-5-1 Connectable Devices on page 6-16 for details on the
channel modes and devices.

Refer to 7-6-1 Safety Output Function Setting Procedure on page 7-50 for the setting procedure.

Relationship Between Safety Output Data and Signals Output from
Safety Output Terminals

For a device in dual channel mode, the relationship between safety output data and safety output signals is as
follows.
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6 Operation of the Safety I/O Block

Output signal on the safety output

Safety output data ) i -
Channel mode s terminal Meam:f:f sta
So (n) So (n+1) So (n) So (n+1)
» Safety relay 0 0 0 (OFF) 0 (OFF) Inactive (OFF)
(dual channel) | o 1 0 (OFF) 0 (OFF) Inactive (OFF)"1
* Dual-channel 1 0 0 (OFF) 0 (OFF) Inactive (OFF)*1
equivalent out- -
1 1 1 (ON) 1 (ON) Active (ON)

put (with test
pulse)

* Dual-channel
equivalent out-
put (without test
pulse)

*1.  This becomes inactive due to a data error occurring between dual channel outputs.

6-5-4 Errors Detectable by the Diagnosis Function of Safety Output
Terminals

The errors that can be detected for safety output terminals are determined by the parameter settings.
The following table gives the errors that are detected.

Parameter settings Error detection
Conn.ectlon tc.> Pow- . Short circuits in output wir-
er line (positive Ground fault™ .
: ing"2
side)
Short
Settin circuit
J Short | Short | o
of out- L. L. . when
Description circuit circuit
put ter- one out-
minal Output Output Output Output when when o
ON OFF ON OFF both both ON and
outputs | outputs
he oth-
are ON | are OFF the c‘>t
eris
OFF
Without | Test pulses are not output Not de- Detecta- | Detecta- | Not de- Not de- Not de- Detecta-
test when the output is ON. tectable | ble ble tectable |tectable |tectable |ble
pulse
With test | Test pulses are output when | Detecta- | Detecta- | Detecta- | Not de- Detecta- | Not de- Detecta-
pulse the output is ON. ble ble ble tectable | ble tectable | ble

*1. To detect ground faults, the 0-V line of the external power supply must be grounded.
*2. The detection of short circuits in output wiring is enabled only in dual channel mode.

6-5-5 Output Error Latch Time

The output error latch time is a parameter that is applied to all output terminals.

Set the time to latch the error state when an error occurs with an output terminal.

Set the minimum latch time so that the Safety I/O Block can detect an error that occurs intermittently.

For the error latch time, set the optimal value with which an error can be detected, taking into account the net-
work response time between the Safety 1/0 Block and originator device.
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6 Operation of the Safety 1/0 Block

The following table shows the settings.

Setting data name

Description

Setting range

Output error latch time

Set the minimum time from error occurrence to re-

set.™

Set a value from 0 to 65530 (ms).

Set this in 10 (ms) increments.

In the case of 0 (ms), there is no error
latch.

The factory default setting is 1000 (ms).

*1.  When the cause of the error is removed and the corresponding safety output is made inactive (OFF), the error is reset.

6-5-6

EDM Feedback

If a safety application is a user-defined application, the EDM feedback setting is displayed.

The following table shows the settings.

Setting data name Description Setting range
EDM feedback Select from the terminals with EDM feedback reg- | Select from the following.
istered on the safety input device. * 0: Unused
* 1:Si00 to 12: Si11
The factory default setting is 0 (Unused).
6-5-7 Output Delay

If a safety application is a user-defined application, a delay time can be set for output to an external device con-
nected to a safety output terminal. This function is used for applications such as preventing machine damage
due to a sudden stop by delaying output considering the time until a motor, robot arm, or other external device
completely stops, and turning the safety output ON after operation has stabilized once the external device has

recovered.

The following table shows the settings.

Setting data name

Description

Setting range

ON->OFF Delay time

This is the delay time for the output data to turn
from ON to OFF.

It is used to prevent machine damage due to a
sudden stop by delaying output considering the
time until a motor, robot arm, or other external de-
vice completely stops.

The output is delayed by the value of the
set value x 100 (ms).

Set a value from 0 to 1500.

Factory default is 0 (ms).

OFF->ON Delay time

This is the delay time for the output data to turn
from OFF to ON.

It is used to turn safety output ON after operation
has stabilized once the external device has recov-

ered.
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6 Operation of the Safety I/O Block

6-6 Logic Function

The logic function is a process that is execute for safety input data inside the Safety I/O Block. The process
result is passed to the safety output as safety output data.
This section describes the mechanism of the logic process.

6-6-1 Logical Processing

In the logic settings, you need to set three types of parameters: Input type, Reset type, and Output values to
safety output terminals So00 to S003.

Logical processing involves first executing the input condition processing according to /nput type and reset proc-
essing according to Reset type for the values of the safety input terminals SiXX for each device. Then executing
integration of the reset processing results of multiple devices, and finally determining the values of safety output
terminals SoXX. You need to keep the details of these processes in mind while configuring the logic settings.

Processing for each device

EVaIue of Input condition

1 safety input |Input condition| processing :

»terminal processing | result ! Reset

—_— ; - : .

H apcordmg to \ processing Integrate reset | Value of safety
. input type Reset ' result : tout terminal
H processing -+ processing output termina
: according to | + results of >

: Reset signal value reset type H multiple devices

I Input Condition Processing According to Input Type

With input condition processing, you can integrate the input values from two types of device according to the
setting of Input type to obtain the input condition processing result. This enables processing such as stopping a
device only when both of two pairs of safety light curtains are interrupted.

There are three setting options for the Input type setting: 2 Input (OR), 2 Input (AND), and unset. The relation-
ship between each setting and input condition processing result is shown below.

Input type Input condition processing result

2 Input (OR) | OR processing result of input values from two types of device

2 Input (AND) | AND processing result of input values from two types of device

Unset Input values from two types of device are not integrated. The input value of one type of device becomes
the input condition processing result as-is.

I Reset Processing According to Reset Type

Once the output value for each device becomes FALSE, it will not be returned to TRUE until a reset is per-
formed. Reset types are methods to reset the output value for each device, and there are two types: Manual
(SiXX) and Auto. The relationship between each setting and reset condition is shown below.
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6 Operation of the Safety 1/0 Block

Reset type Reset condition
Manual (SiXX) | The value of safety input terminal SiXX is used as the reset signal. When a reset is executed, the output
value of the corresponding device is reset.
Auto A reset signal is not used. The output value is reset at the point in time when the input condition process-
ing result of the corresponding device becomes TRUE.

Reset signal in the table is the pulse signal of Low-High-Low for resetting the output of the corresponding de-
vice. The reset signal can be registered automatically and the setting can be changed after registration. Refer to
7-7-1 Logic Setting Procedure on page 7-53 for each of the procedures.

Reset processing is executed for each device based on the input condition processing result and whether the
reset condition is met. The relationship between the input condition processing result, whether the reset condi-
tion is met or not met, and the reset processing result is shown below.

Input condition processing result | Reset condition | Reset condition processing result

TRUE Condition is met TRUE
Condition is not met | Keep the present value.
FALSE Condition is met FALSE

Condition is not met | FALSE

|H Precautions for Correct Use

When using the reset type set to Auto, ensure that unexpected starts or dangerous machine movements do not occur
as a result of a restart or reset, posing no risk of injury to personnel. If you cannot confirm this, do not use the reset type
Auto.

I Setting the Values Output to Safety Output Terminals So00 to So03

The settings of Output values to safety output terminals So00 to So03 assign the reset processing result of each
of the devices to an safety output terminal. Assign setting value 0 or 1 for each device to an safety output termi-
nal from So00 to So03. The meaning of each setting value is as follows.

Setting value Meaning
0 The reset processing result is reflected for the corresponding safety output terminal.
1 The reset processing result is not reflected for the corresponding safety output terminal.

I Integrating Output Processing Results of Multiple Devices

When multiple devices are connected, the values of the safety output terminals become an integrated value by
performing the AND operation on the value of the safety output terminal of each device. In other words, if even
one of the multiple devices has a safety output terminal value of FALSE, the safety output terminal value be-

comes FALSE.

Value of safety output L Value of integrated
terminal of each device | ____ ] safety output terminals

_
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6 Operation of the Safety I/O Block

I Setting Example

The following table shows setting examples of the logic settings.

Input Device Input type Reset type | So000 | So02
Si00 Emergency stop switch (dual-channel equivalent input) | - Manual (Si10) | O 0
Si02 Safety light curtain 2 Input (OR) | Manual (Si11) | 1 0
Si04 Safety light curtain
Si06 Safety door switch (dual-channel equivalent input) - Auto 0
Ro1-01 | Remote Output 1-01 2 Input (OR) | Manual (Si10) | 0 0
Ro2-01 | Remote Output 2-01

With these settings, the value of So00 becomes FALSE if even one of the following conditions occurs.
* An emergency stop switch is pressed.

* A door with a safety door switch installed is opened.

* The values of Remote Output 1-01 and Remote Output 2-01 both become FALSE.
Furthermore, the value of So02 becomes FALSE if even one of the following conditions occurs.
* An emergency stop switch is pressed.

» Both of the two pairs of safety light curtains are interrupted.

* The values of Remote Output 1-01 and Remote Output 2-01 both become FALSE.

If the following conditions are met when the value of So00 or So02 has become FALSE, a reset is performed
and the value is returned to TRUE.

Reason why the value of So00 or So02 became FALSE Condition to reset the value of So00 or So002
An emergency stop switch is pressed. The reset condition of Si10 is met.

Both of the two pairs of safety light curtains are interrupted. | The reset condition of Si11 is met.

A door with a safety door switch installed is opened. A door with a safety door switch installed is closed.

The values of Remote Output 1-01 and Remote Output 2-01 | The reset condition of Si10 is met.
both became FALSE.
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6 Operation of the Safety 1/0 Block

6-7 Safety Applications

This section describes the purposes and types of safety applications, and details on the fixed applications pre-
set in the Safety 1/0 Block.

6-7-1 Purpose of Safety Applications

If you use the logic functions of safety applications, you can achieve high-speed responses by performing con-
trol locally without going through the safety controller.

In addition, safety applications allow control to be enhanced flexibility by combining safety output data transmit-
ted from the safety controller with internal logic as needed.

6-7-2 Types of Safety Applications

[=2]
There are four types of safety applications: remote I/O mode applications, fixed applications, user-defined appli- ;
cations, and add-on applications. %
An overview, application details, selection criteria, and corresponding safety control system are given below for :?
each of them. %
2
Safety.appll- Description Selection criteria Safety control system %
cation
Remote /0 A safety application with only * Wish to build a complicated, large- Configuration for the Safety
mode applica- | I/O terminal settings that does scale system that is difficult to imple- | Controller to Perform Control
tion not use the logic function. ment with the logic function of the (Configuration Using Type 1
The safety controller performs Safety 1/0 Block. Safety Open) on page 1-8 ®
control because the logic func- Configuration for the Safety N
tion is not used. Controller to Perform Control E
(Configuration Using the Web §
Ul) on page 1-9 o
Fixed applica- | A safety application with a log- | * There are applications that can be Configuration for the Safety g
tion ic function and 1/0 configura- used as-is among the fixed applica- I/0 Block to Perform Control &
tion settings. tions. Using a Preset Safety Appli- %:D
It comes preset in the Safety cation on page 1-10 §
I/0 Block, and the specifica- §
tions cannot be customized. ¢
The Safety I/O Block performs
control.
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Safety appli-
cation

Description

Selection criteria

Safety control system

User-defined
application

Add-on appli-

cation

A safety application with a log-
ic function and 1/O configura-
tion settings.

The user can customize each
of the settings.

The Safety 1/O Block performs
control.

This is an application that can be im-
plemented with the logic function of
the Safety I/O Block for simple proc-
essing.

There are no applications that can be
used as-is among the fixed applica-
tions.

Wish to manage a safety application
on the safety controller side to per-
form the same processing on multiple
Safety 1/0 Block units.

Configuration (Centralized
Management Type) for the
Safety I/O Block to Perform
Control Using a Safety Appli-
cation Designed by a User on
page 1-11

This is an application that can be im-
plemented with the logic function of
the Safety /0O Block for simple proc-
essing.

There are no applications that can be
used as-is among the fixed applica-
tions.

Wish to manage a safety application

on the Safety I/0 Block side to use a
single Safety I/O Block alone.

Configuration (Distributed
Management Type) for the
Safety I/0 Block to Perform
Control Using a Safety Appli-
cation Designed by a User on
page 1-12

I Remote I/O Mode Application

A remote I/0O mode application is an application for a user to define only the I/O configuration settings using
Sysmac Studio. The logic settings are not configured. It is used in combination with the safety program of a
safety controller. This application is suitable for building a complicated, large-scale system that is difficult to im-
plement with the logic functions of the Safety 1/0 Block.
There are the following two ways to configure a remote I/O mode application for the Safety I/O Block.
» Method using Type 1 Safety Open from the safety controller

* Method using configuration via the Web Ul

| Fixed Applications

Fixed applications are safety applications that come pre-installed in the Safety I/O Block. The specifications can-
not be customized.
There are the following three types of fixed application. They are all applications that use a device such as an
emergency stop switch or safety light curtain to stop a drive unit or robot before a hazardous situations occurs. If
there is an application that matches the application you want to implement, use it. Details on each application
are provided in the references listed in the table below.
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6 Operation of the Safety 1/0 Block

Numbers of

SETTING SW1 and SW2 rota-

ry switches

Name

Application

Reference

Partial stop + entire stop
application

This is an application to
perform a partial stop using
a safety light curtain and
perform an entire stop using
an emergency stop switch.
There is no external device
monitoring (EDM).

No. 1 Partial Stop + Entire
Stop Application on page
6-27

Partial stop + entire stop
application (with EDM)

This is an application to
perform a partial stop using
a safety light curtain and
perform an entire stop using
an emergency stop switch.
There is external device
monitoring (EDM).

No. 2 Partial Stop + Entire
Stop Application (With
EDM) on page 6-34

Worker and robot automatic
switching application

This is an application to
perform automatic switching
of the worker and robot and
perform an entire stop using
an emergency stop switch
and guard.

No. 3 Worker and Robot
Automatic Switching Appli-
cation on page 6-38

Fixed applications are pre-assigned to rotary switch numbers. Any fixed application can be started by setting the

rotary switches.

I User-defined Applications

User-defined applications are applications that users can build themselves using Sysmac Studio. Download an
application from the Safety CPU Unit to the Safety 1/0 Block using CIP Safety communications to use it.

A user-defined application is configured on the Safety I/0O Block by setting the open type Type1 Safety Open
connection using CIP Safety communications.

Use Sysmac Studio to
create an application.

Environment-resistive Remote Terminal NXR-S series Simple Logic Safety 1/0 Block for CIP Safety User’s Manual (W645)

Download the application from

Safety CPU Unit to the Safety I/O

Block using CIP Safety
communications.
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6 Operation of the Safety I/O Block

I Add-on Applications

Add-on applications are safety applications that do not come pre-installed in the Safety I/O Block, but are in-
stead used by downloading safety application files to the Safety 1/0 Block as needed.

Use Sysmac Studio to configure your own custom logic settings and 1/O configuration settings, and create the
safety application file.

Use the Safety Application Settings screen of the Web Ul to download that safety application file to the Safety
I/0O Block.

Use Sysmac Studio to create
a safety application file.

Use the Safety Application Settings
screen of the Web Ul to download
that safety application file from PC
to the Safety I/O Block.
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6-7-3 Fixed Application Details

This section describes the logic and 1/0 configuration settings for each fixed application.

I No. 1 Partial Stop + Entire Stop Application

Partial stop + entire stop application is an application to perform a partial stop using a safety light curtain and an
entire stop using an emergency stop switch. External device monitoring (EDM) is not used. Use is differentiated
between an entire stop of both of two drive devices and a partial stop of only one of them.

@ Overview of the Application
At the production site, two drive devices, M1 and M2, are running.
The space where the drive devices are installed is surrounded by walls on three sides, but one direction is
left open to allow a worker to work and has safety light curtains installed.
If the worker presses an emergency stop switch in the event of an abnormality, both drive devices stop.
If the safety light curtains are interrupted, only drive device M2 that is nearest to the safety light curtains
stops, and drive device M1 continues to operate.

Normal operation

suoneoiddy Keyes /-9

Safety light curtain

Emergency stop switch
released

&

s|ieya@ uoneolddy pexi4 ¢-/-9

Safety category/PL/SIL | Specifications
Safety category Up to Cat.3"
PL Up to PLe

SIL Up to SIL3

*1.  Since the safety category of the safety servo driver that is supposed to be connected is Cat.3, the safety category
of this application is also Cat.3.
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6 Operation of the Safety I/O Block

@ Operation

The specifications for operation using an input signal from each device is as follows.

When emergency stop switch S1 is pressed

 If emergency stop switch S1 is pressed, the power supply to drive devices M1 and M2 is shut off immedi-
ately.

* The power supply to drive devices M1 and M2 is retained in the shut-off state until the emergency stop
switch S1 is released and reset switch S2 is pressed.

When the safety light curtain is interrupted (emergency stop switch S1 is not pressed)
* When the safety light curtain is interrupted, the power supply to drive device M2 is shut off immediately.
Power continues to be supplied to drive device M1.

» The power supply to drive device M2 is retained in the shut-off state until reset switch S2 is pressed.
The operation in each situation is illustrated in the figures.

In normal operation, two drive devices, M1 and M2, are running.

Normal operation

Safety light curtain

F Run " Run E
S000/So01 S002/So03 EI Si02/Si03
| ! . |

Emergency stop switch
released

g

S\\\j\

Si00/Si01

When emergency stop switch S1 is pressed, both drive devices M1 and M2 stop.

Emergency stop switch pressed

Safety light curtain

Stop Stop

S000/So01 S002/S003
a o

Si02/Si03

| SILTIIII LI |

Emergency stop switch

Si00/Si01 Q\‘ l‘ pressed
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When the safety light curtain is interrupted, only drive device M2 stops.

Safety light curtains are interrupted

Safety light curtain

F Run - E

/‘\ Stop .
S000/S001 S002/8003 Si02/Si03

k - =

‘ Emergency stop switch
| released

Si00/Si01

@ Timing Chart

The timing chart is shown below.

Emergency stop switch S1

Reset switch S2

Safety light curtain

suoneoiddy Keyes /-9

i
i

SF1, SF2 (Driver 1)

SF1, SF2 (Driver 2)

ol

s|ieya@ uoneolddy pexi4 ¢-/-9
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6 Operation of the Safety I/O Block

® 1/0 Configuration Settings

The details of the 1/0 configuration settings are as follows.

Inputs
-> > i
T Device Test Output Mode ON O_FF delay | OFF .ON delay Dlsm:epancy
time time time
Si00/TO0 | Emergency stop switch (dual- | Test Output 0ms 0ms 500 ms
Si01/T01 | channel equivalent input) Test Output 0ms 0 ms
Si02/T02 | Safety light curtain Power Supply 0ms 0 ms 500 ms
Si03/T03 Standard Output 0ms 0ms
Si04/T04 | - Not Used - - -
Si05/T05 | - Not Used - - -
Si06/T06 | Reset switch Test Output 0ms 0 ms -
Si07/T07 | - Standard Output - - -
Si08/T08 | - Not Used - - -
Si09/T09 | - Not Used - - -
Si10/T10 | - Not Used - - -
Si11/T11 | - Not Used - - -
Input error latch signal: 1,000 ms
Outputs
EDM fi k
Output Device ec_edbac ON->OFF delay time | OFF->ON delay time
setting
S000/So01 | Dual-channel equivalent output (with | Unused 0 x 100 ms 0 x 100 ms
test pulse)
S002/So03 | Dual-channel equivalent output (with | Unused 0 x 100 ms 0 x 100 ms
test pulse)
Output error latch signal: 1,000 ms
Logic
Input Device Input type | Reset type | S000/So01 | S002/So003
Si00/Si01 | Emergency stop switch (dual-channel equivalent - Manual (Si06) | 0 0
input)
Si02/Si03 | Safety light curtain - Manual (Si06) | 1 0
Reset signal | Minimum ON pulse width [ms] | Maximum ON pulse width [ms]
Sio6 350 2,000

Power-on mode: Executing

Signature

Safety Configuration CRC (SCCRC): 519F5023

Safety Configuration Time Stamp (SCTS): 4D0C00000000
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6 Operation of the Safety 1/0 Block

® Connecting Line Diagrams
The connecting line diagram for the NXR-SXD1204-[1CJ[1 is shown below.

S1: Emergency stop switch

S2: Reset switch

SF1, SF2: Safety inputs of STO function of safety servo drive
M1, M2: Drive device

NXR-SXD1204-000

MM - 1
S1 Q P P
«H/_L 1] To0 1] To8 ||
‘:'Qr 2| Ssioo 2| Si08 |
I 3| GND 3| GND
,I|/@—|— 4| siot 4| Sio9 ||
I_—' 5| TO1 5| T09
| | o
Safety light curtain N
7
. [
Emitter | P2 P6 | §
) <
1 24 VIOV 1] To2 11 110 | _°>
- - S
2 Test input 2| sio2 2| sito =
3 0V/24V | 3| GND 3| GND | %’
4 | Communications line (+) | 4| sio3 2| st | 2
Detection distance
5 selection input and S| T03 5] T
communications line (-) | |
Receiver | 7 | o
P3 :
1 Reset input | | Driver 1 3
1] NC
2 24 VIOV L T T Se00 SE1+ <
2| Sio4 0 o
MUTE A/preset input/ | 3| GND 3| GND | SF1- % z
3 PSDI input/ -  {sFo+ =2
communications line (+) | 4| Sios 4 | So0t | §._
5| T05 5| GND SF2- S
4 |MUTE B/communications line (-) | | g
5 Control output 1 Safety servo drive %,i
6 Control output 2 | | Example: OMRON 1S-series
7 0V/i24 Vv | | R88D-1SAND-ECT
8 Auxiliary output S2 P4 P8 Driver 2/
—1| T06 11 NC
2| Si06 2| So02 SF1+
|[3] onD 3| GND H—{sF1- =0
| 4| Sio7 4| So03 | SF2+
5| TO7 5| GND SF2-
L - - - - _— 1

The connecting line diagram for the NXR-SXD1204B-CST is shown below.
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6 Operation of the Safety 1/0 Block

S1: Emergency stop switch

S2: Reset switch

SF1, SF2: Safety inputs of STO function of safety servo drive
M1, M2: Drive device

NXR-SXD1204B-CST

s1 Q '_ P1 s
1| T00 1] 108 | |
e 2| sioo 2| Sio8
I 3| GND 3| GND |
lE 2| sio1 4| siog | Driver 1
IS 5| To1 5| T09 SF1+
| 6| So00 —E SF1- 3&@
Safety light curtain 7| s001 SF2+
Emitter | P2 8| GND | SF2-
1 24V/I0V | 11 T02 |
2 Test input 2| sio2
3 ovi24v H3 oo |
4 |Communications line(+) | 4| sio3 |
Detection distance — 5] To3 .
5| selection input and | | Safety servo drive _
communications line (-) Example: OMRON 1S-series
o | | R88D-1SANC-ECT
1 Resatiu el [
2 24V/0V ] 2 s > sio
MUTE A/preset input/ | 3| GND 3| eND |
3 PSDI input/ | 4] sios 2| sin | Driver 2
communiscations line(+) 5| 105 5| 111 SF1+
4 [MUTE Bloomunications ne (- | 61 so02 _E SF1- %
5| Control output 1 | 7| s003 | SF2+
6 | Control output 2 s| aND SF2-
7 0v/24v — | |
8 | Auxiliary output S$2 —— P4
1] TO6
_|— 2| Sio6 |
[[3] enD |
41 Sio7
| 5| TO7 |
L - - - - _— 1
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® Precautions

|17[ Precautions for Correct Use

» Select the safety light curtains and emergency stop switches according to the safety requirement level of the sys-
tem.

* For the safety servo drives, select devices that can achieve the safety requirement level of the system without
using EDM.

» Test the functionality every six months to detect faults in the safety input circuits of the servo drives.

* The customer is responsible for attaining conformance of the entire system to standards.

* To detect electrical and mechanical failures, use a combination of redundant semiconductor output contacts and
redundant mechanical output devices.

suoneoiddy Keyes /-9
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I No. 2 Partial Stop + Entire Stop Application (With EDM)

Partial stop + entire stop application (with EDM) is an application to perform a partial stop using a safety light
curtain and an entire stop using an emergency stop switch. It is an application with external device monitoring
(EDM) added to partial stop + entire stop application.

® Overview of the Application

The details of the application are the same as for partial stop + entire stop application.

Safety category/PL/SIL | Specification
Safety category Up to Cat.4
PL Up to PLe
SIL Up to SIL3

@ Operation

The operation is the same as for partial stop + entire stop application.

® Timing Chart

The timing chart is shown below.

Emergency stop switch S1

Safety light curtain

|

Reset switch 52 ] ] ] ]
|
1

KM1, KM2

s M s O I

" EDM Error
1} roccurred

1 '/

EDM Feedback of KM1/KM2

EDM Feedback of KM3/KM4

1
1
1
1
o HEA
-
1!
I 1k i
T T
L 1l
LN

EDM feedback time
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@ |/O Configuration Settings

The details of the I/O configuration settings are as follows.

6 Operation of the Safety I/0O Block

Inputs
> > i
e Device Test Output Mode ON O_FF delay | OFF -ON delay Dlscrjepancy
time time time
Si00/TO0 | Emergency stop switch (dual- | Test Output 0ms 0ms 500 ms
Si01/T01 | channel equivalent input) Test Output 0ms 0ms
Si02/T02 | Safety light curtain Power Supply 0ms 0ms 500 ms
Si03/T03 Standard Output 0ms 0ms
Si04/T04 | - Not Used - - -
Si05/T05 | - Not Used - - -
Si06/T06 | Reset switch Test Output 0ms 0ms -
Si07/T07 | - Not Used - - -
Si08/T08 | EDM feedback Test Output 0ms 0ms -
Si09/T09 | - Not Used - - -
Si10/T10 | EDM feedback Test Output 0ms 0ms -
Si11/T11 | - Not Used - - -
Input error latch signal: 1,000 ms
Outputs
EDM feed-
Output Devi ON->OFF delay ti OFF->ON delay ti
utpu evice e e elay time elay time
So000/So01 | Dual-channel equivalent output (with Si08 0 x 100 ms 0 x 100 ms
test pulse)
S002/So03 | Dual-channel equivalent output (with Si10 0 x 100 ms 0 x 100 ms
test pulse)
Output error latch signal: 1,000 ms
Logic
Input Device Input type | Reset type | S000/So01 | S002/So003
Si00/Si01 | Emergency stop switch (dual-channel equivalent - Manual (Si06) | 0 0
input)
Si02/Si03 | Safety light curtain - Manual (Si06) | 1 0
Reset signal | Minimum ON pulse width [ms] | Maximum ON pulse width [ms]
Sio6 350 2,000

Power-on mode: Executing

Signature

Safety Configuration CRC (SCCRC): C54E34C8
Safety Configuration Time Stamp (SCTS): 4D0C00000000
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6 Operation of the Safety 1/0 Block

® Connecting Line Diagrams
The connecting line diagram for the NXR-SXD1204-[1CJ[1 is shown below.

S1: Emergency stop switch
S2: Reset switch

KM1, KM2, KM3, KM4: Contactor NXR-SXD1204-0000
M1, M2: Drive device [———— = 1
S1 Q P i KM1  KM2
,H/—‘— 1] Too 1| TO8 ZI
‘:'@r 2| Sioo 2| Sio8
I 3| GND 3] GND |
4!/§|— 4| siot 4] sioo ||
I_— 5| To1 5| T09
Safety light curtain | |
Emitter | P2 P6 |
1 24 /0 V | p T2 ] 10 KM3 KM4
2 Test input 2| sio2 2| sit0
3 0V/i24 Vv 3| GND 3| GND
4 | Communications line (+) | 4| sio3 4| si11 |
| Sommiondnce o[ o [
communications line (-) | |
Receiver | - 7 |
e e [fe]!
. | 2| sioa 2| So00 | | KM1 4_\'_\'
MUTE A/preset input/ 3| GND 3| GND |
3 PSDI input/ KM2\-\-
communications line (+) | 4] Sios 4 | S0t KM2 Qg
4 |MUTE B/communications line (-) | 2 10 S |
5 Control output 1
6 Control output 2 | |
7 ov/e2avVv | |
8 Auxiliary output S2 P4 P8
1| To6 1 NC
_'— 2| Sio6 2| So02 | Ve KM3 3}'\'\'
| 3| GND 3| GND KM4 \-\-
| 41 Sio7 4| So03 | T Qg
5[ TO7 5| GND
- - - _— _—

The connecting line diagram for the NXR-SXD1204B-CST is shown below.
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6 Operation of the Safety 1/0 Block

S1: Emergency stop switch
S2: Reset switch
KM1, KM2, KM3, KM4: Contactor

NXR-SXD1204B-CST

T 1
M1, M2: Drive device P5
S1 Q | P KM1  KM2
1
NN o ]
2| sioo 2| Sio8 |
I 3| GND 3| GND
el ] o)
: 5| T01 5| T09 KM2\ \ \
| 6| so00 H
Safety light curtain 7| So01
. | | [Km2] [kwm1
Emitter P2 8| GND
2 Test input M 2| sio2
3 0V/i24 Vv “I‘ 3| GND |
4 | Communications line (+) | 4| sio3 | 2
Detection distance M 5| To3 ®
5 selection input and a
communications line (-) | | ‘;':
]
S
Receiver | | =
P3 P6 8
1 Reset input | T 708 T 110 KM3 KM4 g-
2 24 VIOV )
| 2| sio4 2| Si10 jﬁl
MUTE A/preset input/ 3| GND 3| GND
3 PSDI input/ ) !
41 sSi1
communications line (+) | 4| Sio5 | KM3 |_ |_ |
51 T05 51 T11 31 \ \
4 |MUTE B/communications line (-) | 6| so002 ! KM4 -\ 3
5 Control output 1 7| so03 ﬁ
6 Control output 2 | 8| GND | KM4 | | KM3 é
7 0V/24V | | Z
8 Auxiliary output S2 P4 g
—'— 1| To6 | S
2| Sio6 )
|3] onD | )
| 4| Sio7 |
5| TO7
L - - - — _—

® Precautions

|E| Precautions for Correct Use

* Select the safety light curtains and emergency stop switches according to the safety request level of the system.
* Test the functionality every month to detect welded contactor contacts.
* The customer is responsible for attaining conformance of the entire system to standards.

* To detect electrical and mechanical failures, use a combination of redundant semiconductor output contacts and
redundant mechanical output devices.
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6 Operation of the Safety I/O Block

I No. 3 Worker and Robot Automatic Switching Application

Worker and robot automatic switching application is an application to perform automatic switching of the worker
and robot and perform an entire stop using an emergency stop switch and guard. It stops the robot as necessa-
ry to prevent contact between the worker and robot.

® Overview of the Application

At the production site, one drive device and one robot are running.

There is a workbench beside the robot. When the robot places a product on the workbench, a worker picks
up that workpiece from the opposite side.

Safety light curtains are installed on both sides of the workbench. It is dangerous if both the robot and worker
access the workbench at the same time, so the robot stops if both of the two pairs of safety light curtains are
interrupted. When that happens, the drive device at the back of the robot does not stop.

There is a guard for maintenance in the space where the drive device and robot are installed, and a safety
door switch is installed. If the worker opens the door, both the drive device and robot stop entirely.

If an abnormality has occurred, the worker presses an emergency stop switch. Both the drive device and ro-
bot stop entirely in that case as well.

Normal operation

Safety light curtain 1 Safety light curtain 2
[

Run E E
Run H H
@ [ Workbench
M2 L s
Drive device Robot : H
k - 5

/.

s Emergency stop switch

j Safety door switch Guard
S3

not pressed

Safety category/PL/SIL | Specifications
Safety category Up to Cat.3

PL Up to PLe

SIL Up to SIL3

6-38 Environment-resistive Remote Terminal NXR-S series Simple Logic Safety I1/0 Block for CIP Safety User’s Manual (W645)



6 Operation of the Safety I/0O Block

@ Operation

The specifications for operation using an input signal from each device is as follows.
When emergency stop switch S1 is pressed
* If emergency stop switch S1 is pressed, the power supply to drive device M1 and robot M2 is shut off im-

mediately.

» The power supply to robot M2 is retained in the shut-off state until the guard is closed, the light beam of
safety light curtain 1 or safety light curtain 2 enters, emergency stop switch S1 is released, and reset
switch S2 is pressed.

» The power supply to drive device M1 is retained in the shut-off state until the guard is closed, the emer-
gency stop switch S1 is released, and reset switch S2 is pressed.

When the guard is opened (emergency stop switch S1 is not pressed)

» The fact that the guard was opened is detected by safety door switch S3, and the power supply to drive
device M1 and robot M2 is shut off immediately.

* The power supply to robot M2 is retained in the shut-off state until the guard is closed, the light beam of
safety light curtain 1 or safety light curtain 2 enters, and reset switch S2 is pressed.

» The power supply to drive device M1 is retained in the shut-off state until the guard is closed and reset
switch S2 is pressed.

When the safety light curtain is interrupted (emergency stop switch S1 is not pressed and guard is

closed)
» When both safety light curtain 1 and safety light curtain 2 are interrupted, the power supply to robot M2 is

shut off immediately. Power continues to be supplied to drive device M1.

suoneoiddy Keyes /-9

» The power supply to robot M2 is retained in the shut-off state until the light beam of safety light curtain 1 or

safety light curtain 2 enters. 2
w
The operation in each situation is illustrated in the figures. g
Q.
In normal operation, one drive device M1 and one robot M2 are running. §
g
Normal operation ]
o
]
Safety light curtain 1 Safety light curtain 2 %,—’
Si02/Si03 Si04/Si05
F g g
Run
@ Workbench -
__ H H
Drive device Robot : :
S000/So001  S002/So03 0
N 9 0
N
j Safety door switch Guard > Emergency stop switch
Si08/Si09 sioossior released

When emergency stop switch S1 is pressed, both drive device M1 and robot M2 stop.
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6 Operation of the Safety I/O Block

Emergency stop switch pressed

Safety light curtain 1 Safety light curtain 2
Si02/Si03 Si04/Si05
[
Stop E E
| @
@ i Workbench -
M2 Lo 5
Drive device Robot : H
S000/So01  S002/So03 EI
] g |

/.

> Emergency stop switch
pressed

j Safety door switch Guard 3
Si08/Si09 sioo/sior O

If the guard is opened, both drive device M1 and robot M2 stop.

Guard opened

Safety light curtain 1 Safety light curtain 2
Si02/Si03 Si04/Si05
[ 4
Stop B ﬂ
= P o
@ ‘ Workbench -
M2 4 :
Drive device Robot : H
So000/So01  S002/So03 =
] = 5

j Safety door switch Guard Emergency stop switch
SI08/Si09 Si00/Si01

Drive device M1 and robot M2 both continue running even if one of the two pairs of safety light curtains is

released

interrupted.
One pair of safety light curtains is interrupted
Safety light curtain 1 Safety light curtain 2
Si02/Si03 Si04/Si05
[ 4
Run g E
@ | Workbench -
M2 L :
Drive device Robot H
So000/So01 ~ So002/So03 -
k i 5
N
j Safety door switch Guard s Emergency stop switch
Si08/Si09 sioossior O released
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6 Operation of the Safety I/O Block

Safety light curtain 1

One pair of safety light curtains is interrupted

Safety light curtain 2
Si04/Si05

Si02/Si03
) .
Run
Drive device
S000/So01  So002/So03 9

B

/.

j Safety door switch Guard
Si08/Si09

Si00/Si01

> Emergency stop switch
released

If both of the two pairs of safety light curtains are interrupted, robot M2 stops because there is the risk of
contact between the worker and robot M2. Drive device M1 continues running.

Si02/Si03

Two pairs of safety light curtains are interrupted

Safety light curtain 1

Safety light curtain 2
Si04/Si05

Robot
S002/So03

Drive device
S000/So01

j Safety door switch
Si08/Si09

sioo/sior U

S

r)\\j\\'\!l‘

Emergency stop switch
released
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6 Operation of the Safety I/O Block

® Timing Chart

The timing chart is shown below.

Emergency stop switch S1

Reset switch S2

Door switch S3

Safety light curtain 1

Safety light curtain 2

1
1
1
1
SF1, SF2 | | |
KM, KM2 |

m
o
<
m
®

@

o
o
o}

Q

QL
o

=3
x
=
=
<
N

EDM feedback time

® 1/O Configuration Settings

The details of the 1/0 configuration settings are as follows.

Inputs
Input Device Test Output Mode ON->0!:F de- OFF->9N de- Discr:epancy
lay time lay time time
Si00/T00 | Emergency stop switch (dual-chan- | Test Output 0 ms 0ms 500 ms
Si01/T01 | nel equivalent input) Test Output 0ms 0ms
Si02/T02 | Safety light curtain Power Supply 0 ms 0 ms 500 ms
Si03/T03 Standard Output 0 ms 0ms
Si04/T04 | Safety light curtain Power Supply 0 ms 0 ms 500 ms
Si05/T05 Standard Output 0O ms 0Oms
Si06/T06 | Reset switch Test Output 0ms 0ms -
Si07/T07 | - Standard Output - - -
Si08/T08 | Safety door switch (dual-channel Test Output 0ms 0ms 500 ms
Si09/T09 | equivalent input) Test Output 0ms 0Oms
Si10/T10 | EDM feedback Test Output 0ms 0ms -
Si1/T11 | - Not Used - - -
Input error latch signal: 1,000 ms
Outputs
Output Device EDM feedback |\ ~OFF delay time | OFF->ON delay time
setting
S000/So01 | Dual-channel equivalent output (with Unused 0 x 100 ms 0 x 100 ms
test pulse)
S002/So03 | Dual-channel equivalent output (with Si10 0 x 100 ms 0 x 100 ms
test pulse)

Output error latch signal: 1,000 ms

Logic
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6 Operation of the Safety I/0O Block

Input Device Input type Reset type | S000/So01 | S002/So03
Si00/Si01 | Emergency stop switch (dual-channel equivalent | - Manual (Si06) | 0 0
input)
Si08/Si09 | Safety door switch (dual-channel equivalent in- - Manual (Si06) | 0 0
put)
Si02/Si03 | Safety light curtain 2 Input (OR) | Auto 1 0
Si04/Si05 | Safety light curtain

Reset signal | Minimum ON pulse width [ms] | Maximum ON pulse width [ms]
Sio6 350 2,000

Power-on mode: Executing

Signature
Safety Configuration CRC (SCCRC): F63EF4B6
Safety Configuration Time Stamp (SCTS): 4D0C00000000
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6 Operation of the Safety 1/0 Block

® Connecting Line Diagrams
The connecting line diagram for the NXR-SXD1204-[1CJ[1 is shown below.

S1: Emergency stop switch

S2: Reset switch

S3: Safety door switch

SF1, SF2: Safety inputs of STO function of safety servo drive
KM1, KM2: Contactor

Safety light curtain 1 M1: Drive device
Emitter M2: Robot
1 24 V0V NXR-SXD1204-0100
2 Test input $1 r o1 o 1 S3
I
2 vy ] 4,;/ | 1] TOO 1| To08
4 | Communications line (+) | @ @
- - } {2 | Sioo 2| Si08
Detection distance | |
5 selection input and | 3| GND 3| GND
communications line (-) ﬁl/@_‘, 4| sio1 4| sio9 E
|
- 51 TO1 5| T09
Receiver | |
1 Reset input
2 24 VoV | |
MUTE A/preset input/ | P2 PG |
3 PSDI input/ KM1  KM2
communications line (+) I 1] TO2 11 T10
4 |MUTE B/communications line (-) | 2] sio2 2| Sio |
3| GND
5 Control output 1 3| GND
{ i 4| Si
6 Control output 2 r | 4 Sios |
7 0V/24 v | 5| TO3 51 T11 |
8 Auxiliary output
Safety light curtain 2 | | Safety servo drive
Emitter Example: OMRON 1S-series
1 24 V[0V | P3 P7 | R88D-1SAND-ECT
2 Test input | 1] T04 1] NC |
3 0V/i24 Vv _I 2| Sio4 2| So00 [——SF1+
4 | Communications line (+) " i 3| GND 3] GND | SF1- 3@)
Detection distance 7] 4] Sio5 4| So01 SF2+
5 selection input and i L5 | T05 5| GND |——{sF2-
communications line (-)
Receiver
1 Reset input S2 | P4 P8 |
2 24 VIOV v — 1| T06 11 NC | | |
. 2| Sio6 2| So02 KM1 \-\-
MUTE Alpreset input/ KM1
3 PSDI input/ - | 3| GND 3| GND KM2 \-\-
communications line (+) 41 sio7 4| So003 D
4 |MUTE B/communications line (-) | 5] To7 5| GND
5 Control output 1 u L o
6 Control output 2 —
7 0V/24V —
8 Auxiliary output
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6 Operation of the Safety 1/0 Block

The connecting line diagram for the NXR-SXD1204B-CST is shown below.

S1: Emergency stop switch

S2: Reset switch

S3: Safety door switch

SF1, SF2: Safety inputs of STO function of safety servo drive
KM1, KM2: Contactor

Safety light curtain 1 MA1: Drive device

Emitter M2: Robot
[ 2aviov oo DmEeomeest
- S1 S3
2 Test input Q P1 P5 |
3 0v/24V ]
11 TOO 1| TO08 @
4 |Communications line(+) @ 5| sioo 5| sios ::3:\
Detection distance | 3| onD 3| GND |
5| selection input and | - - |
41 Sio1 41 Si09 @
communications line (-) I @ !
51 TO1 5| T09 | o
R H 1
ecelv?r 5| So00 SF1+ ;
1 Reset input | 7| s001 _|_| SF1- %
24V/0V 3: ) <
2 8| anp SFo+ >
1
MUTE A/preset input/ | | I— SF2- 2
3 PSDI input/ P2 5
inpu
| . =
communiscations line(+) ] T02 | Safety servo drive %
—— 2] Si02 Example: OMRON 1S-series
4 |MUTE Bloomunications fine (-) | |
3| GND R88D-1SAND-ECT
51 Control output 1
r — 4| Sio3 |
6 | Control output 2 |
5| TO3
7 ov/24v | |
»
8 Auxiliary output :\‘
- - P6 &
Safety light curtain 2 | | KM1 KM2 o
Emitter 11 T10 [— 2
1 24v/iov | P3 2| si10 ﬁ Z
2 Test input —| | 1| To4 3| GND g
3 0v/24V 2| Sio4 41 SiM | S
o
4 |Communications Iine(+)—| " i 3| GND 5| T11 KM | | | o
Detection distance Ay 4| sios 6| So02 \ \ \1 »
5] selection input and M I 5| T05 7| So03 I o M2
communications line (-) | 8 | GND
Receiver
S2 P4
1 Reset input | |
v 11 To6
2 24v/ovV |
2| Sio6
MUTE A/preset input/ ] | 3| GND |
3 PSDI input/ 4| sio7
communiscations line(+) | 51 107 |
4 |MUTE B/comunications line (-)
5 Control output 1 i L - - - - - — 4
6 | Control output 2 T
7 0v/24v
8 Auxiliary output
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6 Operation of the Safety I/O Block

® Precautions

|ﬂ Precautions for Correct Use

6-46

Select the devices to connect according to the safety request level of the system.

For the safety servo drives, select devices that can achieve the safety requirement level of the system without
using EDM.

Test the functionality every month to detect welded contactor contacts.
Test the functionality every six months to detect faults in the safety input circuits of the servo drives.
The customer is responsible for attaining conformance of the entire system to standards.

To detect electrical and mechanical failures, use a combination of redundant semiconductor output contacts and
redundant mechanical output devices.

Refer to ISO 14119:2013 for additional measures to minimize the possibility of interlocking devices associated
with guards from being disabled.
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6 Operation of the Safety 1/0 Block

Operating Modes

This section describes the operating modes of the Safety 1/O Block.

6-8-1

Operating Mode Types

The Safety 1/0O Block has the following operating modes.
The operating mode can be confirmed from the MS indicator or operating status monitor of the Web UI.

X Display | MS indi-
Operating . . . . L .
mode in the cator Operations in remote 1/O mode Operations in simple logic mode
Web UI status
Operating sta- | Executing | Lit green | Status while Safety 1/0 Block is operat- Status while Safety 1/0 Block is oper-
tus ing ating
(Executing) All functions are operating, and normal All functions are operating, and nor-
operation is being performed. mal operation is being performed.
The statuses of the main safety functions | The statuses of the main safety func-
in this status are as follows. tions in this status are as follows.
* Logic function: Disabled * Logic function: Executing
¢ CIP Safety communications: Connec- | ¢ CIP Safety communications: Com-
tion established munications are possible
» Safety input: Enabled » Safety input: Enabled
» Safety output: Enabled » Safety output: Enabled
If a CIP Safety connection is opened in Transitions to this status if the operat-
the operation standby status (idle), the ing status is instructed from the oper-
status transitions to this status. ating mode change function in the op-
eration standby status (idle).
Operation Idle Flashing | Status where the safety configuration is | Status where the safety configuration
standby status green completed, and waiting to transition to is completed, and waiting to transition
(Idle) the operating status (executing). to the operating status (executing).
The statuses of the main safety functions | The statuses of the main safety func-
in this status are as follows. tions in this status are as follows.
* Logic function: Disabled * Logic function: Stopped
* CIP Safety communications: Waiting * CIP Safety communications: Com-
to establish connection munications are possible
» Safety input: Enabled » Safety input: Enabled
» Safety output: Clear » Safety output: Clear
If the CIP Safety connections are all dis- | Transitions to this status if the opera-
connected in the operating status (exe- tion standby status is instructed from
cuting), the status transitions to this sta- | the operating mode change function
tus. in the operating status (executing).
TUNID setting | Waiting Flashing | Status where the TUNID is not set
wait status for TUNID | green The software settings of the IP address can be configured in this status.
(Waiting for and red
TUNID)
Configuration | Configur- | Flashing | Status where the TUNID settings are completed, and the safety configuration is
wait status ing green not configured
(Configuring) and red
Operation Abort Flashing | Nonfatal error is occurring
aborted error red
(Abort)
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6 Operation of the Safety I/O Block

. Display | MS indi-
Operating . . . . L. .
in the cator Operations in remote I/O mode Operations in simple logic mode
mode
Web Ul status
Critical fault Critical Lit red A critical fault is occurring
(Critical Fault) | Fault All functions stop, and transitions to a safe state.
Initializing Self-Test- | Flashing | Status where executing the self-diagno- | -
(Self-Testing) | ing green sis required to guarantee the safety func-
andred | tions
IP address in- | Web Ul Not lit Status where executing IP address indi- | -
dication access is cation function
(IP Address not possi-
Display) ble
1/O wiring Reading Not lit Status where executing I/0O wiring check- | -
checking is not ing function
(I/0 Wiring possible
Checking) Web Ul
access is
not possi-
ble
6-8-2 Functions Executable in Each Operating Mode
The possibility of executing each function in each operating mode is as follows.
Normal operating modes Special modes
TUNID | Config- IPad- | 1/O wir-
. ) i Opera- Opera- . dress ing
Initial- | setting | uration i Operat- ] Critical | | |
.. . . tion . tion indica- | check-
. izing wait wait ing sta- fault i .
Function stand- abort- . tion ing
(Self- status | status tus (Criti-
. by sta- ed er- (IP Ad- (Vo
Test- (Wait- (Con- (Exe- cal -
ing) ing for | figur tus cuting) ror Fault) dress | Wiring
9 9 '9 (Idle) 91 (Abort) Dis- | Check-
TUNID) ing) i
play) ing)
CIP Safety communications | Not Not Not Possi- Possi- Not Not Not Not
possi- possi- possi- ble ble possi- possi- possi- possible
ble ble ble ble ble ble
EtherNet/IP communications | Not Not Not Possi- Possi- Not Not Not Not
possi- possi- possi- ble ble possi- possi- possi- possible
ble ble ble ble ble ble
CIP message communica- Not Possi- | Possi- | Possi- | Possi- | Possi- | Not Not Not
tions possi- ble ble ble ble ble possi- possi- possible
ble ble ble
Access from the Web Ul Not Possi- Possi- Possi- Possi- Possi- Not Not Not
possi- ble ble ble ble ble possi- possi- possible
ble ble ble
Safety input function Not Not Not Possi- | Possi- | Possi- | Not Not Possi-
possi- possi- possi- ble ble ble possi- possi- ble*1
ble ble ble ble ble
Test output function Not Not Not Possi- Possi- Possi- Not Not Possi-
possi- possi- possi- ble ble ble possi- possi- ble*
ble ble ble ble ble
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6 Operation of the Safety I/0O Block

Normal operating modes Special modes
TUNID | Config- IPad- | /O wir-
. i ) Opera- Opera- . dress ing
Initial- | setting | uration . Operat- i Critical | | .
.. . . tion . tion indica- | check-
Function izing wait wait stand- ing sta- abort- faL-llf tion o
(Self- | status | status tus (Crriti-
Test- | Wait- | (Con- | P 5% | (Exe- | ®9°" | cai | UPAd-| (IO
ing) ing for | figur- tus cuting) ror Fault) dress | Wiring
. (Idle) (Abort) Dis- Check-
TUNID) ing) .
play) ing)
Safety output function Not Not Not Not Possi- Possi- Not Not Possi-
possi- possi- possi- possi- ble ble possi- possi- ble*
ble ble ble ble ble ble
IP address setting function Not Possi- Not Not Not Not Not Not Not
possi- ble possi- possi- possi- possi- possi- possi- possible
ble ble ble ble ble ble ble
Power OFF function for Not Possi- Possi- Possi- Possi- Possi- Not Not Not
through-wiring output possi- ble ble ble ble ble possi- possi- possible
ble ble ble i
Simple logic function Not Not Not Not Possi- Not Not Not Possi- .°°
possi- possi- possi- possi- ble*2 possi- possi- possi- ble* g_
ble ble ble ble ble ble ble 2
I/O wiring checking function | Not Not Not Not Not Not Not Not Possi- §
possi- possi- possi- possi- possi- possi- possi- possi- ble §
ble ble ble ble ble ble ble ble
IP address indication func- Not Not Not Not Not Not Not Possi- Not
tion possi- possi- possi- possi- possi- possi- possi- ble possible
ble ble ble ble ble ble ble
Backup of backup function Not Not Not Possi- Possi- Not Not Not Not g
possi- possi- possi- ble ble possi- possi- possi- possible ﬁ
ble ble ble ble ble ble §
Verification of backup func- | Not Possi- | Possi- | Possi- | Possi- | Possi- | Not Not Not §'
tion possi- ble ble ble ble ble possi- possi- possible E—.
ble ble ble g
Restoration of backup func- | Not Possi- Possi- Possi- Possi- Possi- Not Not Not g
tion possi- | ble ble ble*3 ble*3 ble possi- | possi- | possible g
ble ble ble m
Firmware update function Not Possi- | Possi- | Possi- | Possi- | Possi- | Not Not Not %
possi- ble ble ble*3 ble*3 ble possi- possi- possible B
ble ble ble =
Changing the safety pass- Not Possi- | Possi- | Possi- | Possi- | Possi- | Not Not Not 2
word possi- ble ble ble ble ble possi- possi- possible %
ble ble ble
Operating mode change Not Not Not Possi- Possi- Not Not Not Not
function possi- possi- possi- ble ble possi- possi- possi- possible
ble ble ble ble ble ble
Configuration lock function Not Not Not Possi- Possi- Possi- Not Not Not
possi- possi- possi- ble ble ble*4 possi- possi- possible
ble ble ble ble ble
Restart function Not Possi- Possi- Possi- Possi- Possi- Not Not Not
possi- | ble ble ble*3 ble*3 ble possi- | possi- | possible
ble ble ble
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Normal operating modes Special modes
IPad- | I ir-
TUNID | Config- ad- | /O wir
. ) X Opera- Opera- . dress ing
Initial- | setting | uration i Operat- . Critical | | |
. . . tion . tion indica- | check-
. izing wait wait ing sta- fault i .
Function stand- abort- . tion ing
(Self- | status | status tus (Crriti-
. by sta- ed er- (IP Ad- (Vo
Test- (Wait- (Con- (Exe- cal -
ing) ing for | figur tus cuting) ror Fault) dress | Wiring
9 9 9 (Idle) 91 (Abort) Dis- | Check-
TUNID) ing) .
play) ing)
Clear all memory function Not Possi- Possi- Possi- Possi- Possi- Not Not Not
possi- | ble ble ble*3 ble*3 ble possi- | possi- | possible
ble ble ble

*1. Operates with 1/O wiring checking dedicated settings.

*2. In remote I/O mode, the simple logical processing functions do not operate.
*3.  Not possible while the CIP Safety communications connection is established.
*4. Unlocking of the configuration only is possible.

6-8-3 Web Ul Functions Executable in Each Operating Mode

The possibility of executing each Web Ul function in each operating mode is as follows.

Operating mode

TUNID .
i Config-
se.ttmg uration O;.)era- .Operat- Or-)era-
Screen Function wait sta- wait sta- tion ing sta- tion
tus tus standby tus aborted
(Waiting (Config- status | (Execut- | error
for TU- V) (Idle) ing) (Abort)
NID)
Operating Status Monitor Operating status monitor Possible | Possible | Possible | Possible | Possible
screen
I/O Monitor screen I/O monitor Possible | Possible | Possible | Possible | Possible
Current Error/Event Log screen | Display current error Possible | Possible | Possible | Possible | Possible
Event log display and file out- Possible | Possible | Possible | Possible | Possible
put
Clear event log Possible | Possible | Possible | Possible | Possible
Production Information screen Display production information | Possible | Possible | Possible | Possible | Possible
TCP/IP Settings screen Write TCP/IP settings Possible | Not pos- | Not pos- | Not pos- | Not pos-
sible sible sible sible
Read TCP/IP settings Possible | Possible | Possible | Possible | Possible
TUNID Settings screen Write TUNID Possible | Not pos- | Not pos- | Not pos- | Not pos-
sible sible sible sible
Read TUNID Possible | Possible | Possible | Possible | Possible
Safety Application Settings Display safety application set- Possible | Possible | Possible | Possible | Possible
screen tings

Write and delete safety applica- | Possible | Possible | Possible | Possible | Possible
tion settings

Automatic Clock Adjustment Write automatic clock adjust- Possible | Possible | Possible | Possible | Possible
Settings screen ment settings
Read automatic clock adjust- Possible | Possible | Possible | Possible | Possible

ment settings
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Operating mode

TUNID .
setting Cor:.flg- Opera- | Operat- | Opera-
Screen Function wait sta- v:::t 'sc::_ tion ing sta- tion
tus tus standby tus aborted
(Waiting (Config- status (E).(ecut- error
for TU- e (Idle) ing) (Abort)
NID)
Change Operating Mode Change operating mode Not pos- | Not pos- | Possible | Possible | Not pos-
screen sible sible sible
Configuration Lock screen Lock the configuration Not pos- | Not pos- | Possible | Possible | Not pos-
sible sible sible
Unlock the configuration Not pos- | Not pos- | Possible | Possible | Possible
sible sible
Restart screen Restart Possible | Possible | Possi- Possi- Possible
ble" ble"™
Memory All Clear screen Clear all memory Possible | Possible | Possi- Possi- Possible
ble" ble"
Backup Backup Not pos- | Not pos- | Possible | Possible | Not pos-
sible sible sible
Verify Possible | Possible | Possible | Possible | Possible
Restore Possible | Possible | Possi- Possi- Possible
ble™ ble™
Send General CIP Command Send general CIP command Possible | Possible | Possible | Possible | Possible
screen
Unit Identification screen Identify Unit Possible | Possible | Possible | Possible | Possible
Communications Cable Diag- Diagnose communications ca- | Possible | Possible | Possible | Possible | Possible
nosis screen ble
Safety Password Setting Set safety password Possible | Possible | Possible | Possible | Possible
screen
Update Firmware screen Update firmware Possible | Possible | Possi- Possi- Possible
ble™ ble™

*1.  Not possible while the CIP Safety communications connection is established.

6-8-4

Operating Mode Changing and Power-on Mode

When the safety application to be used is a fixed application, user-defined application, or add-on application,
you need to change the operating mode to switch between executing and stopping the logic function.
Refer to 7-16 Changing the Operating Mode on page 7-95 for the procedure to change the operating mode
using Sysmac Studio or the Web UI.
In addition, you can specify the operating mode at power-on in the settings of the safety application.
The differences in operation depending on the power-on mode are as follows:

Power-on
mode

Operation

Executing .

The status becomes Operating status at power-on, and the logic function is executed automatically.

» Since the power-on mode of a fixed application is set to Executing, startup is in the Operating status when
the power is turned ON again while TUNID is set.

* The status transitions to Operating status immediately after configured using Type1 Safety Open with the
user-defined application.
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6 Operation of the Safety I/O Block

Power-on .
Operation
mode
Idle * The status becomes Operating wait status at power-on, and startup is with the logic function in the stop-
ped state.
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Safety I/0O Block Settings

This chapter describes the various settings of the Safety I/O Block.

7-1  Setting ProCedure ..........ciiiiiiiiiiicccccceeeeer s s s sssssnr s e e e e s mmnnnenes 7-3

7-1-1 Setting Procedure of Configuration for the Safety Controller to Per-
form Control (Configuration Using Type 1 Safety Open)........cccccceviieiiiinnennen. 7-3

7-1-2 Setting Procedure of Configuration for the Safety Controller to Per-
form Control (Configuration Using the Web Ul)..........ccccooiiiiiiiiiii 7-6

7-1-3 Setting Procedure of Configuration for the Safety I/O Block to Per-
form Control Using a Preset Safety Application ...........cccccoociiiiiiiiiieiiee e, 7-9

7-1-4 Setting Procedure of Configuration (Centralized Management Type)

for the Safety 1/0O Block to Perform Control Using a Safety Application
Designed DY @ USEr........ooi i 7-11

7-1-5 Setting Procedure of Configuration (Distributed Management Type)

for the Safety 1/0 Block to Perform Control Using a Safety Application
Designed DY @ USEr .. ..ot 7-14
7-2  Overview of the Web Ul ..o 717
7-2-1 Various Specifications of the Web Ul ...........ccciiiiec e 7-17
7-2-2 Operation Authorities of the Web Ul...........ccooiiiiiiieceee 7-17
7-2-3 Screen Configuration of Web Ul.... ... 7-17
7-2-4 Main MENU LiSt ... 7-18
7-2-5 Web Ul Startup ProCedUre .............cooiiiiiiieiiiiiiie e 7-21
7-2-6 o o [ o P PRSP 7-22
7-2-7 LOGOUL <. 7-24
7-2-8 Precautions for Initial LOGiN ..........cooiiiiiiiiic e 7-24
7-3  CIP Safety Communications Settings .........cccccvvmriiiiiimnnininsnn s 7-27
7-3-1 Connection Settings for CIP Safety Communications............ccccoevcveeieennns 7-27
7-3-2 Exporting and Importing the Settings of the Safety 1/0 Block ....................... 7-36
7-4  EtherNet/IP Communications Settings...........cccccvvvmmrniinnninnnnnennne, 7-38
7-4-1 Setting Tag Data Link Communications ............cocceiiiiiieiiiie e 7-38
7-4-2 LLDP FUNCHON.....ceitti ettt e 7-42
7-5 Safety Input Functions Settings .........ccccevcmiiiiiismn s 7-44
7-5-1 Setting Procedure for Safety Input FUNCHiONS...........oooveiiiiiieeceeee 7-44
7-5-2 Setting Procedure for Standard Output Functions ............ccccceeeveiiieeeceinns 7-47
7-6  Setting Safety Output Functions ..........cccccmmriiriiii s e 7-50
7-6-1 Safety Output Function Setting Procedure...........ccccooveiiiiiiiiiiiiiiiccieee 7-50
7-7 Logic Function Settings ......cccoeiiiiiiiiiiiiirre e 7-53
7-7-1 Logic Setting Procedure ......... ..o 7-53
7-7-2 Displaying the Parameter List ... 7-58
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7-2

7-7-3 Examples of Abnormal Operations of Input Devices That Should Be

CONSIABIEA ...t 7-59

7-8 Setting the Safety Sighatures ... s 7-63
7-9 Create the safety application file..........ccccovommrmriis e s 7-65
7-9-1 Registration of Safety I/O BIOCK .........cccceiiiiiiiiiiiii e 7-65
7-9-2 Safety Application Settings.........cccooiiiiiiiiii 7-66
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7 Safety 1/0O Block Settings

Setting Procedure

The setting procedure of the Safety 1/0 Block differs depending on the safety control system.
Refer to 7-3-1 Safety Control System on page 1-4 for details on safety control system configurations.

|H Precautions for Correct Use

If the settings of the Safety I/O Block are changed in Sysmac Studio, execute a synchronization transfer to apply the
setting information of Sysmac Studio to the Safety I/O Block. Refer to Sysmac Studio Version 1 Operation Manual (Cat.
No. W504) for details on synchronization transfer of Sysmac Studio.

7-11

Setting Procedure of Configuration for the Safety Controller to

Perform Control (Configuration Using Type 1 Safety Open)

The following shows the setting procedure of the configuration for the safety controller to perform control (con-

figuration using Type 1 Safety Open).

The procedure before installation and wiring is as follows:

Ste Support
Setting item software Description Reference
B to use

1 Set the CIP Safety | Sysmac Configure the settings for CIP Safety communica- 7-3 CIP Safety Commu-

communications Studio tions between a safety controller and Safety /O nications Settings on
Block in a project file of Sysmac Studio. page 7-27
Select Configure Target Device (Type1) for the
open type.

2 Set the Sysmac Configure the settings for EtherNet/IP communica- 7-4 EtherNet/IP Commu-
EtherNet/IP com- | Studio tions between a standard controller and Safety 1/0 nications Settings on
munications Block in a project file of Sysmac Studio. page 7-38

3 Set the safety ap- | Sysmac Configure the safety application settings in a project | 7-9-2 Safety Application
plication Studio file of Sysmac Studio. Settings on page 7-66

Select 00: Remote 1/0 mode.

4 Set the safety I/O | Sysmac Configure the I/O configuration settings for the Safe- | 7-5 Safety Input Func-

functions Studio ty I/0O Block in a project file of Sysmac Studio. tions Settings on page

7-44
7-6 Setting Safety Output
Functions on page 7-50

The procedure after installation and wiring is as follows:

Ste Support
Setting item software Description Reference
. to use

5 Set the IP address | Sysmac Configure the IP address settings of the Safety /O 7-10 Setting IP Address-
Studio™ Block. es on page 7-71

6 Select the safety | - Set both SETTING rotary switches SW1 and SW2 of | 7-12 Selecting the Safety

application the Safety I/O Block to 0. Application on page
7-83

7 Restart Sysmac Restart the Safety I/O Block. 7-13 Restart on page
Studio™ 7-84

8 Set the TUNID Sysmac Configure the TUNID settings of the Safety I/O 7-11 TUNID Settings on
Studio™ Block. page 7-78
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7 Safety 1/0O Block Settings

Ste Support
Setting item software Description Reference
S to use
9 Configure Sysmac Download a project file of Sysmac Studio and config- | 7-14 Configuration on
Studio ure the safety controller and standard controller. page 7-87
The Safety 1/0O Block is configured by the safety con-
troller when a Type1 Safety Open connection is es-
tablished between the safety controller and the Safe-
ty 1/0 Block.
10 Set automatic Sysmac Configure the settings for automatic clock adjustment | 7-15 Setting the Auto-
clock adjustment | stydio™ of the Safety 1/0O Block. matic Clock Adjustment
on page 7-91
11 Check the opera- | - Verify all I/0 wiring and the operation of the program | -
tion to check that the Safety 1/0 Block operates as in-
tended.
12 Lock the configu- | Sysmac Execute safety validation of the safety control system | 7-17 Configuration Lock
ration Studio™ to check that the setting values are correct. on page 7-99
After the check, execute locking of the configuration.
After executing locking of the configuration, setting
values of the Safety 1/0 Block cannot be changed
until the configuration is unlocked.
13 Set the safety Sysmac Configure the settings of the safety password for the | 7-18 Setting the Safety
password Studio™ Safety 1/0 Block. Password on page 7-104
14 Back up Web Ul Create a backup file of the Safety 1/0 Block. 7-19 Backup on page
7-108
*1. The settings can also be configured using the Web Ul.

7-4
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Standard controller Safety controller

9. Configure
(When a Type1 Safety Open
connection is established between
the safety controller and Safety
1/0 Block, the Safety 1/0 Block is
configured by the safety control-
ler)

9. Configure
(Download a project file of
Sysmac Studio to the safety 5. Set the IP address
controller and standard - 7. Restart
controller) - O 8. Set the TUNID
Ethernet switch 10. Set automatic clock adjustment
12. Lock the configuration
13. Set the safety password

Sysmac Studio

1. Set the CIP Safety
communications

2. Set the EtherNet/IP
communications

3. Set the Safety application

4. Set the safety 1/0 functions

/
[14. Back up

ainpasold Bumes -/
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7 Safety 1/0 Block Settings

7-1-2

Setting Procedure of Configuration for the Safety Controller to
Perform Control (Configuration Using the Web Ul)

The following shows the setting procedure of the configuration for the safety controller to perform control (con-

figuration using the Web Ul).

The procedure before installation and wiring is as follows:

Ste Support
Setting item software Description Reference
s to use
1 Create Create the safe- | Sysmac Create a project file for exporting a safety appli- | 7-9 Create the safety
the re- ty application Studio cation file. application file on
mote I/O | file Execute exporting of the safety application file | page 7-65
mode with this project file.
safety ap- For this safety application file, define only the
plication*! I/O configuration settings.
2 Create a | Setthe CIP Sysmac Configure the settings for CIP Safety communi- | 7-3 CIP Safety Com-
project file | Safety commu- | Studio cations between a safety controller and Safety | munications Settings
for a safe- | nications I/0O Block in a project file of Sysmac Studio. on page 7-27
ty pro- For the open type, select Check Safety
gram of Signature (Type2a).
3 the safety | Set the Ether- Sysmac Configure the settings for EtherNet/IP commu- | 7-4 EtherNet/IP Com-
control- Net/IP commu- | Studio nications between a standard controller and munications Settings
ler™ nications Safety 1/0 Block in a project file of Sysmac Stu- | on page 7-38
dio.
4 Set the safety Sysmac Configure the safety application settings in a 7-9-2 Safety Applica-
application Studio project file of Sysmac Studio. tion Settings on page
Select 00: Remote 1/0 mode. 7-66
5 Set the safety Sysmac Configure the settings for the safety signatures | 7-8 Setting the Safety
signatures Studio in a project file of Sysmac Studio. Signatures on page
Enter the SCCRC and SCTS recorded in 7-63
7-9-5 Exporting a Safety Application File on
page 7-68.

*1. Create separate project files for the export of the safety application file and for the safety program of the safety control-
ler.

The procedure after installation and wiring is as follows:
To set the safety controller, use the project file for the safety program.

Ste Support
Setting item software Description Reference
s to use
6 Set IP address Web Ul | Configure the IP address settings of the Safety | 7-10 Setting IP Ad-
I/O Block. dresses on page
7-71
7 Configure (Safety I/O Block | Web Ul Configure the Safety I/O Block by using the 7-14-2 Configuration
side) Web Ul to download a safety application file to | of Safety I/O Block on
the Safety I/O Block. page 7-87
Use a safety application file for remote 1/0
mode. A safety application file for an add-on
application cannot be used.
8 Select the safety application | - Set both SETTING rotary switches SW1 and 7-12 Selecting the
SW?2 of the Safety I/0 Block to 0. Safety Application on
page 7-83
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Ste Support
Setting item software Description Reference
8 to use
9 Restart Web UI"1 | Restart the Safety 1/0O Block. 7-13 Restart on page
7-84

10 | Setthe TUNID Web UI* | Configure the TUNID settings of the Safety I/O | 7-11 TUNID Settings
Block. on page 7-78

11 Configure (safety controller | Sysmac Download a project file of Sysmac Studio and 7-14-1 Configuring the

and standard controller Studio configure the safety controller and standard Safety Controller on
sides) controller. page 7-87
12 | Set automatic clock adjust- | wep U™ | Configure the settings for automatic clock ad- 7-15 Setting the Auto-
ment justment of the Safety I/O Block. matic Clock Adjust-
ment on page 7-91
13 | Change the operating Web UI* | Change the operating mode of the Safety 1/0 7-16 Changing the
mode*2 Block to Executing. Operating Mode on
page 7-95

14 | Check the operation - Verify all I/0 wiring and the operation of the -
program to check that the Safety 1/0 Block op-
erates as intended.

15 | Lock the configuration Web Ul | Execute safety validation of the safety control 7-17 Configuration
system to check that the setting values are cor- | Lock on page 7-99
rect.

After the check, execute locking of the configu-
ration.

After executing locking of the configuration, set-
ting values of the Safety I/O Block cannot be
changed until the configuration is unlocked.

16 | Set the safety password Web UI* | Configure the settings of the safety password 7-18 Setting the Safe-
for the Safety 1/0 Block. ty Password on page

7-104
17 | Back up Web Ul Create a backup file of the Safety I/O Block. 7-19 Backup on page
7-108
*4. The settings can also be configured using Sysmac Studio.

*2.
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7 Safety 1/0 Block Settings

Standard controller Safety controller

11. Configuration
(Download a project file of
Sysmac Studio to the safety
controller and standard —_—
controller)

2. Set the CIP Safety Sysmac Studio
communications
3. Set the EtherNet/IP

communications

Safety applications
(Safety application files)

4. Set the safety application
5. Set the safety signature Safety 1/0 Block

6. Set the IP address
7. Configure
(Download a safety application file
to the Safety I/O Block using
the Web UlI)
9. Restart
10. Set the TUNID
12. Set automatic clock adjustment
13. Change the operating mode
15. Lock the configuration
16. Set the safety password
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7 Safety 1/0O Block Settings

Setting Procedure of Configuration for the Safety 1/O Block to
Perform Control Using a Preset Safety Application

The following shows the setting procedure of the configuration for the Safety I/O Block to perform control using
a preset safety application.
The procedure before installation and wiring is as follows:

Ste Support
Setting item software Description Reference
. to use

1 Set the CIP Safety | Sysmac Configure the settings for CIP Safety communica- 7-3 CIP Safety Commu-

communications™ | Studio tions between a safety controller and Safety 1/0 nications Settings on
Block in a project file of Sysmac Studio. page 7-27
For the open type, select Check Safety Signature
(Type2a).

2 Set the Sysmac Configure the settings for EtherNet/IP communica- 7-4 EtherNet/IP Commu-
EtherNet/IP com- | Studio tions between a standard controller and Safety 1/0 nications Settings on
munications*2 Block in a project file of Sysmac Studio. page 7-38

3 Set the safety ap- | Sysmac Configure the safety application settings in a project | 7-9-2 Safety Application
plication™ Studio file of Sysmac Studio. Settings on page 7-66

Select the fixed application to use.
*1.  When not using a safety controller, these settings are not required.

*2.

When not using a standard controller, these settings are not required.

The procedure after installation and wiring is as follows:

Ste Support
Setting item software Description Reference
g to use
4 Set the IP ad- Web UJ*2 Configure the IP address settings of the Safety 1/0 7-10 Setting IP Address-
dress™ Block. es on page 7-71
5 Set the TUNID Web UJI*2 Configure the TUNID settings of the Safety 1/0 7-11 TUNID Settings on
Block. page 7-78
6 Select the safety | - Set both SETTING rotary switches SW1 and SW2 of | 7-12 Selecting the Safety
application the Safety I/O Block to one of the numbers 7-3 of the | Application on page
safety application (fixed application) to be used. 7-83
7 Restart Web UJ*2 Restart the Safety 1/0 Block. 7-13 Restart on page
7-84
8 Configure™3 Sysmac Download a project file of Sysmac Studio and config- | 7-14-1 Configuring the
Studio ure the safety controller and standard controller. Safety Controller on
Configuration of the Safety 1/0 Block is not required. | page 7-87
9 Set automatic Web UI*2 Configure the settings for automatic clock adjustment | 7-15 Setting the Auto-
clock adjustment of the Safety 1/0 Block. matic Clock Adjustment
on page 7-91
10 Check the opera- | - Verify all /O wiring and the operation of the program | -
tion to check that the Safety I/O Block operates as in-
tended.
11 Lock the configu- | web UI*2 Execute safety validation of the safety control system | 7-17 Configuration Lock

ration

to check that the setting values are correct.

After the check, execute locking of the configuration.
After executing locking of the configuration, setting
values of the Safety I/0 Block cannot be changed
until the configuration is unlocked.

on page 7-99
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7 Safety 1/0 Block Settings

Ste Support
Setting item software Description Reference
S to use
12 Set the safety Web UI*2 Configure the settings of the safety password for the | 7-18 Setting the Safety
password Safety 1/0 Block. Password on page 7-104
13 Backup Web Ul Create a backup file of the Safety 1/0 Block. 7-19 Backup on page

7-108

*1.  When not using any of a safety controller and standard controller, these settings are not required. In this case, the

Safety 1/0 Block will operate with the default IP address.

*2. The settings can also be configured using Sysmac Studio.
*3.  When not using any of a safety controller and standard controller, these settings are not required.

When not using any of a safety controller and standard controller,

inside of the dashed Ilne is not requwed

r — — —

8. Configure

controller)

(Download a project file of

controller and standard

1. Set the CIP Safety
communications

2. Set the EtherNet/IP
communications

tion

I

I

I

I

I

| Sysmac Studio to the safety
I

I

I

: 3. Set the safety applica-

Sysmac
Studio

Standard controller

N /

Safety controller

| 6. Select the Safety Application

4. Set the IP address
5. Set the TUNID
7. Restart
9. Set automatic clock adjustment
11. Lock the configuration
12. Set the safety password

Safety 1/0 Block
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7-1-4

7 Safety 1/0O Block Settings

Setting Procedure of Configuration (Centralized Management

Type) for the Safety I/O Block to Perform Control Using a Safety
Application Designed by a User

The following shows the setting procedure of a configuration (centralized management type) for the Safety /O
Block to perform control using a safety application designed by a user.
The procedure before installation and wiring is as follows:

Ste Support
Setting item software Description Reference
s to use

1 Set the CIP Safety | Sysmac Configure the settings for CIP Safety communica- 7-3 CIP Safety Commu-

communications Studio tions between a safety controller and Safety /O nications Settings on
Block in a project file of Sysmac Studio. page 7-27
For the open type, select Configure Target Device
(Type1).

2 Set the Sysmac Configure the settings for EtherNet/IP communica- 7-4 EtherNet/IP Commu-
EtherNet/IP com- | Studio tions between a standard controller and Safety 1/0 nications Settings on
munications™ Block in a project file of Sysmac Studio. page 7-38

3 Set the safety ap- | Sysmac Configure the safety application settings in a project | 7-9-2 Safety Application
plication Studio file of Sysmac Studio. Settings on page 7-66

Select 15: User defined.

4 Set the safety /0 | Sysmac Configure the 1/0O configuration settings for the Safe- | 7-5 Safety Input Func-

functions Studio ty 1/0 Block in a project file of Sysmac Studio. tions Settings on page
7-44
7-6 Setting Safety Output
Functions on page 7-50

5 Set the logic func- | Sysmac Configure the settings for the logic and power-on 7-7 Logic Function Set-
tions Studio mode of the Safety I/O Block in a project file of Sys- | tings on page 7-53

mac Studio.
*1.  When not using a standard controller, these settings are not required.

The procedure after installation and wiring is as follows:

Ste Support
Setting item software Description Reference
B to use
6 Set the IP address | Sysmac Configure the IP address settings of the Safety /O 7-10 Setting IP Address-
Studio™! Block. es on page 7-71
7 Set the TUNID Sysmac Configure the TUNID settings of the Safety I/O 7-11 TUNID Settings on
Studio™ Block. page 7-78
8 Select the safety | - Set both SETTING rotary switches SW1 and SW2 of | 7-12 Selecting the Safety
application the Safety 1/0 Block to F. Application on page
7-83
9 Restart Sysmac Restart the Safety I/O Block. 7-13 Restart on page
Studio™ 7-84
10 Configuration Sysmac Download a project file of Sysmac Studio and config- | 7-14-1 Configuring the
Studio ure the safety controller and standard controller. Safety Controller on

The Safety 1/0 Block is configured by the safety con-
troller when a Type1 Safety Open connection is es-
tablished between the safety controller and the Safe-
ty I/O Block.

page 7-87
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7 Safety 1/0O Block Settings

Ste Support
Setting item software Description Reference
S to use
11 Set automatic Sysmac Configure the settings for automatic clock adjustment | 7-15 Setting the Auto-
clock adjustment | stydio™ of the Safety 1/O Block. matic Clock Adjustment
on page 7-91
12 Change the oper- | Sysmac Change the operating mode of the Safety 1/0 Block 7-16 Changing the Oper-
ating mode 2 Studio™ to Executing. ating Mode on page
7-95
13 Check the opera- | - Verify all 1/0 wiring and the operation of the program | -
tion to check that the Safety 1/0 Block operates as in-
tended.
14 Lock the configu- | Sysmac Execute safety validation of the safety control system | 7-17 Configuration Lock
ration Studio™ to check that the setting values are correct. on page 7-99
After the check, execute locking of the configuration.
After executing locking of the configuration, setting
values of the Safety 1/0 Block cannot be changed
until the configuration is unlocked.
15 Set the safety Sysmac Configure the settings of the safety password for the | 7-18 Setting the Safety
password Studio™ Safety 1/0 Block. Password on page 7-104
16 Backup Web Ul Create a backup file of the Safety 1/0 Block. 7-19 Backup on page
7-108

*1. The settings can also be configured using the Web Ul.
*2. This setting is required only when you set power-on mode to /dle in the settings of logic functions in step 4. This setting
is not required when you set power-on mode to Executing.
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7 Safety 1/0O Block Settings

Standard controller Safety controller

10. Configuration
(When a Type1 Safety Open
connection is established between
the safety controller and Safety
1/0 Block, the Safety 1/0 Block is
configured by the safety controller)

o
6. Set the IP address
7. Set the TUNID
9. Restart
11. Set automatic clock adjustment
12. Change the operating mode
14. Lock the configuration

15. Set the safety password

10. Configuration
(Download a project file of
Sysmac Studio to the safety
controller and standard
controller)

_ O
Ethernet switch

Sysmac Studio

d | 8. Select the Safety Application

1. Set the CIP Safety
communications

2. Set the EtherNet/IP
communications

3. Set the safety applica-
tion

4. Set the safety 1/0
functions

5. Set the logic functions

/
|16. Backup |

ainpasold Bumes -/

Safety 1/0O Block
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7 Safety 1/0 Block Settings

7-1-5

Setting Procedure of Configuration (Distributed Management

Type) for the Safety 1/0O Block to Perform Control Using a Safety
Application Designed by a User

The following shows the setting procedure of a configuration (distributed management type) for the Safety 1/0

Block to perform control using a safety application designed by a user.
The procedure before installation and wiring is as follows:

Ste Support
Setting item software Description Reference
= to use

1 Create a | Export a safety | Sysmac Create a project file for exporting a safety appli- | 7-9 Create the safety
safety ap- | application file Studio cation file. application file on
plication Execute exporting of the safety application with | page 7-65
file for an this project file.
add-on For this safety application file, define the logic
applica- settings and 1/0 configuration settings.
tion™!

2 Create a | Setthe CIP Sysmac Configure the settings for CIP Safety communi- | 7-3 CIP Safety Com-
project Safety commu- | Studio cations between a safety controller and Safety | munications Settings
files fora | pications™2 I/0 Block in a project file of Sysmac Studio. on page 7-27
safety For the open type, select Check Safety
program Signature (Type2a).

3 of the Set the Ether- Sysmac Configure the settings for EtherNet/IP commu- | 7-4 EtherNet/IP Com-
safety Net/IP commu- | Studio nications between a standard controller and munications Settings
control- nications™3 Safety /O Block in a project file of Sysmac Stu- | on page 7-38
ler." dio.

4 Set the safety Sysmac Configure the safety application settings in a 7-9-2 Safety Applica-

application”2 Studio project file of Sysmac Studio. tion Settings on page
Select the add-on application to use. 7-66
5 Set the safety Sysmac Configure the settings for the safety signatures | 7-8 Setting the Safety
signatures 2 Studio in a project file of Sysmac Studio. Signatures on page
Enter the SCCRC and SCTS recorded in “Ex- 7-63
port a safety application file.”
*1. Create separate project files for the export of the safety application file and for the safety program of the safety control-
ler.
*2. When not using a safety controller, these settings are not required.
*3.  When not using a standard controller, these settings are not required.

The procedure after installation and wiring is as follows:
To set the safety controller, use the project file for the safety program.

Ste Support
Setting item software Description Reference
o to use

6 Set the IP address™ Web UI'2 | Configure the IP address settings of the Safety | 7-10 Setting IP Ad-

I/O Block. dresses on page
7-71

7 Set the TUNID Web UI'2 | Configure the TUNID settings of the Safety I/O | 7-11 TUNID Settings

Block. on page 7-78
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7 Safety 1/0O Block Settings

Ste Support
Setting item software Description Reference
8 to use
8 Configure (Safety I/O Block | Web Ul Configure the Safety I/O Block by using the 7-14-2 Configuration
side) Web Ul to download a safety application file to | of Safety I/O Block on

the Safety /0O Block. page 7-87
Use a safety application file for an add-on ap-
plication. A safety application file for remote 1/0
mode cannot be used.

9 Select the safety application | - Set both SETTING rotary switches SW1 and 7-12 Selecting the
SW2 of the Safety I/O Block to number 9-D of Safety Application on
the safety application (add-on application) to be | page 7-83
used.

10 | Restart Web UI"2 | Restart the Safety 1/0 Block. 7-13 Restart on page

7-84
11 Configure (safety controller | Sysmac Download a project file of Sysmac Studio and 7-14-1 Configuring the
and standard controller Studio configure the safety controller and standard Safety Controller on
sides)™3 controller. page 7-87
12 | Set automatic clock adjust- | \wep U2 | Configure the settings for automatic clock ad- 7-15 Setting the Auto-
ment justment of the . matic Clock Adjust-
ment on page 7-91
13 | Change the operating Web UI2 | Change the operating mode of the to 7-16 Changing the
mode™4 Executing. Operating Mode on
page 7-95

14 | Check the operation - Verify all I/0 wiring and the operation of the -
program to check that the Safety 1/0 Block op-
erates as intended.

15 | Lock the configuration Web UI'2 | Execute safety validation of the safety control 7-17 Configuration
system to check that the setting values are cor- | Lock on page 7-99
rect.

After the check, execute locking of the configu-
ration.

After executing locking of the configuration, set-
ting values of the Safety I/O Block cannot be
changed until the configuration is unlocked.

16 | Set the safety password Web UI2 | Configure the settings of the safety password 7-18 Setting the Safe-
for the Safety 1/0 Block. ty Password on page

7-104
17 | Back up Web Ul Create a backup file of the Safety 1/0 Block. 7-19 Backup on page
7-108
*1.  When not using any of a safety controller and standard controller, these settings are not required. In this case, the

*2.
*3.
*4,

Environment-resistive Remote Terminal NXR-S series Simple Logic Safety 1/0 Block for CIP Safety User’s Manual (W645)

Safety 1/0 Block will operate with the default IP address.

The settings can also be configured using Sysmac Studio.

When not using any of a safety controller and standard controller, these settings are not required.

This setting is required only when you set power-on mode to /dle in the settings of logic functions in step 4. This setting
is not required when you set power-on mode to Executing.
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7 Safety 1/0 Block Settings

When not using any of a safety controller and standard controller,
inside of the dashed Ilne is not reqwred

r—_ — _ —
Standard controller Safety controller

| |11. Configure

(Download a project file of
| Sysmac Studio to the safety r

controller and standard
| controller) |
L - e e e - = — — 4

2. Set the CIP Safety Sysmac
communications Studio

3. Set the EtherNet/IP
communications

|17. Back up

/1

Safety applications
(Safety application files)

4. Set the safety applications
5. Set the safety signature Safety 1/0 Block

. Set the IP address

. Set the TUNID

. Configure
(Download an safety application file to
the Safety I/O Block using the Web
ul)

10. Restart

12. Set automatic clock adjustment

13. Change the operating mode

15. Lock the configuration

16. Set the safety password

0 N

7-16 Environment-resistive Remote Terminal NXR-S series Simple Logic Safety I/0O Block for CIP Safety User’s Manual (W645)



7-2

7 Safety 1/0O Block Settings

Overview of the Web Ul

This section describes the overall content of the Web Ul used for configuration, as well as the content common

to each screen.

7-2-1

Various Specifications of the Web Ul

The following table shows the various specifications of the Web Ul.

Item

Specifications

Number of users who can log in simultaneously

Observers and administrators combined: 1

Local port number 443

Supported Languages Japanese (ja) and English (en-US)
Supported character code UTF-8

Authorities Administrator and observer
Supported protocol HTTPS

Supported browsers

Edge (PC version) and Chrome (PC version)

Session timeout time

10 minutes with no access

TLS version TLS 1.2 is supported.
TLS 1.0, TLS 1.1, and SSL are not supported.
7-2-2 Operation Authorities of the Web Ul

The Web Ul has two operation authorities: administrator and observer.

The following table shows what each of the administrator and observer can do, and whether safety password
authentication is required. The safety password is required to configure settings related to the safety of the
Safety I/O Block. You can also use the Web Ul to set the safety password.

Operation authority

Safety password authentica-

What can do .
tion

Administrator
ing various commands

Reading, setting, and modifying various information and execut-

Required

Observer

Reading various information

Not required

Refer to 7-2-4 Main Menu List on page 7-18 for the relationship between the various screens of the Web Ul
and whether use is possible as an observer or administrator.
To change the operation authority, log out from the Web Ul and then log in again with the new operation authori-

ty.

IN G9M 3Y3 JO MBIAIBAQ Z-L
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7-2-3 Screen Configuration of Web Ul

The following shows the screen configuration of the Web UI.
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7 Safety 1/0 Block Settings

(A)

Function List Refresh automatically

(B) n” ) Status Monltor | Unit Status (C)

1/ Monitor

Current Error/Event Log

Production Information

Unit Settings
10 terminal Normal
TCP/IP Settings

TUNID Settings Power Supply Status

Safety Application Settings

Automatic Clock Adjustment Settings Item Status  Details
Unitfinput power supply Normal  Voltage: 0.6V Current: 0.6A

s : 0. 1 0.60 s
Execute Command Output power supply Normal  Voltage: 0.6V Current: 0.6A PR OUT:: ON

Change Operating Mode

Confi tion Lock: . . .
enfigiration tod Communication Settings
Restart

Memory All Clear ttem Details
1P address 192.1682502
Backup/Restore/Verify Subnet mask 255.255.255.0
Default gateway 0.0.
MAC address 3C:FT:D1:53:80:32
NN 1FFDO700494D
TUNID 1FFDOT00494D02FARBCO
Communications Cable Diagnosis ETHL port setting Enabled(Auto)
ETH2 port setting Enabled(Auto)

Send General CIP Command

Unit Identification

Maintenance
Safety Settings

Safety Password Setting

Firmware Update Item

Letter Name Description

(A) Common menu | Menu that is configured commonly across all main menus, regardless of the selected operation
menu

The Current operation authority field displays the authority of the logged in operator.
Pressing the Logout button displays the Logout screen to enable you to log out.

(B) Operation me- | Menus to select the main menu
nus
(©) Main menu Menu to set the specific settings of the selected operation menu

There is a screen with the Refresh automatically check box and Refresh manually button at the top of the
main menu. These controls allow you to set the timing to refresh the screen. They have the following meaning.

Item Description

Refresh automatically | When this check box is selected, the screen is refreshed automatically at 1-second intervals.
Default: Selected

Refresh manually When this button is clicked, the screen is refreshed.

This button is available only when the Refresh automatically check box is not selected.

7-2-4 Main Menu List

The main menu contains Function List and Replace Unit as shown below.
Switch between Function List and Replace Unit with the pull-down menu at the very top of the operation menu.

Menu command Description
Function List Used for various settings and monitoring of the Safety 1/0O Block.
Replace Unit Used when replacing the Unit.
This contains a collection of only the functions in Function List that are required for Unit replacement.
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7 Safety 1/0O Block Settings

I List of Functions

[ —

Monitor

Unit Status
Current Error/Event Log

Production Information

TUNID Settings

Safety Application Settings

Automatic Clock Adjustment Settings s Details
ni

Voltage: 0.6V Current: 0.64

_ Voltage: 0.6V Current: 0.6A PR OUT:: ON
Execute Command

e Connection Status
Configuration Lock

b il — T port

Restart ETH2 port:

Memory Al Clear
1/0 Assembly

Backup/Restore/Verify

Send General CIP Command

Unit dentification

Communications Cable Diagnosis

Maintenance Communication Settings

Safety Password Setting
tem Details.

Firmware Update 1P address 192.168.2502
Subnet mask 255.255.255.0

Function List includes the following items. The following table shows the overview, whether use is possible as 5
an observer, and reference for each item. e
:
Grou Whether 2
P . °
of main Scree.n name of Description use s pos- Reference o
menu main menu sible as an a
observer =
Monitor | Operating Status | Display the Unit status, power supply sta- | Possible 11-1-3 Operating Status Moni- E
Monitor tus, and other statuses of the correspond- tor Function on page 11-3
ing Unit.
1/0O Monitor Display the value of each 1/O terminal of Possible 8-11 I/O Monitor Function on
the corresponding Unit. page 8-27
Current Error/ Display the current error and event logs of | Possible 11-2 Checking for Errors and ;‘
Event Log the corresponding Unit. Also, enable sav- Troubleshooting with the Event g
ing and clearing of the event log. on page 11-6 2
Production infor- | Display the Unit version and other produc- | Possible Production Information Screen %
mation tion information for the corresponding Unit. on page 33 ?_
Unit TCP/IP Settings Configure the IP address, subnet mask, Not possible | 7-10 Setting IP Addresses on @
Settings default gateway, and LINK settings of the page 7-71
corresponding Unit.
TUNID Settings Set the TUNID of the corresponding Unit. Not possible | 7-11 TUNID Settings on page
7-78
Safety Application | Assign or remove the safety applications Not possible | 7-14 Configuration on page
Settings that run on the corresponding Unit to/from 7-87
the rotary switch numbers.
Automatic Clock | Adjust the time of the corresponding Unit. | Not possible | 7-15 Setting the Automatic
Adjustment Set- Clock Adjustment on page
tings 7-91
Execute | Change Operat- Set the operating mode to /dle or Not possible | 7-16 Changing the Operating
Com- ing Mode Executing. Mode on page 7-95
mand
Configuration Execute locking and unlocking of the con- | Not possible | 7-17 Configuration Lock on
Lock figuration. page 7-99
Restart Restart the corresponding Unit. Not possible | 7-13 Restart on page 7-84
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Whether
Group i
. Screen name of . use is pos-
of main . Description . Reference
main menu sible as an
menu
observer
Memory All Clear | Return all setting data of the correspond- Not possible | 8-2 Clear All Memory Function
ing Unit to the factory default settings. on page 8-4
Backup/Restore/ | Back up, restore, and verify the setting da- | Not possible | 7-19 Backup on page 7-108
Verify ta of the corresponding Unit.
Send General Issue a CIP message command to the cor- | Not possible | 8-7 Send General CIP Com-
CIP Command responding Unit without using a dedicated mand Function on page 8-15
tool and display the execution results.
Unit Identification | Light the Unit identification indicator of the | Not possible | 8-8 Unit Identification Function
corresponding Unit. on page 8-16
Communications | Check whether the communications cables | Not possible | 8-13 Communications Cable
Cable Diagnosis | are broken or short-circuited. Diagnosis Function on page
8-31
Mainte- | Safety Password | Set the safety password for the Web Ul of | Not possible | 7-18 Setting the Safety Pass-
nance Setting the corresponding Unit. word on page 7-104
Update Firmware | Update the firmware of the corresponding | Not possible | 8-14 Firmware Update Func-
Unit. tion on page 8-35

I Replacing Units

Replace Unit

Current operation authority: Administrator

Production Information

Monitor

Operating Status Monitor

Backup file available

Restore

No backup file available @
Memory All Clear

TCP/IP Settings

TUNID Settings

Configuration Lock

Item Details

Model NXR-SXD1204B-CST
Unit version VL0

CIP revision 1

Hardware version V1.00

Firmware version V1.00.00

Firmware hash value -
3C:FT:D1:53:80:32
05607

01020304

24 hours

MAC address

Lot number

Serial number

Total power-ON time

€] Logout

Replace Unit includes the following items. The overview, whether use is possible as an observer, and reference
for each item are the same as those in Function List.

Group of main menu

Screen name of main menu

Reference

Monitor

Production Information

Production Information Screen on page 33

Operating Status Monitor

11-1-3 Operating Status Monitor Function on page 11-3

When there is a backup file

Restore™

7-19 Backup on page 7-108

When there is no backup file

Memory All Clear

8-2 Clear All Memory Function on page 8-4

TCP/IP Settings

7-10 Setting IP Addresses on page 7-71

TUNID Settings

7-11 TUNID Settings on page 7-78

Configuration Lock

7-17 Configuration Lock on page 7-99

*1.  From the Backup/Restore/Verify screen of Function List, only the restore function has been extracted.
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7 Safety 1/0O Block Settings

7-2-5 Web Ul Startup Procedure

There are two ways to start up the Web Ul.
* Method to enter the IP address of the Safety I/0O Block in the Web browser of the PC

* Method to enter the domain name with the IP address of the Safety I/O Block assigned in the Web browser of
the PC

I Method to Enter an IP Address

This section describes the procedure for the method to enter an IP address of the Safety 1/0O Block in the Web
browser of the PC.

1 Use an Ethernet cable to connect the EtherNet/IP port of the Safety I/O Block and the Ethernet port of
the PC.

2 Start the Web browser of the PC.
3 Enter the IP address of the Safety I/0O Block in the Web browser. For example, if the IP address of Safety

I/0O Block is 192.168.250.1, enter https://192.168.250.1/.
The Web Ul starts up and the following Login screen is displayed in the Web browser.

IN G9M 3Y3 JO MBIAIBAQ Z-L
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|'_l7| Precautions for Correct Use

When using the method to enter the IP address of the Safety 1/0 Block in the Web browser of the PC, there is
the following security risk. If an unauthorized device intervenes between the PC and the Safety I/O Block on the
network, information such as the safety password may be leaked by the unauthorized device. Therefore, take
security measures such as the following:

* Use a firewall or similar measure to prevent access to the Safety I/O Block from outside the production area.

* Prevent entry by an unauthorized third party to the production area through access control or other means.

* Prevent an unauthorized device from intercepting communications between the PC and the Safety 1/0 Block
by a method such as directly connecting the PC and the Safety I/O Block.
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I Method to Enter Domain Name

This section describes the procedure for the method to enter the domain name with the IP address of the Safety
I/O Block assigned in the Web browser of the PC. Since encryption of the communications data and authentica-
tion by server certificate are performed, the security risk for this method is lower than that for the method to en-
ter the IP address.

To use the method to enter the domain name, you need to configure the settings for using the HTTPS communi-
cations function on the PC in advance. Refer to 8-3 HTTPS Communications Function on page 8-8 for details
on the HTTPS communications function. The settings for using the HTTPS communications function need to be
configured only once on each PC. This section describes the procedure to start up the Web Ul using a PC that
has the settings to use the HTTPS communications function already configured.

1 Use an Ethernet cable to connect the EtherNet/IP port of the Safety 1/0 Block and the Ethernet port of
the PC.

2 Start the Web browser of the PC.

3 Enter the domain name assigned to the IP address of the Safety I/O Block in the Web browser. For ex-
ample, if the domain name is device 1.NXR-SXD.local, enter the following. https.://device1.NXR-
SXD.local
The Web Ul starts up and the following Login screen is displayed in the Web browser.

|E| Precautions for Correct Use

When using the method to enter the domain name with the IP address of the Safety I/0O Block assigned in the
Web browser of the PC, observe the following precautions. If the IP address of the Safety /O Block is changed
without changing the settings of the domain name server, entering the domain name with the IP address as-
signed may result in accessing an unintended device. When changing the IP address of the Safety 1/0 Block,
also change the settings of the domain name server. Furthermore, check that the MAC address displayed on
the Login screen of the Web Ul matches the MAC address of the intended Safety I/O Block.

7-2-6 Login

Enter the safety password to perform authority authentication and log in to the Web UI.
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The safety password is not set at shipment from the factory.

If you enter the safety password 5 times incorrectly, you will be unable to log in for 10 minutes. The count for
entering the safety password incorrectly is reset by any of a successful login, cycling of the power supply, or 10
minutes elapsing.

If there is no operation for at least 10 minutes after logging in, you will be required to re-enter the safety pass-
word to prevent unauthorized use by a third party without the administrator authority.

If a user exits the Web browser without logging out after login, the login state is retained for 10 minutes. Conse-
quently, if the same user starts the Web browser from the same PC, the user can use the Web Ul without per-
forming the login operation. Another user cannot login during that period.

IN G9M 3Y3 JO MBIAIBAQ Z-L

If a user turns OFF the power of the Safety 1/0 Block without logging out after login, the login state is discarded.
Consequently, even if the same user starts the Web browser from the same PC, the user needs to log in to the
Web Ul again.

N

The Safety password field allows you to toggle between displaying and hiding the safety password.

uibo 9-z-2

M Precautions for Correct Use

* Check that the MAC address displayed on the Login screen is the MAC address of the intended Unit before use. The
MAC address of the Unit is written on the side of the Unit.

* To prevent unauthorized use by third parties, log out from the Safety I/0O Block before interrupting operations via the
Web Ul and leaving your computer. In the Web Ul, by selecting Refresh automatically on the Operating Status
Monitor screen, 1/0 Monitor screen, Current Error screen and Event log screen, re-entry of the safety password is not
required even after more than 10 minutes of inactivity.

I Procedure for Using Login

The procedure to use login is as follows.

1 Check that the IP address of the corresponding Unit is displayed in the IP address field, and the MAC
address of the corresponding Unit is displayed in the MAC address field.

2 Select Administrator or Observer in Operation authority.
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3 Select English or Japanese in Language settings.
The language displayed in the Web Ul is determined.

4 If you are an administrator, enter the safety password, and click the Login button. If you are an observer,
you do not need to enter the safety password.
When you are logging in to the corresponding Unit for the first time as the administrator, the Change Ini-
tial Safety Password screen is displayed after login. Otherwise, the Operating Status Monitor screen is
displayed after login.

7-2-7 Logout

Log out from the Web UI.
When you click the Logout button in the common menu, the Logout screen is displayed.

Logout

Do you want to log out?

I Procedure for Using Logout

Log out from the Web Ul in the Logout screen. The setting procedure is as follows.

1 Click the Logout button.
Logging out is performed and the Login screen is displayed.

7-2-8 Precautions for Initial Login

The Change Initial Safety Password screen is displayed at initial login. To enhance security, be sure to change
the safety password.

I Change Initial Safety Password

The Change Initial Safety Password screen is used to change the safety password from the initial safety pass-
word at initial login. The screen is displayed immediately after the Login screen at initial login. If you set a new
safety password or select the Continue using the initial safety password option, the screen is not displayed
when logging in from the next time.

Refer to 7-18 Setting the Safety Password on page 7-104 for details on the safety password authentication func-
tion.
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Change Initial Safety Password

@ Procedure for Using Change Initial Safety Password

The Change Initial Safety Password screen is used to change the safety password from the initial safety
password. The usage procedure is as follows.

1 Select either the Set a new safety password or Continue using the initial safety password op-
tion.
If you select the Continue using the initial safety password option, the safety password cannot be
changed. However, to improve the security, we recommend that you change the safety password.

2 If you select the Set a new safety password option, enter a new safety password in New safety
password and New safety password (confirmation).
To enhance the security, enter a safety password that is at least 8 characters long.
However, in special circumstances, such as when you wish to use the same password as another
device, you can set a safety password that is 1 to 7 characters long if you select the Enter a safety
password consisting of 1 to 7 characters. check box.

3 Click the Set button.
The safety password is set, and the following message is displayed.

Change Initial Safety Password

Setting is completed. Log in again.

4  Ciick the OK button.
The Login screen is displayed.
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5 Enter the new safety password, and click the Login button.
The Operating Status Monitor screen is displayed.
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7-3  CIP Safety Communications Settings

This section describes how to set the connection for CIP Safety communications using the Safety 1/0 Block of
the CIP Safety originator and CIP Safety target.

7-3-1 Connection Settings for CIP Safety Communications

This section describes how to configure the CIP Safety connection settings of the Safety 1/0 Block.

I Connection Registration Procedure

This section describes the procedure to register a CIP Safety connection of the Safety I/O Block in Sysmac Stu-
dio using a Safety Network Controller as an example of a CIP Safety originator.

1 In the Multiview Explorer, select the target Safety CPU Unit in the Controller Selection Box.

Mew Project - new_Controller_0 - Sysmac Studio (32bit)

! new_Controller 0

sﬁumas suoljediunwwo?) KJQJBS dio €.

new 'ontroILeEE—

N

2 In Multiview Explorer, go to Configurations and Setup - Communications - Safety - EtherNet/IP
Safety Connection Settings and double-click Connection Settings (Originator), or right-click it and
select Edit.

The Connection Settings (Originator) Edit Pane is displayed on the Edit Pane.

T

u
8| New Project - new_ SafetyCPUD[Comment 1) - Sysmac Studio (32bit)

T am——— R ———

¥ EtherNet/IP Port 1 (19:

‘ Active

suonesiunwwo) A1ajes d|o Jo) sbumeg uonosuuo) |-g-/

[ Programming

3 Select Safety 1/0 and Logic Device from Toolbox, and select NXR-SXD1204-CST or NXR-SXD1204B-
CST.
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Toolbox -~
All vendors v
All groups
[35] Safety Discrete I/O Device

[773] Safety Laser Scanner
[768] Safety Network Controller

Input Keyword

m NXR-5XDH1204B-C5T 1.1

Drag the Safety 1/0 Block selected in Toolbox, and drop it on the Connection Settings (Originator) Edit
Pane, or double-click the selected Safety I/O Block.

Map.
 can be used in the program.

¥ EtherMet/IP Port 1 (192,

Network
Reaction Time [ms]

| Active In/Out | e Comment ‘ EPI [ms]

121.088 CIPOriginator_Instancel

Safety Output - [1Byte] 85216 CIPOriginator_Instancel

Set the IP address of the Safety 1/0 Block as necessary.

The IP address of the added connection is assigned automatically based on the IP addresses of the
EtherNet/IP ports set on the Safety Network Controller. Edit the IP address according to the configura-
tion of the network.

Refer to Connection IP Address Setting Procedure on page 7-28 for details on how to edit the IP ad-
dress.

Change the 1/0 assemblies as necessary.

In the initial state, Safety Input 1 and Safety Output are registered for the NXR-SXD1204-CST.

The same applies for the NXR-SXD1204B-CST.

Refer to Procedure for Registering Additional Connections on page 7-29 for how to change the 1/O as-
semblies.

Edit the parameters of the registered connection.
Refer to Connection Parameter Editing Procedure on page 7-32 for how to edit the parameters of a
connection.

I Connection IP Address Setting Procedure

This section describes the procedure to set the IP address of the Safety 1/0 Block as the IP address of the con-
nection settings.

7-28

Environment-resistive Remote Terminal NXR-S series Simple Logic Safety I1/0 Block for CIP Safety User’s Manual (W645)



7 Safety 1/0O Block Settings

1 Select Safety /O Block on the Connection Settings (Originator) Edit Pane, then right-click it and select
Edit from the menu.

‘ Comment | EPI [ms] |

e e ———— :
et vl ey W )
Saey utput 18 o T
e Pt ] Parameter List...

Cut

Copy
Paste

Delete

IP Address Incremental Copy..
Import

Export

Exporting a Safety Application...

¥ EtherNet/IP Port 2 {192.168.251.1) ¥ Expand All/Collapse All

Target Device |

‘ Active ‘ InfOut ‘
EDS Library for CIP Safety...

TUNID -

W Cus

sﬁumas suoljediunwwo?) KJQJBS dio €.

N

Cancel

¥ EtherNet/IP Port 1 (192.168.250.1)

Target

. -
| Active | In/Qut | Target

Vi

o Safety Input 1 - [2Bytes]

o= Safety Output - [1Byte]

suonesiunwwo) A1ajes d|o Jo) sbumeg uonosuuo) |-g-/

I Procedure for Registering Additional Connections

The procedure to register an additional connection with the Safety I/O Block is described below.

1 Select Safety 1/0 Block on the Connection Settings (Originator) Edit Pane, and then right-click it and se-
lect Create new connection.
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on settings, /0 po
variabl

M=

i d

w EtherNet/IP Port 2 (192.1

| acie |

Safety Input 1 -

Safety Output - [1Byte]

used in the program.

Comment

Parameter List.
Cut

Copy
Paste

Delete

1P Address Incremental Copy...

Impart

Export

Exporting a Safety Application.
¥ Expand All/Collapse All

Target Device

EDS Library for CIP Safety...

Point to Point Connection

Show Details

¥ EtherNet/IP Port 1 (192.16:

‘ Active ‘ In/Out

Ci¢=

¥ EtherNet/IP Port 1 (192.168.250.1)

| Active ‘ In/Out

Lol
o)

¥ EtherNet/IP Port 2 {192.1

| Active ‘ In/Out ‘

7-30

~Target Deviee ——————————————————

Addre
Product Name:

Asseml

92.168.250.10 NXR-SXD120
Safety Input 2Bytes]

Safety Output - [1Byte]

Target /0 Assembly

192.168.250.10 NXR-5XD1204-CST

Safety Output - [1Byte]

Safety Input 2 - [SBytes]

csT

Safety Input 2 - [5Bytes]

S"aféty Input

Safety Remate Output 1 + Standard Output - [3Bytes]
Safety Remate Output 2 - [1Byte]

Safety Remate Qutput 3 - [1Byte]
Safety Output + Standard Output - [3Bytes]

[m— |

v | Network
EPIIms] | peaction Time ms] ‘

121.088 CIPOnginator_Instance(

85.216 CIPOnginator_Instancel

Comment

Create new connection
Edf

Parameter List...

Paste

Import

+ Expand All/Collapse All

Target Device

EDS Library for CIP Safety...

Network

sy Instance name
Reaction Time [ms] |

EPI [ms] |

85216 CIPOriginator_Instancel

121088 CIPOriginator_Instan:
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¥ EtherlNet/IP Port 1 (192.168.250.1)

Comment Hebucre Instance name
= Reaction Time [ms] SHAncE Name

Safety Qutput - [1Byte] 85216 CIPOriginator Instancel

Safety Input 2 - [SBytes] 121.088 CIPOriginator_Instance?

EETE B 2] 9 +* /O Map X
Position | Part | RW | DataType |  Variable | Variable Comment | Variable Type |
w & CPU/Expansion Racks
NXBusMa: NX502-1300
w 1 EtherCAT Network
EtherCAT |
¥ & EtherNet/IP Port 1 (Originator)
192.168.2! [ - NNRSHDiz04 5T
B Safety Output
»  Safety Input 2
_§ EtherNet/IP Port 2 (Originator)
¥ & EtherNet/IP Port (Target)
NXBusMa: P *" NX-5L5500

@ Types and Restrictions of I/O Assemblies

The types and restrictions of registrable input assemblies and output assemblies for the Safety 1/O Block are
described below.
* Input assemblies

An input assembly is data sent in the direction from Safety 1/O Block to safety controller.

sﬁumas suoljediunwwo?) KJQJBS dio €.

Assem- Data
) Remarks
bly size 7
Safety In- | 2byte | Value of safety input terminal + Status information of safety input terminals (aggregate) + Sta-
put 1 tus information of safety output terminals (aggregate) + Output power supply error flag + Sta-

tus information of connection
Safety In- | Sbyte | Value of safety input terminal + Status information of safety input terminal + Status information

put 2 of safety input terminals (aggregate) + Status information of safety output terminals (aggre-
gate) + Output power supply error flag + Status information of connection + Number of safety
application

Safety In- | 9byte | Value of safety input terminal + Status information of safety input terminal + Status information

put 3 of safety output terminal + Value actually output to safety output terminal + Status information

of test output terminal + Value of test output terminal + Status information of safety input termi-
nals (aggregate) + Status information of safety output terminals (aggregate) + Output power
supply error flag + Status information of connection + Number of safety application

» Output assemblies
An output assembly is data sent in the direction from safety controller to Safety 1/0O Block.

suonesiunwwo) A1ajes d|o Jo) sbumeg uonosuuo) |-g-/

Assembly Data size Remarks
Safety Output 1byte ON/OFF to safety output terminal
Safety Output + Standard Output 3byte ON/OFF to safety output terminal + ON/OFF of standby output
to test output terminal
Safety Remote Output 1 + Standard | 3byte ON/OFF of remote output Ro 1 + ON/OFF of standby output to
Output test output terminal
Safety Remote Output 2 1byte ON/OFF of remote output Ro 2
Safety Remote Output 3 1byte ON/OFF of remote output Ro 3
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The settable output assemblies differ depending on the settings used for the safety application. The combi-
nations of output assemblies are as follows.

Sysmac Studio setting value of safety application

Combinati f output bli
and rotary switch settings e

Safety application not used The following two types of assemblies can be used.
(When the setting value of the application is “00: Remote | ¢ Safety Output
1/0 mode” and rotary switches SW1 = SW2 = 0) « Safety Output + Standard Output

However, it is not possible to establish connections for
the two assemblies simultaneously.

Safety application used The following three types of assemblies can be used.
(When the setting value of the application is other than » Safety Remote Output 1 + Standard Output

“00: Remote /0O mode” and rotary switches SW1 = SW2
=1103,91t0 13, or 15)

» Safety Remote Output 2

» Safety Remote Output 3

Refer to A-3 I/O Assembly Ports and Corresponding Safety I/O Assembly Data Elements on page A-14 for
details on I/O assembilies.

I Connection Parameter Editing Procedure

Use the following procedure to edit the parameters for CIP Safety connections.
1 Select the connection of the Safety 1/0 Block on the Connection Settings (Originator) Edit Pane, then
right-click it and select Edit.

¥ EtherNet/IP Port 1 (192.168.250.1)

Comment

-
192.168.250.10 NXR-SXD1204-CST

Safety Output - [1Byte]

1 Create new connection

Parameter List...

2 Select Detailed Display.

Connection Assignment to 192.168.250.10 NXR-5XD1204-CST Rev.1.1 X

~Originator Deviee —————————————————— Target Device
Address: NXBusl

Prod 5| ro 04-CST

I/C ) Map /O Asser Safety Input 2 - [5Bytes]

Connection Ty

Show Details

3 Select Configure Target Device in the settings of Open Type, and click the OK button.
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|:| Connection Assignment to 192,168.250.10 NXR-5XD1204-CST Rev.1.1 X

~Originator Devie —————————————————— ~Target Device

ster/Unit1 Addres

Hide Details

~Open Type

© Configure Target ature (Type2a) @ Open Only

- Configure the /O para arge e from the nfiguration’ tab of the target

Network Reaction Time: 121.088 ms

Cancel

Item Description

1/0 Assem- | An I/O assembly is a unit of I/O data cyclically exchanged between a CIP Safety originator and CIP
bly Safety target.

Several I/O assemblies are defined and provided for the Safety 1/0 Block. Select from the defined
1/0 assemblies to register one 1/O assembly per CIP Safety connection.

I/0O assemblies of target devices for which a CIP Safety connection can be opened are listed.

Connection | For the input connection (receiving from the target device), select either Point to Point Connection
Type or Multicast Connection.
The default setting is Point to Point Connection.

sﬁumas suoljediunwwo?) KJQJBS dio €.

Open Type | Select a type for connection opening.
* Configure Target Device (Type1)
Configure the target devices after a connection is established.

N

* Check Safety Signature (Type2a)
Use the safety signature to check if the target devices are configured properly when establishing
the connection. The safety signature consists of the Safety Configuration CRC and the Safety
Configuration Time Stamp.

* Open Only (Type2b)
Configuration check of the target devices is not performed when establishing the connection.

The default setting is Configure Target Device (Type1).

Expected Set an interval for communications of safety process data between the originator and the target.

suonesiunwwo) A1ajes d|o Jo) sbumeg uonosuuo) |-g-/

Packet In- | The default setting is 20 (ms). Refer to 2-1-2 Communications Specifications on page 2-3 for the
terval (EPI) | setting range.
Timeout Specify a timeout period for determining a communications error as a multiple of the EPI.
The default setting is EPI x 2 (ms) (timeout is allowed just once). The setting range of the multiple is
from 1 to 4.
Network Set the transmission delay time on the network.
Delay The default setting is 0 (ms).
Network The value of connection response performance is displayed in ms. This is used in calculating the
Reaction safety reaction time.
Time
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/\ WARNING

If you set the open type to Open Only, make sure to verify that the originator and target 0

have the correct configurations before use.
Serious injury may possibly occur due to loss of required safety functions.

@ Additional Information

The following provides a guideline for the minimum value of EPI in respect to number of registered connec-
tions. Note that when the connection type of the input is multicast, it is assumed that 8 originators are connect-
ed.

Number of connections | Minimum value of EPI

1 (1 input or 1 output) 5ms

5 (2 inputs and 3 outputs) | 20 ms

4 When setting is complete, click the OK button.

I Registration Procedure for Device Variables

Device variables are used to access data in devices (Slaves, Units, and Safety I/O Block).

The Safety CPU Unit exchanges signals with external devices through logical interfaces that are called "I/O
ports".

The following describes the procedure to register device variables for the /O ports on the devices to make the
values of the I/O on the devices available in the safety program in the Safety CPU Unit.

This is an example using the NXR-SXD1204-CST Safety 1/0 Block.

1 Select Configurations and Setup - I/O Map in the Multiview Explorer.

[B] New Project - new SafetyCPUO(Comment 1) - Sysmac Studio (64bit)

1. o
1% d G

Multiview Explorer

[ new SafetyCPUD v |

L ¥ & CPU/Expansion Racks
VTSI Ve o
v’ ns - ¥ § EtherCAT Network
| EthercaT | Master
' v & EtherNet/IP Port 1 (Originator)

_!-_EtherNEt.n’lﬂ Port 2 (Originator)
I ¥ & EtherNet/IP Port (Target)
: :7 NXBusMa: B = NX-5L5500

The I/O Map Edit Pane is displayed in the Edit Pane.

2 Open EtherNet/IP Port 1 (Originator) - NXR-SXD1204-CST—-Safety Input 2—Safety Input 2 Byte1 on
the 1/0 Map Edit Pane.
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* /oMap X
R/ | Data Type Variable Comment

NXBusMa:
w & EtherCAT Network
EtherCAT | Master
w & EtherNet/IP Port 1 (Originator)
192.168.2! " NXR 04-CST

Safety Input 2

¥ Safety Input 2 Bytel

satety Input U Logical Value {  SAFEBOOL

ty Input 1 Logical Value R SAFEBOOL
ty Input 2 Logical Value R SAFEBOOL
Safety Input 3 Logical Value R SAFEBOOL
Safety Input 4 Logical Value A SAFEBOOL
ty Input 5 Logical Value & SAFEBOOL
Safety Input 6 Logical Value L SAFEBOOL
Safety Input 7 Logical Value R SAFEBOOL

nput 2 Byte2

P Safety Input 2 Byte3

P Safety Input 2 Byted
Application Number t sarent [

& EtherNet/IP Port 2 (Originator)
EtherNet/IP Port (Target)
NXBusMa: » ™ NX-5L5500

3 Select an I/O port and directly enter a variable in the Variable column. Or, select the Safety 1/0O Block
name or I/O port (multiple selectable), then right-click it and select Create Device Variable.
If you select Create Device Variable, the device variables are automatically named with the device
name and port name.

Position R/W | Data Type Variable Variable Comment | Variable Type
v & CPU/Expan:
NXBusMa: NX50: )0
¥ & EtherCAT Network
EtherCAT | Master
v ¥ EtherNet/IP Port 1 (Originator)
-CST
Safety Output
Safety Input 2
¥ Safety Input 2 Bytel
Safety Input 0 Logical Value
Safety Input 1 Logical Value
Safety Input 2 Logical Value
 Input 3 Logical Value
Input 4 Logical Value

sﬁumas suoljediunwwo?) KJGJBS dio €.

N

Safety Input 5 Logical Value

Safety Input 6 Logical Value

mmmmm®m o

Safety Input 7 Logical Value

Search
- Safety Input 2 Byte2
B Safety Input 2 Byte3 Bpend/tolpsal

Application Number ' SAFEIN  Create Device Variable with Prefi | NN N EEEEE DN
& EtherNet/IP Port 2 (Originator)
w _§ EtherMNet/IP Port (Target)

NXBusMa: » ™ NX-SL5500
Mapped Variable List

The device variable is registered.

- . :
Position | P R/W | Data Type | Variable | Variable Comment | Variable Type
w & CPU/Expansion Rac
NX502-1300
¥ & EtherCAT Network
EtherCAT Master Master
¥ % EtherNet/IP Port 1 (Originator)

Safety Input 2

ety Input 2 Bytel

fety Input 0 Logical Yalue
Safety Input 1 Logical Value R SAFEBOOL
Safety Input 2 Logical Valus R SAFEBOOL
Safety Input 3 Logical Valus R SAFEBOOL

suonesiunwwo) A1ajes d|o Jo) sbumeg uonosuuo) |-g-/

The device variables that you enter or automatically create are registered in the global variable table.
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@ Additional Information

When registering a variable in advance, select the variable to assign to the I/O port from the pull-down list.

7-3-2 Exporting and Importing the Settings of the Safety I1/0 Block

You can export and import the settings of the Safety I/O Block as a single file (extension .tds) to reuse them.

This following data is processed:
» CPU Unit and connection settings

+ |P address of the Safety I/O Block set with Sysmac Studio
» Settings of I/O functions of the Safety 1/0 Block

@ Additional Information

Refer to 7-19 Backup on page 7-108 for backing up, verifying, and restoring using the Web UI.

I How to Export Settings

The procedure to export the settings of the Safety 1/0 Block is as follows.

1 Select Safety 1/0 Block on the Connection Settings (Originator) Edit Pane, then right-click it and select
Export from the menu.

1/O Map.
ction can be used in the program.

¥ EtherNet/IP Port 1 (192.168.250.1)

‘ Active ‘ In/Out ‘ Comment

o Safety On it - [1B;
’ afety Output - [1Byte] o

L T8 Safety Input 2 - [5Bytes] e
Cut
Copy
Paste
Delete
IP Address Incremental Copy...
Import
Exporting a Safety Application...

w EtherNet/IP Port 2 (192.168.251.1) ¥ Expand All/Collapse All

Target Device / et Dece

Target I/O Assembly

‘ Active ‘ In/Qut ‘

EDS Library for CIP Safety...

The Export dialog box is displayed.
2 Select the save location, enter a file name, and click the Save button.
The configuration file of the Safety I/O Block is saved with the .tds extension in the specified save loca-

tion.
The default file name is IP address_Target device name.tds.
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I Procedure for Importing Settings

The procedure to import the settings of the Safety 1/0 Block is as follows.

1 Select Safety 1/0 Block on the Connection Settings (Originator) Edit Pane, then right-click it and select
Import from the menu.

'w EtherNet/IP Port 1 (192.168.250.1)

| Active | In/Out |

v
Target Device

EDS Library for CIP Safety..

sﬁumas suoljediunwwo?) KJQJBS dio €.

The Import dialog box is displayed.

N

2 Select the desired Safety 1/0 Block configuration file with the .tds extension, and click the Open button.

|H Precautions for Correct Use

The data integrity of the target device configuration file is not checked by CRC when it is imported.
It is your responsibility to verify that the settings are correct after the import, and sufficiently check the operation before
switching to actual operation.

yooig O/1 A1ejes sy jo sbumes sy Buuodw pue Buiiodx3 g-¢-2
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7-4  EtherNet/IP Communications Settings

This section describes how to set the connection for tag data link communications using the Safety 1/0 Block of
the EtherNet/IP originator and EtherNet/IP target and how to set the LLDP function.

7-4-1 Setting Tag Data Link Communications

Set the connection for tag data link communications between the Safety I/O Block and originator.

I Setting Procedure for Tag Data Link Communications

This section describes the procedure to set the tag data link communications of the Safety 1/0 Block using Sys-
mac Studio.

The following procedure is an example of using the EtherNet/IP port built into the Standard Controller as the
originator to set the input data (Assembly 960 to 3C0 hex) and size: 5 bytes in the 1/O assembly data of the tag
data link.

1 Double-click Global Variables under Programming - Data in the Multiview Explorer.
Or, right-click Global Variables under Programming - Data and select Edit from the menu.

A4 Programming
» i@ POUs

e

[ )

Y (N group) v
T Data Type [ initial Value | AT | Retain | Constant | Network Publish |  Comment |

2 Press the Insert Key in the global variable table, or right-click in the global variable table and select
Create New from the menu.
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Iveri

Group Filtter ¥ |(No group) v

Name Data Type Initial Value 2 Retain | Constant Network Publish Comment

3 Register a variable of 5 bytes for the global variable, and set Network Publish to Input.

e
Group Filter ¥ | (Ne group) A

Name Data Type Initial Value AT Retain | Constant | Network Publish Comment
N T N N N S R I

4 Select Standard PLC (Initial display new_Controller_0) in the Multiview Explorer, and select EtherNet/IP
Connection Settings in the Tools menu from the menu bar at the top of the screen.

New Project - new_Controller_0 - Sysmac Studio (326it)

Event Log Viewer.
EtherCAT Diagnosis/Statistics Information Viewer.

sBuiag suoneslunwwo) difdNIaya #-L

Backup

Export Global Variables

Comments for Variables and Data Types (For switching)
Export Program Hash Code...

N

Import ST Program..
IEC 61131-10 XML
|EC 62714 AutomationML

Import Mator sizing ool Results
SYSMAC Gateway
Update Configurations and Setup Transfer Data

Launch External Application
Automation Playback

Customize Shortcut Keys..
Option.

5 Double-click the network for which to set the tag data link, or right-click it then select Edit.

EtherMet/IP Device List X
| Node Address | Device | Description

o | 192.168.250.1 Built-in EtherNet/IP Port Settings - Port 1 NX102-9000
4 | 192.168.251.1 Built-in EtherMNet/IP Port Settings - Port 2 NX102-9000

suonesunwwo yui eyeq ey bumes |-,

6 Check that the Input tab is selected, and then click Registration All.
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¥ Device Information
¥ Tag Sets
Tag Sets/Max: 0 / 32 Tags/Max 0 / 256 Registration All Import Export

Output

Tag Set Name | BitSelecion | Size(Byte) | Size(Bt) | InstancelD | Controller Status | [

[B Tag Set Registration Setting = O *
Select the variablk t
Variable Name Data Type | Comment
¥ Input Tag
TAG_IN_001 ARRAY[0.4] OF BYTE
Output Tag

Check Selected ltems Uncheck Selected ltems Register Cancel

The tag set is registered.

» Device Information

¥ Tag Sets
Tag Sets/Max: 1 / 64 Tags/Max 1 / 256 Registration All Import Export
Output
| Tag Set Name | BitSelection |  Size (Byte) | Size (Bit) | Instance ID | Controller Status |
[ |
[ |

8 Click the + button of the Target Device field, enter the IP address, model name, and revision of the tar-
get, and click the Add button.

Toolbox

et Do
Maodel name NXR-SXD1204-CST v
1

v

Cancel

If the model name is not in the pull-down list, install the EDS file of that model. Refer to Installation
procedure for EDS files in Additional Information below for the installation procedure for EDS files.

9 Click the Connection button to open the Connection Settings screen. The information of the target you
just added is displayed in the Target Device field. Drag and drop it onto the Connection window.
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Connection
button

N
=Y
I : m
Input Data (Assembly|960to 3C0 Hex),|Size 5 Bytes -
P4
- Bit 2
“ =
7 6 5 4 3 2 1 0 5
Safety Input | Safety Input | Safety Input | Safety In- Safety Input | Safety Input | Safety Input | Safety Input g
7 6 8 put 4 3 2 1 0 2
Safety Input | Safety Input | Safety Input | Safety In- Safety Input | Safety Input | Safety Input | Safety Input g
3 Status 2 Status 1 Status put O Sta- ad 10 9 8 2
tus S
Safety Input | Safety Input | Safety Input | Safety In- Safety Input | Safety Input | Safety Input | Safety Input a
11 Status 10 Status 9 Status put 8 Sta- | 7 Status 6 Status 5 Status 4 Status %
tus a
Safety Input | Safety Out- | Output Pow- | Chxn Sta- | Reserved Reserved Reserved Reserved ¢

Status put Status er Supply tus

Error Flag 7
Application Number

Enter the values of Assembly and Size shown in the table of A-2 Safety I/O Assembly Data on page
A-4 for the target variable and size.
Set Connection I/O Type, Connection Type, RPI, and Timeout Value as necessary.

11 Enter the originator variables in the same way.
For the originator variables, select the tag set name set in step 7 from the pull-down list.

12 Go online and write the tag set and connection settings to the device.
® \When transferring only the tag data link settings

Click Transfer to Controller on the connection settings screen.

Device Bandwidth

Restart

Display EDS Library

® When synchronizing all data including programs

Transfer to Controller

linput/Out| Target Variable | Size [Byte] [Or

Transfer from Controller

Retum All to Default

Compare
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Select Synchronization from the Controller menu to display the Synchronization window.
Clear the Do not transfer the EtherNet/IP connection settings (i.e., the tag data link settings)
check box, and click Transfer to Controller.

[B synchronization a X

Computer: Data Name Computer: Update Date  |C r. Update Date | Controller: Data Name Compare

W

ller are different.

7-4-2 LLDP Function

The Link Layer Discovery Protocol (LLDP) function is used to exchange information between the Safety I/O
Block and other network devices connected within a physically communicable range on the network.

I Purpose of LLDP Function

The purpose of the LLDP function is to enable quick network configuration changes and error cause identifica-
tion by gathering information on adjacent network devices.

For example, by using this function, you can detect which devices are connected to the network and what func-
tions are currently enabled on those devices. This provides benefits such as being able to identify that the cause
of a communications error is a network device configuration mistake.

I Procedure for Using the LLDP Function

The LLDP function enable/disable setting is configured using explicit message communications.

The CIP objects related to the LLDP function are the LLDP Management object and LLDP Data Table object.
Refer to A-4-12 LLDP Management Object (Class ID: 109 Hex) on page A-51 and A-4-13 LLDP Data Table
Object (Class ID: 10A Hex) on page A-53 for details on each of them.

Refer to Explicit Message Server Function on page 6-7 for the method to access CIP objects through an explicit
message.

] LLDP Function Details

The network device information that can be acquired using the LLDP function includes the following.
* MAC address

* Interface label
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Time that acquired information is valid
Supported functions

Management address

CIP Identity

Ethernet Preemption function status

Time information when the information was last updated

sBuiag suoneslunwwo) difdNIaya #-L

N

uonound 4@l ¢-v-£
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7-5 Safety Input Functions Settings

Configuring the settings of the safety input functions requires setting the parameters according to the connected
devices.
This section explains the process using Sysmac Studio as an example.

7-5-1 Setting Procedure for Safety Input Functions

Set the safety input functions of the Safety 1/0 Block by assigning input devices to the Safety 1/0 Block.

In addition, to capture signals from connected input devices, you need to configure the I/O configuration settings
for each input terminal of the Safety 1/0 Block.

In Sysmac Studio, these settings are located in the Connection Settings (Originator) Edit Pane, so the explana-
tion begins from that pane.

Refer to 7-3-1 Connection Settings for CIP Safety Communications on page 7-27 for details on the CIP Safety
connection settings.

Also refer to 6-4 Safety Input Functions on page 6-8 for details on the safety input functions.

The following describes the procedure to configure the 1/0 configuration settings for devices registered in the
Connection Settings (Originator) Edit Pane.

1 Select Safety /0O Block on the Connection Settings (Originator) Edit Pane and double-click it, or right-
click it and select Edit from the menu.

If you add connection ort of the tarc sembly will be generated on the ap

After allocating device vari /O port of Map, input and eutput values of n be used in the program. E

W EtherNet/IP Port 1 (192.1 0 REIERNETl SN ADA300DF4438 | Import Exportw

Target Device /

| Active In/Out | Target I/O Assembly |

[ ‘ EP1 [ms] ‘

W EtherNet/IP Port 2 (192.168.251.1) Safety Network Number : [EIBEE{VBIZEE 3] ~ | Import  Export ¥

Active In/Out | Target Device / |

Target I/O Assembly

Comment ‘ EPI [ms] ‘

Create new connection

O¢ Safety Input 1 - [2Bytes] Edit. -
o Safety Output - [1Byte] Parameter List... - -

Cut

Copy
EDS Library for CIP Safety Device Bandwidth 'Batch connectio  paste

Delete
Build _—
9 '\ 0" Warnings| IP Address Incremental Copy...
Description Program Location Import
Export
Exporting a Safety Application..
Expand All/Collapse All
Target Device

EDS Library for CIP Safety...

2 Select the I1/0 configuration tab.
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[ rxR-5XD1204-CST Rev.1.1 - D X
Product Nam
1P Adk

_TUNID -
|

Node ID: §EEREEREEIN

TUNID: 4D4400853FDF ¢

Cancel

3 Register the input devices on the I/O Configuration Pane. The following register are possible only when
the safety application is a remote I/O mode or user-defined application.
Select the Input tab on the left side to display the registration screen for input devices. Register an input
device by expanding the toolbox on the right side and dragging and dropping any device onto the speci-
fied terminal.

NXR-5XD1204-CST Rev.1.1 — o x w

Input Test Output Mode |v Input Device: Safety Switch

Ea Emergency Stop Switch for Dual Channel Equiv

sBuipag suonound nduj Ayayeg G-2

[a Emergency Stop Switch for Single Channel

[] Safety-d for Dual Channel Equivalent

afety-door Switch for Dual Channel Complem¢

N

Safety-d jtch for Single Channel

afety Limit Switch for Dual Channel Equivalent
afety Limit Switch for Dual Channel Complems

afety Limit Switch for Single Channel

Input error latch time [N ™

Cancel

4 Set Input error latch time at the bottom right of the screen as necessary.

suonoun4 induj A1ajeg oy ainpasoid Bumes |-g-/
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E NXR-5XD1204-CST Rev.1.1 — a x

Input e Test Output Mo |v Input Device: Safety Switch
Ea Emergency Stop Switch for Dual Channel Equivi
[a Emergency Stop Switch for Single Channel

[] E dual Channel Equivalent

o s oor Switch for Dual Channel Complem:¢

[_ . or Single Channel

¢ Limit Switch for Dual Channel Equivalent

Safety Limit Switch for Dual Channel Compleme

ingle Channel

e Tt e s b

Input error latch time ms

Cancel

5 Select the registered input device and double-click it or select Detailed settings from the context menu
of the registered input device to display the Detailed settings screen.

[B] NXR-SXD1204-CST Rew.1.1 - 2] X

‘Ts Output M |v Input Device: Safety Switch

Delete [
Detailed settings [a Emergency Stop Switch for Single Channel

[Not Used

a Emergency Stop Switch for Dual Channel Equivi

for Dual Channel Equivalent
oor Switch for Dual Channel Complem:¢
ingle Channel
Safety Limit Switch for Dual Channel Equivalent
i Safety Limit Switch for Dual Channel Complems
Not Used

for Single Channel
[Not Used

latch time ms

6 Set the following items as necessary.
* ON->OFF Delay time

* OFF->ON Delay time

» Discrepancy Time (dual channel input device only)

Detailed settings - Si00 / 5i01 X W
— Delay Time

Input terminal Test source O OFF Delay time OFF->0N Delay time

ms

~ Discrepancy time

Cancel
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7 When setting is complete, click the OK button.

7-5-2 Setting Procedure for Standard Output Functions

When the safety input device is a device with semiconductor outputs, you can also select Standard Output for
the Test Output Mode setting of the test output terminal.

Standard output from the Controller is possible by using a test output terminal.

Use it as a non-safety digital signal output terminal. For example, you can use it for monitor output by connect-
ing it to the input of an indicator light or PLC.

The standard output function has a method that uses Sysmac Studio and a method that uses explicit message

communications.

|§ Additional Information

This function is not a safety function.

I Setting Procedure Using Sysmac Studio

The procedure using Sysmac Studio is as follows.

In Sysmac Studio, these settings are located in the Connection Settings (Originator) Edit Pane, so the explana-
tion begins from that pane.

Refer to 7-3-1 Connection Settings for CIP Safety Communications on page 7-27 for details on the CIP Safety
connection settings.

Also refer to 6-4 Safety Input Functions on page 6-8 for details on the safety input functions.

The following describes the procedure to configure the 1/0 configuration settings for devices registered in the
Connection Settings (Originator) Edit Pane.

1 Select Safety /0O Block on the Connection Settings (Originator) Edit Pane and double-click it, or right-
click it and select Edit from the menu.

bly will be generated on th

input and output value: used in the program. Y

¥ EtherNet/IP Port 1 (192.168.250.1) Safety Network Number : EIDES{p/ 2 ZEH] | Import Export ¥

Comment ‘ EPI [ms] ‘

e—
| At In/Out | Target Device / |

Target 1/O Assembly

v EtherNet/IP Port 2 (192.168.251.1) Safety Network Number : EIBLElG»]2: 2% b] | Import  Export v

Active In/Out | i : | Comment ‘ EPI [ms] ‘

- e _ Create new connection 1 "
By Safety Input 1 - [2Bytes] Edit... -
[: BY Safety Output - [1Byte] Parameter List... - -

Cut
Copy
EDS Library for CIP Safety Device Bandwidth  Batch connectio  Paste

Delete
Build

R IP Address Incremental Copy...

j U Errors Jf+1 U Warnings |
1 | Description | Program Location 1 import
Export
Exporting a Safety Application...
v Expand All/Collapse All
Target Device

EDS Library for CIP Safety...
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2 Select the /O configuration tab.

[B] NXR-5XD1204-CST Rev.1.1 - O x|

- TUNID -

[l Customized setting

Safety network number (Ethe:

Cancel

3 Select Standard Output in the Test Output Mode setting for a terminal of an input device that is a de-
vice with semiconductor outputs. Settings are possible only when the safety application is a remote 1/0
mode or user-defined application.

B MXR-SXD1204-CST Rev.1.1 = a X W

lnpul|

Si00 Safety Light Curtain 1y S

§ safety Laser Scanner
High-Coded Door Switch
[Not Used

Mot Used High-Coded Door Switch (For Gate)

High-Coded Door Switch (Guard Lock Model)

[Not Used

» EDM Feed
»  Input D Standard Input Device

b Input Device: Generic Device

latch time ms

Cancel

4 When setting is complete, click the OK button.

I Setting Procedure Using Explicit Message Communications

Set the usage method of the test output mode to Standard Output. Furthermore, set the output value of the test
output terminal.
The commands to send are as follows.
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Implementation details

Send command
item

Send command value

Set the output value of the test output terminal™!

Service code

10 hex (Set_Attribute_Single)

Class ID 09 hex (Discrete Output Point (DOP) object)

Instance ID 01 hex to 0C hex (Specify the instance of each
test output terminal.)

Attribute ID 3 (Value)

Service data TRUE: Test output terminal is ON

FALSE: Test output terminal is OFF

*1.  Writing of the value is possible only when Test Output Mode is Standard Output. Otherwise, the output value of the

test output terminal is fixed to TRUE.

Refer to Explicit Message Server Function on page 6-7 for the method to access CIP objects through an explicit

message.
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7-6  Setting Safety Output Functions

Configuring the settings of the safety output functions requires setting the parameters according to the connect-
ed devices.
This section explains the process using Sysmac Studio as an example.

7-6-1 Safety Output Function Setting Procedure

Set the safety output functions of the Safety I/O Block by assigning output devices to the Safety 1/0 Block.
Furthermore, to output signals to connected output devices, you need to configure the 1/0O configuration settings
for each output terminal of the Safety I/0O Block.

In Sysmac Studio, these settings are located in the Connection Settings (Originator) Edit Pane, so the explana-
tion begins from that pane.

Refer to 7-3-1 Connection Settings for CIP Safety Communications on page 7-27 for details on CIP Safety con-
nection settings.

Also refer to 6-5 Safety Output Functions on page 6-16 for details on the safety output functions.

The following describes the procedure to configure the 1/0 configuration settings for devices registered in the
Connection Settings (Originator) Edit Pane.

1 Select Safety /0O Block on the Connection Settings (Originator) Edit Pane and double-click it, or right-
click it and select Edit from the menu.

If you add connection ort of the tarc sembly will be generated on the ap

After allocating device vari /O port of Map, input and eutput values of n be used in the program. E

W EtherNet/IP Port 1 (192.1 0 REIERNETl SN ADA300DF4438 | Import Exportw

Target Device / 5]
| Active In/Out | Bt IO Aty | Comment ‘ EPI [ms] ‘

W EtherNet/IP Port 2 (192.168.251.1) Safety Network Number : [EIBEE{VBIZEE 3] ~ | Import  Export ¥

Active In/Out | Target Device / |

Target I/O Assembly

Comment ‘ EPI [ms] ‘

Create new connection

O¢ Safety Input 1 - [2Bytes] Edit. -
o Safety Output - [1Byte] Parameter List... - -

Cut

Copy
EDS Library for CIP Safety Device Bandwidth 'Batch connectio  paste

Delete
Build
XA ['+4 0 Warmings] IP Address Incremental Copy...
Description Program Location Import
Export
Exporting a Safety Application..
Expand All/Collapse All
Target Device

EDS Library for CIP Safety...

2 Select the I1/0 configuration tab.
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B MR-SXD1204-CST Reve 1.1 = o X

Product Nar

Cancel

3 Register the output devices on the 1/0 Configuration Pane. The following register are possible only when
the safety application is a remote I/O mode or user-defined application.
Select the Output tab on the left side to display the registration screen for output devices. Register an
output device by expanding the toolbox on the right side and dragging and dropping any device onto the
specified terminal.

B NXR-5XD1204-C5T Rev.1.1 — a x W

‘ ¥ Output Device: Relays with forcibly Guided Contacts

m Relays with Forcibly Guided Contacts for Dual Cha

suonoung indinQ Aeses Bules 9-2

Relays with Forcibly Guided Contacts for Single Ch

> Output Device: Generic Device

N

Output error latch time ms

Cancel

4 If the security application is a user-defined application, dragging and dropping it will display the Detailed
settings screen, where you can configure the following items.
» EDM feedback (displayed only for terminals with EDM feedback registered on the safety input device)

* ON->OFF Delay time
* OFF->ON Delay time

ainpaoold Bumeg uonound ndinQ Ayeses L-9-/
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Detailed settings - 5000 / So01 X

- EDM Feedback Settings
EDM Feedback

~Qutput Delay Settings

ON->0FF Delay time _ = 100ms
OFF->0ON Delay time _ * 100ms

5 If the safety application is a user-defined application, you can also display the Detailed settings screen
by selecting the registered output device and double-clicking it, or by selecting Detailed settings from
the context menu of the registered output device.

B MXR-5XD1204-CST Rew.1.1 = a x W

Output | ¥ Output Device

m Relays with Forcibly Guided Contacts for Dual Cha
Delete

Detailed settings Relays with Forcibly Guided Contacts fi le Ch

> Output Device: Generic Device

latch time ms

Cancel

with Forcibly Guided Contacts for Dual Chai

m Relays with Forcibly Guided Contacts f le Ch

> Output Device: Generic Device

Output error latch time ms

Cancel

7 When setting is complete, click the OK button.
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7.7 Logic Function Settings

With user-defined applications and add-on applications, you can design your own custom logic. Use Sysmac
Studio to configure the logic.

7-71 Logic Setting Procedure

Configure the logic settings after configuring the EtherNet/IP safety connection settings of each target device
and target 1/0 assembly to be connected to the Safety 1/0 Block. Here, the explanation assumes that the safety
input device settings are already completed.

Refer to 7-5-1 Setting Procedure for Safety Input Functions on page 7-44 for details on the safety input device
setting procedure.

The logic setting procedure is as follows.

1 In Sysmac Studio, go to Configurations and Setup - Communications - Safety - EtherNet/IP Safety
Connection Settings of the Safety CPU Unit, and select Connection Settings (Originator).
The Connection Settings (Originator) tab page is displayed.

If you ad cit ings, I/0 port of the target I/O assembly will be generated on the Safety 1/0 Map. GoTo /O M
After allocating device variables to the /O port on the I/O Map, input and output values of connection can be used in the program. i

¥ EtherNet/iP Port 1 (192.168.250.1) Safety Network 4D9EO1057315 | Import Export ¥

Target Device /
Target I/O Assembly | Comment | EPI [m

R

sBuipasg uonoung 21607 2-2

| Active | In/Out |

¥ EtherNet/IP Port 2 (192.168.251.1) Safety Network Number 4D9E01057327 7| Import  Export ¥

N

Target Device / |

Target I/O Assembly Comment ‘ EPI [ms]

| Active | In/Out |

EDS Library for CIP Safety Device Bandwidth  Batch connection settings w

ainpaoold bumeg 01607 L-2-/

2 Select the Application tab of /0 configuration tab and set the application to15: User defined.

(![ NXR-SXD1204-CST Rev.1.1 — o X

I

Application [15: User defined v

Selecting an application will overwrite the Input/Output/Logic content.

3 Select Logic tab of /O configuration tab.
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The following logic setting screen is displayed.

[ 8 NxR-sxD1204-CST Revi 1.1 = o X

Automatic Registration  Reset Signal  power-on mode © Idle @ Executing

Input Device Input Type Reset Type
Si00 v | Emergency Stop Switch for Dual Channel Equivalenit Manual {si10)
5102 afety Light Curtain - -
= e 2 Input (OR) Manual (Si11)
Si06 | ¥ | Safety-door Switch for Dual Channel Complementary Auto
Ro1-01 v | Remote Output 1 - 01 L, 5

& (o] [y
s e e Input (OR) Manual (Si10)
Ro2:01] "+ | Remote Output 2 - 0

2Input (O 0
R02-:02  Remote Output 2 - 02 iDOUEOR) Manua GO

0:When the input sig mes FALSE, the output signal chat
1:When the input signal becomes FALSE, the output signal rem.

Cancel

4 Click the Automatic Registration button.
Device rows are added. Furthermore, reset type, input type, and input signal settings are registered au-
tomatically on each row. The rules for automatic registration are as follows.

Item Automatic registration rules
Device The devices set on the Input tab that are neither reset switches nor EDM feedback are added.
Reset type If reset switches are set on the Input tab: Manual reset of the minimum input terminal number with

a reset switch set
If reset switches are not set on the Input tab: Auto

Input type All unset

So000 to So03 | A column is created in the logic setting screen according to the settings on the Output tab.
The values are all 0.

Furthermore, the input terminal numbers of the reset switches set on the Input tab are registered auto-
matically in the reset signal.

5 Next, change the reset signal settings, change the logic settings, and configure the remote output set-
tings.

I Changing the Reset Signal Settings

Change the automatically registered reset signal settings as necessary.

1 Click the Reset signal button on the I/O configuration tab and Logic tab.

[ 8 NxR-sxD1204-CST Revi 1.1 = o X

Automatic Registration  Reset Signal  power-on mode © Idle @ Executing

Input Device Input Type Reset Type So00 | So02
Si00 v | Emergency Stop Switch for Dual Channel Equivalenit Manual {si10) 0
Si02 | v | Safety Light Curtain 2

] 2 (e

1 B Input (OR) Manual (Si11) o
Si06 | ¥ | Safety-door Switch for Dual Channel Complementary Auto
Ro1-01 v | Remote Output 1 - 01 L, 5

5 & (o] [y
s e e Input (OR) Manual (5i10)
Ro2-01 v | Remote Output 2
Ro2-02  Remote Output 2 - 02

2Input (OR) Manual (5i10)

0:When the input signal becomes FALSE, the output signal
1:When the input sig mes FALSE, the output signal rem;

Cancel
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The Reset signal screen is displayed.

![ NXR-SXD1204-CST Rev.1.1 =% o

Autol
B Reset Signal b

Input Reset Signal ‘Mm\mum ON puise wldm[ms‘Maxlmum ON puise w\dm[ms‘ | ype

Zl'o} o 7;7
i — =

& v

Siod Si1 AN 350 2000

Sio6
[Ro1-01
Ro1-02
Ro2-01
Ro2-02

hen the input

Cancel

2 Set one of safety input terminals Si00 to Si11 or one of remote outputs Ro1-01, Ro1-02, Ro2-01,
Ro2-02, Ro3-01, and Ro3-02 to the reset signal.

~
4
3 Set the minimum ON pulse width and maximum ON pulse width of the reset signal. 5
If the time that the reset signal is ON is the minimum ON pulse width or higher and the maximum ON %
i
pulse width or lower, the logic is reset. The initial value and settable range of each setting item are as =
(2]
follows. s
=
7
Setting item Initial value [ms] | Settable range [ms] %
Minimum ON pulse width | 350 100 to 1,000 é
50 ms increments
Maximum ON pulse width | 2,000 1,000 to 30,000 7
50 ms increments
When minimum ON pulse width = 350 ms
and maximum ON pulse width = 2,000 ms
The reset signal is disabled The reset signal is disabled The reset signal is enabled
because the ON pulse width is because the ON pulse width because the ON pulse width is

less than 350 ms. \ is more than 2,000 ms. from 350 ms to 2,000 ms.

/ _—

ON

Reset signal

ainpaoold bumeg 01607 L-2-/

OFF

330ms  2300ms 1000 ms

I Changing the Logic Settings

Change the logic settings of each device as necessary.

1 Select the 1/0 configuration tab and Logic tab, move the cursor to the row of the device for which you
want to change the settings, and right-click.
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[ 8 NxR-sxD1204-CST Revi 1.1

Automatic Registration  Reset Signal Power-on mode © Idle @ Executing

Input Device Input Type Reset Type
Si00 v Emergency Stop Switch for Dual Channel Equivalent Manual (Si10)
Si02 | v | Safety Light Curtain 2 . .

2 ©
B Input (OR) Manual (Si11)
Safety-door Switch for Dual Channel Complementary Auto
Remote Output 1 - 01 N -

& (o] [y
Seiieeh Input (OR) Manual (5i10)
Remote Output 2 - n .

2 (e c
e Input (OR) Manual (5i10)

0:When the input FALSE, the output signal changes to FALSE.
1:When the input sic LSE, the output signal rem E

Cancel

A submenu like the following is displayed.

! NXR-SXD1204-CST Rev.1.1

Automatic Registration  ResetSignal  power-on mode © Idie @

Input Device So00 So02

Si00"|'¥"| Emergency Stop Switch for Dual Channel Equivalent Manual (5i10) b ]

:m,m - Eif:tifgoum[{'fﬁ' Dual Channel Complemt - Auto 0
Remote Outsu( 1-02 gy 00 ManaGinh) °
E:": o g::s&: i : 2input(OR)  Manual (5i10)

C:When the inpu
T:When the inpu

Cancel

2 Select Edit.
The following edit screen is displayed.

! NXR-SXD1204-CST Rev.1.1 o

Automatic Registration  Reset Signal mode Q idie @ Executing

input Device input Type
ST LTRSS B coiting Input Settings 5102
Si02 Safety Light Curt
il Safety Light Curt
Safety-door Swit eset Type: |Manual (Si11)
Remote Output | »
- al (5110
Remote Output input Type: |2 Input (OR) ual (5i10)
Remote Output 2 e

Remote OutputZ |5t Signal: |Si4 Safety Light Curtain

oK Cancel

Cancel

3 Set Reset type, Input type, and Input signal.
4 Directly enter 0 or 1 in the fields of safety output terminals So00 to So03.

5 To add a row, select Add in the submenu. To remove a row, select Remove.
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I Remote Outputs Settings

Add and configure remote outputs as necessary.

1 Click the + button on the 1/0 configuration tab and Logic tab.

B NXR-SXD1204-CST Rev.1.1 — i) X

tion  Reset Signal @ Executing

Power-on mode ©

Input Device Input Type Reset Type S000 | So02
00~ | Emergency Stop Switch for Dual Channel Equivalent Manual (Si10) [ 0
2 ¥ | Safety Light Curtain
Safety Light Curtain
Si06 ¥ | Safety-door Switch for Dual Channel Complementary Auto
Ro1=01 ~ | Remote Output 1 - 01
Ro1-0: Remote Output 1 -

2Input (OR) Manual (Si11)

2Input (OR) Manual (Si10)

Ro2-017~ | Remote Output 2 -

21Input (OR) Manual (Si10)

Ro2-02

Remote Output 2 - 02

0:When the input signal becomes FALSE, the output signal chan
1:When the input signal becomes FALSE, the output signal remai

Cancel

A new row is added.

! NXR-SXD1204-CST Rev.1.1 2 o X

tion  Reset Signal Power-on mode © Idle @ Executing

Input Device Input Type Reset Type
500" | Emergency Stop Switch for Dual Channel Equivalent Manual (5i10)
S02 v ] Safety Light Curtain -

Siod i e e B
5i06 V| Safety-door Switch for Dual Channel Complementary Auto
Ro1-01 ¥ |Remote Output 1- 01
- [
Ro1-02 Remote Output 1 - ]
Remote Output 2 -
Remote Output 2 - 02

2Input (OR)

2Input (OR)
2lnput (OR) Manual (5i10)

Manual (5i10)

0:When the input signal becomes FALSE, the output signal chanc
1:When the input ALSE, the output signal remai

Cancel

2 Move the cursor to the added row, and then right-click.
A submenu like the following is displayed.

! NXR-SXD1204-CST Rev.1.1 & o X

Reset Signal

Device Input Type Re

Emergency Stop Switch for Dual Channel Equivalent Manual (5i10)
Safety Light Curtain

Safety Light Curtain

Safety-door Switch for Dual Channel Complementary Auto

Remote Output 1-01

Remote Output 1-02

Remote Output 2 - 01

Ro2-02  Remote Output2 - 02

2Input (OR) Manual (5i11)

21Input (OR) Manual (Si10)

2 Input (OR) Manual (Si

Manual (Si10)
Edit...

Add
Delete

hen the input sign
“When the input s

3 Select Edit.

sBuipasg uonoung 21607 2-2

N

ainpaoold bumeg 01607 L-2-/
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The following edit screen is displayed.

B NXR-SXD1204-CST Rev.1.1 o

Automatic Registration ResetSianal  power-on mode @ Idie @ Executing

Input Device Input Type ype

SRR EEEBEEE] B cditing Input Settings X )
Si02 v Safety Light Curt

Safety Light Curt E———
¥ |safety-door Swit.  ResetType: [Manual (5i10) s
1 | Remote Output _ ual (5i10)
emote Output Input Type: v i
it 2
emote Output ual (Si10)

ual (i11)

emote OUtPULZ Iyt Signal:

ual (Si10)

Cancel

0:When the input sig
1:When the input signal bx

Cancel

4 Set Reset Type, Input Type, and Input Signal. Set one of Ro1-01, Ro1-02, Ro2-01, Ro2-02, Ro3-01,
and Ro3-02 in Input Signal.

I Setting the Power-on Mode

Set the operating mode to enter when the power is turned ON. If the operating mode when the power is turned
ON is Executing, the safety application executes immediately after the power is turned ON.

1 Set Power-on mode to Idle or Executing on the I/O configuration tab and Logic tab.

[ 8 NxR-sxD1204-CST Revi 1.1 = o X

Automatic Registration  Reset Signal  power-on mode © Idle @ Executing

Input Device Input Type Reset Type So00 |

- |[si00 v Emergency Stop Switch for Dual Channel Equivalent Manual (Si10)
Si02 | v | Safety Light Curtain
5i04 Safety Light Curtain
or Switch for Dual Channel Complementary Auto
emote Output 1 - 01
emote Output 1 - 02

2Input (OR) Manual (Si11)

2 Input (OR) Manual (5i10)

| Remote Output 2 - 01

2Input (O 0
R02-:02  Remote Output 2 - 02 iDOUEOR) Manua GO

0:When the input signal becomes FALSE, the output signal changes
1:When the input signal becomes FALSE, the output signal remains

[N

2 Click the OK button.

|H Precautions for Correct Use
If the operating mode when the power is turned ON is Idle, safety output turns OFF because the safety applica-

tion does not execute when the power is turned ON. To execute the safety application, change the operating
mode for the Safety 1/0 Block. Set it to Executing.

7-7-2 Displaying the Parameter List

A list of the set parameters is displayed. Check that each parameter is set as intended.
The displayed items are as follows.
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Item Description
Parameter name Setting parameter name
Setting value Set value

Setting value (enum value) | Meaning of setting value

Description Meaning of parameter name

1 In Sysmac Studio, go to Configurations and Setup - Communications - Safety - EtherNet/IP Safety
Connection Settings of the Safety CPU Unit, and select Connection Settings (Originator).
The Connection Settings (Originator) tab page is displayed.

If you add connection ings, I/0 port of the target I/O assembly will be generated on the Safety 1/0 Map.

: - : = : . G /i
After allocating dev ariables to the 1/O port on the I/O Map, input and output values of connection can be used in the program. i

W EtherNet/IP Port 1 (192.168.250.1) Safety Network 4D9EO1057315 Import  Export v

Target Device / |

Target I/O Assembly Comment | EPI [m

| Active | In/Qut |
R

¥ EtherNet/IP Port 2 (192.168.251.1) Safety Network Number 4D9E01057327 7| Import  Export ¥

ice [
| Active | In/Out | IEEE E o |

Target I/O Assembly Comment ‘ EPI [ms]

EDS Library for CIP Safety Device Bandwidth  Batch connection settings w

sBuipasg uonoung 21607 2-2

2 Double-click Safety 1/0 Block, or right-click it and select Parameter List.
The parameter list is displayed.

N

!l Parameter List = [m] X

Parameter name Setvalue | | Description

Idle Power-on mode

Not Used Mode of this Test output point

Not Used Mode of this Test output point

Not Used Mode of this Test output point

Not Used Mode of this Test output point

Not Used Mode of this Test output point

Not Used Mode of this Test output point

Not Used Mode of this Test output point

Not Used Mode of this Test output point

Not Used Mode of this Test output point

Not Used Mode of this Test output point

Not Used Mode of this Test output point

Not Used Mode of this Test output point
Any Safety Output error will be latch

Not Used Output Point Mode

Not Used Output Point Mode

Not Used Qutput Point Mode

Not Used Output Point Mode

Dual Channel Mode for the dual channel safety ou
Nuial Channal Mada far tha A

Power-on mode

Test Qutput 0 Mode
Test Output 1 Mode
Test Qutput 2 Mode
Test Qutput 3 Mode
Test Output 4 Mode
Test Output 5 Mode
Test Output 6 Mode
Test Qutput 7 Mode
Test Output 8 Mode
Test Output 9 Mode
Test Output 10 Mode
Test Output 11 Mode
Qutput Error Latch Time
Output 0 Channel Mode
Qutput 1 Channel Mode
Qutput 2 Channel Mode
Output 3 Channel Mode
Safety Output 0/1 Dual Channel Mode

Cafa + 272 Nuial al Mnra

“iscOoOD0C 200 CCO0O0 00000 OO

oK

7-7-3 Examples of Abnormal Operations of Input Devices That Should
Be Considered

When configuring a logic function, to ensure that the equipment always operates safely, you should consider the
possibilities of input devices unexpectedly operating abnormally. This section presents examples of abnormal
operations of input devices.

paJspIsuo) ag pInoys 1ey seo1Aeq Induj Jo suonesadQ [ewlouqy Jo sejdwexy ¢-/-/
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I Discrepancy Error at Safety Input

Of two inputs of a dual-channel input device, if the time from one value changing to the other value changing
exceeds the preset discrepancy time, the Discrepancy Error at Safety Input (65230000 hex) event occurs be-
cause the change of input values cannot be detected normally. When the Discrepancy Error at Safety Input
(65230000 hex) event occurs, operation is performed as if the value of the safety input data is FALSE.

Refer to 6-4-4 Dual Channel Evaluation on page 6-11 for details on the discrepancy time.

Refer to 11-2-4 Event Details and Troubleshooting on page 11-12 for details on events.

Discrepancy time The values of Si00 and Si01
are assumed to be FALSE.
-~ e
TRUE I —
Si00 L !
FALSE — S
TRUE ———————— T
Sio1 ,
FALSE

The time from the Si00 changing to the Si01 changing exceeds the
discrepancy time, so operation is as though the values of Si00 and Si01
are FALSE also after the values of Si00 and Si01 become TRUE.

Discrepancy time Operation is as though the values

of Si00 and Si01 are TRUE.
TRUE i [
Si00 v —

FALSE . I

TRUE 1 i
Sio1 v v
FALSE L0 i

The time from the Si00 changing to the Si01 changing is within the
discrepancy time, so operation is according to the values of Si00 and Si0O1.

| eom Error

If the time from the value of a safety output terminal changing to the value of EDM feedback changing exceeds
the EDM feedback time when EDM feedback is set, an EDM Error (652B0000 hex) event occurs. When the
EDM Error (652B0000 hex) event occurs, operation is performed as if the value of the safety input data is
FALSE.

Refer to 6-5 Safety Output Functions on page 6-16 for details on EDM feedback. In addition, refer to

11-2-4 Event Details and Troubleshooting on page 11-12 for details on events.
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The values of the safety

EDM feedback time input data are assumed
to be FALSE.
; /\ P —
TRUE — 1 | prmal B n——
Safety output terminal P ' '
FALSE . !
TRUE

EDM feedback

FALSE ———
: [ ' ' :

The time from the value of a safety output terminal changing to the
value of EDM feedback changing exceeds the EDM feedback time,
so operation is as though the values of the safety input data are FALSE.

Operation is according to the

EDM feedback time values of the safety input data.
TRUE —— ”:ﬁ/
Safety output terminal o o
youlp FALSE e ! :“: -
TRUE Lo L
EDM feedback r v
FALSE —, [ C—
e et

The time from the value of a safety output terminal changing to the
value of EDM feedback changing is within the EDM feedback time,
so operation is according to the values of the safety input data.

I External Test Signal Failure at Safety Input

If an input signal line contacts with the power line (positive side), input signal lines are shorted, a connected
external device fails, or other problem occurs when using the test pulse evaluation, the External Test Signal
Failure at Safety Input (65220000 hex) event occurs. When the External Test Signal Failure at Safety Input
(65220000 hex) event occurs, operation is performed as if the value of the safety input data is FALSE.
Refer to 6-4-3 Test Pulse Evaluation Function on page 6-10 for details on the test pulse evaluation.

Refer to 11-2-4 Event Details and Troubleshooting on page 11-12 for details on events.

I Error with Continuous Time Shorter than Input Error Latch Time

When the input error latch time is set, even if the time from error occurrence to error reset is shorter than the
input error latch time, error processing continues for the duration of the input error latch time.

For example, the safety input indicator remains lit in red until the input error latch time ends even if the error has
been reset.

Refer to 6-4-7 Input Error Latch Time on page 6-15 for details on the input error latch time.
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7 Safety 1/0O Block Settings

Error occurred Error reset

\ N

TRUE T i
Sio0 : :
FALSE ! . —
ON ' ; —
Safety Input Indicator m
OFF

' ————————— ! '

/

Input error latch time

The safety input indicator turns off immediately after the error reset because the
time from error occurrence to error reset exceeds the input error latch time.

Error occurred Error reset

\, /

TRUE T : :

Sioo : : ‘

FALSE ! : .

ON ' ——

Safety Input Indicator Lit yellow l!ﬂ-
OFF

Input error latch time

Even if the error is reset, the safety input indicator
remains lit in red until the input error latch time ends.
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7-8  Setting the Safety Signatures

Configure the settings of the safety signatures on the Safety 1/0O Block.
In Sysmac Studio, these settings are located in the Connection Settings (Originator) Edit Pane, so the explana-

tion begins from that pane.
Refer to 7-3-1 Connection Settings for CIP Safety Communications on page 7-27 for details on the CIP Safety

connection settings.
The following describes the procedure to configure the safety application settings to use for the devices regis-

tered in the Connection Settings (Originator) Edit Pane.

1 Select Safety 1/0 Block on the Connection Settings (Originator) Edit Pane and double-click it, or right-
click it and select Edit from the menu.

I you add connecti port of the tar embly will be g 0 Map. STTO
After allocating devi ables to the /O port on ap, input and o 2 a can be used in the program. e

¥ EtherNet/IP Port 1 (192.168.250.1) Safety Network Number : EIBLElUip 2/ EEH] — | Import  Export ¥

Target Device / |

Target /O Assembly Conoen ‘ i ‘

| Active | In/Out |

¥ EtherNet/IP Port 2 (192.168.251.1) RGN N TR ADA300DF444D .| Import Exportw¥

Target Device / ~
Target I/O Assembly | Comment ‘ EP| [ms] ‘

R e BARRAR SRS Create new connection
= 78 Safety Input 1 - [2Bytes] Edit... -
[: 23 Safety Output - [1Byte] Parameter List... - -

Cut

Copy
EDS Library for CIP Safety Device Bandwidth 'Batch connectio  Paste

Delete

| Active | In/Out |

saunjeubis Ajejes ayy bunjes g-2

N

Tors I 1V 0 Warnings | IP Address Incremental Copy...
| Description | Program Location 1 —
Export
Exporting a Safety Application...
¥ Expand All/Collapse All

Target Device

EDS Library for CIP Safety...

2 Select the /0 configuration tab.

B NXR-SXD1204-CST Rew.1.1 = O X |

Product Nar
Revision: 1.1

192.168.251. 2

Node ID: [ EEEEEIFEI

TUNID: B53F
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3 Select the Signatures tab.

. NXR-SXD1204B-CST Rev.1.1 — o x

4 Set the Safety Configuration CRC (SCCRC) and Safety Configuration Time Stamp (SCTS), and click the
OK button.
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7-9  Create the safety application file

This section explains the steps for creating and exporting a safety application file.

If the safety control system is configuration for the safety controller to perform control (configuration using the
Web Ul), create and export a safety application file for remote I/O mode. This safety application file defines only
the 1/0O configuration settings.

If the safety control system is configuration (distributed management type) for the Safety I/O Block to perform
control using a safety application designed by a user, create and export a safety application file for the add-on
application. This safety application file defines the logic settings and 1/0 configuration settings.

7-9-1 Registration of Safety 1/0 Block

To export the safety application file, register the Safety I/O Block.

1 In the Multiview Explorer, select the target Safety CPU Unit in the Controller Selection Box.

Mew Project - new_Controller_0 - Sysmac Studio (32bit)

2 In Multiview Explorer, go to Configurations and Setup - Communications - Safety - EtherNet/IP
Safety Connection Settings and double-click Connection Settings (Originator), or right-click it and
select Edit.

The Connection Settings (Originator) Edit Pane is displayed on the Edit Pane.

18| New Project - new_ SafetyCPUD[Comment 1) - Sysmac Studio (32bit)

' EtherNet/IP Port 1 (19:

‘ Active In/Out ‘

ettings | 1arget)

3 Select Safety I/0 and Logic Device from Toolbox, and select NXR-SXD1204-CST or NXR-SXD1204B-
CST.
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-0
All vendors v
All groups
[35] Safety Discrete I/O Device

Toolbox

[773] Safety Laser Scanner
[768] Safety Network Controller

Input Keyword

rj NXR-5XDH1204B-C5T 1.1

the target mbly v
rt on the /O Map, input

W EtherNet/IP Port 1 (192.168.250.1)
| Active | In/Out |
Safety Input 1 - [2Bytes]
Safety Output - [1Byte]

7-9-2

Drag the Safety 1/0 Block selected in the toolbox.

dap.
n can be used in the program.

Network

Comment i Instance name
Reaction Time [ms]

‘ EPI [ms] ‘

121.088 CIPOriginator_Instancel

85216 CIPOrginator_Instancel

Safety Application Settings

Configure the settings of the safety application to use with the Safety 1/0 Block.

1

click it and select Edit from the menu.

If you add connec
After allocating device variable:

f the targ bly will b
the I/0 port on the I/0 Map, input and o

¥ EtherNet/IP Port 1 (192.168.250.1)

Target Devic

| crE | In/Out | Taget 10 Asern |

¥ EtherNet/IP Port 2 (192.168.251.1)

Target Device /
Target I/O Assembly

| Active | In/Out |
Safety Input 1 - [2Bytes]

Safety Output - [1Byte]

EDS Library for CIP Safety Device Bandwidth  Batch connectic

Build
X Awaiiy
Description Program Location

7-66

1/0 Map.

Safety Network Number : ZlEEUpZEE:]

Safety Network Number : [EIpEElIslZER b]

Select Safety 1/0 Block on the Connection Settings (Originator) Edit Pane and double-click it, or right-

Go To /0 M
ed in the program. s

Import  Export ¥

Comment ‘ EPI [ms] ‘

Import  Export v

Comment ‘ EPI [ms] ‘

Create new connection

Edit..

Parameter List...

Cut

Copy

Paste

Delete

IP Address Incremental Copy...
Import

Export

Exporting a Safety Application...

Expand All/Collapse All
Target Device

EDS Library for CIP Safety..
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2 Select the 1/0 configuration tab.

B NR-SXD1204-CST Rewe1.1

3 Select the Application tab.

! NXR-5XD1204-CST Rev.1.1

_‘j e ——
Application [00; Remote I/0 Mode v

Selecting an application will overwrite the Input/Output/Logic content.

a|iy uonesijdde Ayajes ayj ayeal) -/

N

4 Select the safety application to use.
The safety control system and the safety applications correspond as follows.

sbumes uoneoddy Alsjes z-6-2

Safety Control System Safety Application
Configuration for the Safety Controller to Perform Control (Configuration Using Type 1 | 00: Remote 1/0 Mode
Safety Open) on page 1-8
Configuration for the Safety Controller to Perform Control (Configuration Using the
Web Ul) on page 1-9
Configuration for the Safety I/O Block to Perform Control Using a Preset Safety Appli- | 01: Fixed Application

cation on page 1-10 No.01
02: Fixed Application
No.02
03: Fixed Application
No.03

Configuration (Centralized Management Type) for the Safety I/0 Block to Perform 15: User defined

Control Using a Safety Application Designed by a User on page 1-11

Configuration (Distributed Management Type) for the Safety I/O Block to Perform 09-13: Add-on Application

Control Using a Safety Application Designed by a User on page 1-12
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! NXR-SXD1204-CST Rev.1.1 o o X

[

Y he Input/Output/Logic content.
02: Fixed Application No.02

03: Fixed Application No.03

09-13: Add-on Application

15: User defined

5 When setting is complete, click the OK button.

7-9-3 Safety I/0 Functions Settings

Configure the 1/0 configuration settings for the Safety 1/O Block in a project file of Sysmac Studio. Refer to
7-5 Safety Input Functions Settings on page 7-44 and 7-6 Setting Safety Output Functions on page 7-50 for de-
tails.

7-9-4 Logic Function Settings

Configure the settings for the logic and power-on mode of the Safety I/O Block in a project file of Sysmac Stu-
dio. This step is required only if the safety control system is a configuration (distributed management type) for
the Safety I/0O Block to perform control using a safety application designed by user. Refer to 7-7 Logic Function
Settings on page 7-53 for details.

7-9-5 Exporting a Safety Application File

The procedure to export a safety application file is as follows.

1 In Sysmac Studio, go to Configurations and Setup - Communications - Safety - EtherNet/IP Safety
Connection Settings of the Safety CPU Unit, and select Connection Settings (Originator).
The Connection Settings (Originator) tab page is displayed.
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If you add connectiol /O port of the target /O assembly will be generated on the Safety I/0 Map. GoTol/OM
After allocating device variables to the /O port on the I/O Map, input and output values of connection can be used in the program. il

W EtherNet/IP Port 1 (192.168.250.1) Safety Network 4D9EO1057315 — | Import  Export ¥

| Active | In/Out | Target Device / | Comment | EPI [m

Target I/O Assembly

¥ EtherNet/IP Port 2 (192.168.251.1) Safety Network Number 4D9EO1057327 L Import  Export ¥

_ Target Device / "
Active | In/Out | Target I/O Assembly Comment ‘ EPI [ms]

EDS Library for CIP Safety Device Bandwidth  Batch connection settings w

2 Right-click the Safety 1/0 Block and select Exporting a Safety Application.
The Exporting a Safety Application screen of the Safety I/O Block is displayed.

! Exporting a Safety Application X

Application Name
Author
Version

r Please set a password.
(8 - 32 characters)

a|iy uonesijdde Ayajes ayj ayeal) -/

Password _
Password (confirmation) I

N

Cancel

3 Enter the application name, creator, version, safety application file password, and safety application file
password (for confirmation), and click the OK button.
The character limit for each setting item is as follows.

8|14 uoneo||ddy Ajejes e Buniodx3 G-6-£

Setting item Character limit
Application name Up to 32 single-byte alphanumeric characters
Creator Up to 32 single-byte alphanumeric characters
Version Up to 32 single-byte alphanumeric characters
Safety application file password From 8 to 32 single-byte alphanumeric characters
Safety application file password (for confirmation)

A safety application file password is a password set for each safety application file for using the safety
application. It differs from the safety password.

4 Specify the save location of the file to export, and save the file.
The export complete screen is displayed.
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ﬂ Exporting a Safety Application X

Export completed.
Please check the following safety signature when downloading the application.

Safety Configuration CRC (SCCRC) 16%#70D41A8F

Safety Configuration Time Stamp (SCTS) 16#4D6401B2E1C2

oK

5 Check the safety signature, and click the OK button.
Exporting is executed, and the safety application file is saved.

(77 Precautions for Correct Use
Keep a record of the entered application name, creator, version, safety application file password, and safety

signatures (SCCRC and SCTS). They will be used when setting the safety application in the safety application
file.

I Safety Application File Password Specifications

The conditions for the text string that can be used for the safety application file password are as follows.

Item Description

Number of characters | 8 to 32
Usable characters AtoZ,atoz,0t09,!"#$% &' ()*+,-./:;<=>?2@[\]"_"{]} ~ single-byte space

|‘H Precautions for Correct Use

* To reduce the security risk, use a combination of alphabet letters, symbols, and numbers for the safety application
file password that you set.

* The safety application file password can be neither displayed nor initialized. Manage the safety application file pass-
word in case you forget it.

I Attribute Information Specifications

The following table shows the attribute information for an add-on application created by a user.

Item Usable characters Number of characters

Application name | Single-byte alphanumeric characters | 1 to 32

Creator Single-byte alphanumeric characters | 1 to 32

Version Single-byte alphanumeric characters | 1 to 32
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7-10 Setting IP Addresses

This section describes the IP address configuration and how to set IP addresses.

7-10-1 IP Address Configuration

IP addresses are made up of 32 bits of binary data that specify the network number (net ID) and host number

(host ID).
The net ID is an address used for identifying an Ethernet network. The host ID is an address used for identifying

a host (node).
IP addresses are divided into three classes, A, B, and C, so that the address system can be selected according

to the scale of the network. Classes D and E are not used.

Bit 31 23 0
ClassA [0] Network ID (7 bits) | Host ID (24 bits)
Bit 31 15 0
ClassB [1]0]  Network ID (14 bits) | Host ID (16 bits) \
Bit 31 7 0
ClassC [1]1]0] Network ID (21 bits) | HostID (8 bits) |
Bit 31 0
Class D ‘ 1 ‘ 1 ‘ 1 ‘ 0 ‘ Multicast address ‘(Cannot be used.)
Bit 31 0
Class E ‘ 1 ‘ 1 ‘ 1 ‘ 1 ‘ Experimental address ‘(Cannot be used.)

The number of networks in each class and the number of hosts possible on the network differ according to the

class.

Class | Number of networks Number of hosts
Class A | Small 224.2 max. (16,777,214 max.)
Class B | Medium 216.2 max. (65,534 max.)
Class C | Large 28.2 max. (254 max.)

The 32 bits of binary data in an IP address are divided into 4 sections of 8 bits each. IP addresses are repre-
sented by the decimal equivalent of each of the 4 octets in the 32-bit address, each separated by a period.
For example, the binary address 10000010 00111010 00010001 00100000 would be represented as
130.58.17.32.

I Assigning IP Addresses

IP addresses must be assigned to nodes in such a way that there are no duplications within the network or
across multiple networks.

| ciDR Function

CIDR stands for Classless Inter-Domain Routing, which is a function to assigns IP addresses without using
classes.
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7 Safety 1/0 Block Settings

With class-based IP addresses, the network ID part and host ID part are separated into predetermined block
units, which has the disadvantage of not efficiently allocating IP address space (number of hosts).

Since CIDR does not use classes, it can separate the network ID part and host ID part by any IP address space,
allowing efficient use of IP address space (number of hosts).

For example, even if Class C (192.168....) is used, setting a netmask using CIDR enables building a horizontally
distributed network that exceeds 254 nodes.

Subnet mask range
192.0.0.0 to 255.255.255.252

I Subnet Mask

When many nodes are connected to one network, network operation and management becomes challenging. In
such a case, it is convenient to build a system by dividing one network into multiple subnetworks.

The system operates as multiple networks internally, but appears as a single network from the outside.

To implement this type of operation, the host ID part of the IP address is divided into two parts: a subnet ID part
and a host ID part.

The information for identifying this subnet ID part is a subnet mask.

A subnet mask is a bit mask where the network ID part and subnet ID part are set to "1", and the host ID part is
set to "0".

(Example) For a Class B IP address using 8 bits for the subnet ID, the subnet mask would be as follows:

Bit 31 15 0
ClassB [1][0]  Network D (14 bits) | Host ID (16 bits) \

Subnetmask 1111111111111111 1111111100000000 = FFFFFFOO
« e >
Network ID Subnet ID Host ID

Set the same subnet mask for all of the nodes on the subnetwork. The built-in EtherNet/IP port supports CIDR
(Classless Inter-Domain Routing). This allows you to set the subnet mask to 192.0.0.0 to 255.255.255.252.

@ Additional Information

If you will not use subnetworks, mask all of the host ID part of the IP address with "0".
Set the corresponding subnet mask value below depending on the class (Class A to Class C) of the IP address.

Class | Subnet mask value
Class A | 255.0.0.0
Class B | 255.255.0.0
Class C | 255.255.255.0

I Network Address

The information for identifying each network using subnet masks includes network addresses.
Network addresses indicate whether certain multiple nodes belong to the same network.
A network address is calculated by performing a logical AND on the node's IP address and subnet mask.

The following shows an example of calculating network addresses.
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If the IP address of node 1 is set to "192.168.250.20", the IP address of node 2 is set to "192.168.245.30", and
the subnet mask is set to "255.255.240.0", the network address of each node is calculated as shown in the fol-
lowing tables.

* The calculation for the network address of node 1 is as follows.

Item Decimal number notation Binary notation
IP address 192.168.250.20 11000000.10101000.11111010.00010100
Subnet mask 255.255.240.0 11111111.11111111.11110000.00000000
Network address | 192.168.240.0 11000000.10101000.11110000.00000000

* The calculation for the network address of node 2 is as follows.

Item Decimal number notation Binary notation
IP address 192.168.245.30 11000000.10101000.11110101.00011110
Subnet mask 255.255.240.0 11111111.11111111.11110000.00000000
Network address | 192.168.240.0 11000000.10101000.11110000.00000000

From the above, you can determine that node 1 and node 2 belong to the same network because they have the
same network address.

7-10-2  Selecting the Method to Set the IP Address Using the Rotary
Switches

You can select the method to set the IP address using the rotary switches of the Safety 1/0 Block, and then set
the IP address itself.
Use the ADDRESS rotary switches.

ADDRESS
| |

0 0
Q@? 7% Q@? 7%
o\ )& | [/\T )&
boar® || Feg1®

x16' x16°

Select either software setting or hardware setting by configuring the setting value with the rotary switches as
follows. Set the IP address using the selected method.

Set val
Setting name et value IP address setting method
(hex)
Software set- | 00 In Sysmac Studio or the Web Ul, you select from the following methods to configure the set-
ting ting.

* Setting of fixed IP address
* Obtaining from DHCP server

The factory default is 192.168.250.1.

Refer to 7-10-3 Setting by Sysmac Studio on page 7-74 for how to configure the setting
using Sysmac Studio. Refer to 7-10-4 Setting by Web Ul on page 7-76 for how to configure
the setting using the Web Ul.

Hardware set- | 01 to FE 192.168.250.71"1
ting"2 FF Obtain the IP address from the DHCP server.

*1. "[O"is the setting value of the rotary switches.
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*2. If you perform a restart after setting the rotary switches, the setting is applied.
@ Precautions for Correct Use

When the IP address is obtained from a DHCP server, the obtained IP address is cleared when the power is turned

OFF or the unit is restarted, even if the acquisition is successful. Therefore, a DHCP server will be required for subse-
quent operations.

@ Additional Information

The recommended DHCP server is DHCP Server 3.06 or later.

7-10-3  Setting by Sysmac Studio

The TCP/IP Settings screen of Sysmac Studio is used to configure the IP address settings and LINK settings of
the corresponding Unit.

E[ Precautions for Correct Use

The Safety 1/0 Block does not support the following functions in these TCP/IP settings.
e |P Adress, select Obtain from BOOTP Server

* DNS

1 Set the setting value of the ADDRESS rotary switch t0"00" and then start up the Unit.
At initial startup, the value is 192.168.250.1.

2 Right-click the Safety I/O Block on the settings screen for the connection settings (originator), and then
click Target Device - TCP/IP Settings from the displayed menu.

Map.
can be used in the program.

¥ EtherNet/IP Port 1 (192.168.250.100)

‘ Active ‘ In/Out ‘

Comment | EPI [ms] ‘
[ 1 Safety Input

Safety Output - [1Byte]
eIz o Parameter List...

Copy

Export
Exporting a Safety Application...
¥ Expand All/Collapse Al

! evice | Clear Memory
EDS Library for CIP Safety...
‘ Commen|  Set TUNID ‘
Restart
Lock

¥ EtherNet/IP Port 2 {192.168.251.1)

Target Device /

%
‘ Active ‘ Lyl ‘ Target /O Assembly

Unlock

Set Password

Mode Change (Idle}
Mode Change (Executing)
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@ Additional Information

Execution from the CIP Safety Target Device Operation window is also possible.

1) Select Safety PLC (Initial display new_SafetyCPU_0) in the Multiview Explorer, and select CIP Safety
Target Device Operation in the Tools menu from the menu bar at the top of the screen.

2) Enter the IP address that is currently set for the IP Address in Safety I/O Block, and click the TCP/IP
Settings button.

[ CiP Safety Target Device Operation - o X

IP Address

192, 168, 250.. 100

TCP/IP Settings Set Password

Set TUNID Read TUNID
Lock Unlock
Mode Change (Idle) Mode Change (Executing)

Restart Clear Memory

Device Information

3 Set the IP address by using a static IP address or obtaining an IP address from a DHCP server.
a) When using a static IP address, select the Static IP address settings option and enter the IP

address settings.

TCP/IP Settings b
IP Address of Target Device

192.168.250.

sassalppy di Bumes 01-L

New Settings
¥ IP Address
© Fixed IP Address

1P Address
Subnet Mask 255.255.255, _0
Default Gateway |

@ Obtain from BOOTP Server

N

@ Obtain from DHCP

» DNS

- Link Settings

oipn)s oewsAg Aq Bumes €-01-2

b) When obtaining an IP address from a DHCP server, select the Obtain from DHCP server option.
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TCP/IP Settings X

—IP Address of Target Device

192 .168 .250.

—New Settings
¥ IP Address
IP Address
Subnet Mask
Default Gateway .

@ Obtain from BOOTP Server

© Obtain from DHCP Server

P DNS

~ Link Settings
[Auto Il

Transfer [PC->Device]

4 set LINK settings.
The selection options are as follows.
« Auto

* 10 Mbps Half Duplex
* 10 Mbps Full Duplex
* 100 Mbps Half Duplex
* 100 Mbps Full Duplex

5 Click the Transfer [PC->Device] button.
The setting values are transferred to the Safety I/O Block.
6 To enable the transferred setting values, cycle the power supply or perform a restart.

7-10-4  Setting by Web Ul

The TCP/IP Settings screen of the Web Ul is used to configure the IP address settings and LINK settings of the
corresponding Unit.
The settings on this screen can be configured only by a user with the administrator authority.
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IP address

Obta

LINK Settings

LINK settings

The setting procedure is as follows.

1 Select the method to determine the IP address from Static IP address settings and Obtain from
DHCP server.

2 If Static IP address settings is selected, enter the values in IP address, Subnet mask, and Default
gateway.
If you click the Read button, you can check the current IP address, subnet mask, and default gateway.

sassalppy di Bumes 01-L

3 Set LINK settings.
The selection options are as follows.
* Auto

* 100 Mbps Half Duplex !
* 100 Mbps Full Duplex ~
If you click the Read button, you can check the current LINK settings. g
@
4 Click the Write button. %
The configured settings are transferred to the corresponding Unit. If the transfer is successful, the follow- ;
ing message is displayed. %

Ethernet Port Settings

Safety password

5 Set the setting value of the ADDRESS rotary switch to 00"00".

6 Enter the safety password, and click the Restart button.
The Safety 1/0 Block restarts, and the IP address settings and LINK settings are reflected.
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7-11  TUNID Settings

This section describes the TUNID setting procedure of the Safety 1/0 Block.

7-11-1 Purpose of TUNID

The TUNID is used to identify a specific safety connection in CIP Safety communications.

A TUNID is a value totaling 10 bytes, consisting of a 6-byte Safety Network Number (SNN) and a 4-byte Node
ID.

A safety network number is a number to identify multiple safety networks, and a node ID is a number to identify
each device in an EtherNet/IP network.

7-11-2 TUNID Setting Procedure

The TUNID setting has a method that uses Sysmac Studio and a method that uses the Web UI.

I Setting by Sysmac Studio

There are two methods to set the TUNID for Units: individual setting and batch setting.

® TUNID Setting (Individually)

1 Go online with the Safety CPU Unit.

2 Select the Safety I/0O Block on the Connection Settings (Originator) Edit Pane, then right-click it and
select Target Device - Set TUNID.

v EtherNet/IP Port 1 (192.

‘ Active /0 Comment ‘ EPI [ms] ‘

Safety Input + 5, SO Combined Staft [0 _

Satty Ouiputes) Byl Parameter List...

Copy

Export
Exporting a Safety Application...
w EtherNet/IP Port 2 {192.168.251.1) ¥ Expand All/Collapse All
‘ Active In/Out ‘ il G iamony ‘
TCP/IP Settings
Set TUNID
Restart
Lock
Unlock
Set Password
Mode Change (Idle}
Mode Change (Executing)

3 If TUNID setting is successful, click the OK button.
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B Sysmac Studio X

If the TUNID is already set, the following screen is displayed.

Sysmac Studio

TUNID has already set.
If you want to continue the pi ear the TUNID beforehand.

oK

To set a new TUNID, use the clear all memory function to delete the TUNID from the Safety I/O Block.
Refer to 8-2 Clear All Memory Function on page 8-4 for details on the clear all memory function.

® Setting the TUNID (Batch Setting)

You can configure the TUNID setting for all targets registered in the Connection Settings (Originator) Edit
Pane at once.

1 Go online with the Safety CPU Unit.

sbumag AINNL L1-L

2 Click the TUNID Batch Setting button at the bottom right of the Connection Settings (Originator) Edit
Pane.

7

W EtherNet/IP Port 1 (1 Safety Network Numbs 28030F8 | | Export ¥

save | wos | : 2] Bimsl | Qo e el

=]

Instance name

(=10 20 121,088 CIPOriginator_Instancel

Safety Output - [1Byte] 20 85216 CIPOriginator_Instance
62.168.250.3 NXR-SXD12048-CST

Safety Input + 51, SO Combined Status + Out Pwi 20 121088 CIPOriginator_lInstance2

Safety Output - [1Byte] 2 85216 CIPOriginator_Instance3

= 121682504 G1sMp1624
Safety Input + S, SO Combined Status - [2Bytes] X 121.088 CIPOriginator_Instanced

Safety Output - [1Byte] 20 85216 CIPOriginator_InstanceS

P EtherNet/IP Port 2 (192.168.251.1) Safety Network Number : [ISERREERERIS | | Export ¥

EDS Library for CIP Safety Device Bandwidth  Baich connection settings ¥ ' TUNID Batch Setting Mode/Lock batch setting

ainpadold Bumes AINNL Z-4-2

Results r ¥ Details

(OMRON Corporation
GI-SMD1624 (OMRON Corporation

Transfer TUNID [PC -> Devices]

3 Click the Get All Targets Status button.
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The Unit gets the status from the targets displayed in the list, and determines whether the targets are
currently in a state in which the TUNID is settable.

Transfer TUNID [PC -> Devices]

@ Additional Information

A target can be excluded from the status acquisition targets by clearing the check box.

4 Check the acquired status.
If the status is that the TUNID is not settable, the check box is cleared.

TUNID Batch Setting - (m] X

GI-SMD1624. OMRON C:

Transfer TUNID [PC -> Devices]

Furthermore, the Details column displays the status acquisition result as shown below.
* When the TUNID is settable
Setting enabled: Waiting for TUNID

* When the TUNID is not settable
Setting disabled: The status of that device is displayed.
The status information is defined in the specifications of CIP Safety.
* When communication with the device was not possible
Communicate with target failed.

If Communicate with target failed. is displayed, check the communications cable connection state,
the IP address settings of the target, etc.
Furthermore, if Setting disabled is displayed, use the clear all memory function to change the status

of the target according to the conditions.

When the status acquisition is completed, the display is as follows.
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Sysmac Studio

Get all target status completed.

5 Click the Transfer TUNID [PC -> Devices] button.
TUNID batch setting starts.

[B TUNID Batch Setting — o X

Get All Targets Status

NXR-SXI
NXR-SXD1204B-CST
GI-SMD1624

Transfer TUNID [PC -» Devices]

|§ Additional Information

You can also edit the selection status of the check box at this time.

6 Check the result of TUNID batch setting.

sbumag AINNL L1-L

Sysmac Studio

TUNID batch setting completed.

N

The TUNID setting result is displayed in the Result column.

Result column Description
Successful Setting of TUNID was executed correctly.
Failed Setting of TUNID was not executed correctly.

ainpadold Bumes AINNL Z-4-2

Review the communications environment, or if the TUNID has already been set, clear the TUNID with
the clear all memory function and then set the TUNID again.

| setting by Web Ul

On the TUNID Settings screen of the Web Ul, the TUNID of the corresponding Unit is set by confirming the
safety network number.
The settings on this screen can be configured only by a user with the administrator authority.
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Function List

Safety Network Number Setting

Monitor
Operating Status Monitor © serspecified format (manua
1/O Monitor
Gurrent Error/Event Log

Production Information

Change Operating Mode: Read TUNID

Configuration Lock

Restart
Memory All Clear
Backup/Restore/Verify

Send General GIP Command
Unit Identification

Communications Cable Diagnosis

Maintenance
Safety Password Setting

Firmware Update

The setting procedure is as follows.

1 Select the determination method for the safety network number from User-specified format (manual
format) and Automatically-generated format (time-based format).
The meaning and specifications of each determination method are as follows. Set the safety network
number of the network with the Safety I/O Block connected using any one of these methods.

Safety network num-

ber determination Meaning Specifications
method
User-specified format | The user decides and enters a safety Hex
(manual format) network number that does not dupli- The number of digits is 4, and the characters
cate that of another system. that can be entered are 0 to 9 and Ato F.
Decimal

The number of digits is 4, and the characters
that can be entered are 0 to 9.

Automatically-generat- | The user enters a safety network num- | The number of digits is 4, and the characters
ed format (time-based | ber generated automatically by the that can be entered are 0 to 9 and Ato F.
format) safety network configuration tool of the
CIP Safety originator in advance.

2 Enter the safety network number according to the selected determination method for the safety network
number.
If you click the Read button, you can check the current TUNID, safety network number, and node ID.

3 Click the Write button.
The configured settings are transferred to the corresponding Unit. If the transfer is successful, the follow-
ing message is displayed.

Safety Network Number Setting

@ Setting s completed.

4 Click the OK button.

7-82 Environment-resistive Remote Terminal NXR-S series Simple Logic Safety /0 Block for CIP Safety User’s Manual (W645)



7 Safety 1/0O Block Settings

7-12 Selecting the Safety Application

A safety application is selected with SETTING rotary switches SW1 and SW2.

Safety application type SETTING rotary switches SW1 and SW2
Remote I/O mode application | Set both to 0.
Fixed application Set both to number 7-3 of the fixed application to be used.
User-defined application Set both to F.
Add-on application Set both to number 9-D of the fixed application to be used.

uopeaiddy Ajejes ayy bunoasjes zi-2

N
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7-13 Restart

Restart the Safety 1/0 Block.

7-13-1 Purpose of Restart

The purpose of a restart is to enable the settings or changes for the IP address and other setting information.

7-13-2 Procedure for Using Restart

For restating, there is a method that uses Sysmac Studio and a method that uses the Web UI.

I Procedure Using Sysmac Studio

The procedure using Sysmac Studio is as follows.

1 Right-click the Safety I/O Block on the settings screen for the connection settings (originator), and then
click Target Device from the displayed menu.

) Map.
nnection can be used in the program.

¥ EtherNet/IP Port 1 (192.168.250.100)

Target /
Target /O Assembly

‘ Active ‘ In/Out ‘

Comment | EPI [ms] ‘

Safety Input 1 - [2Bytes] -
Edit...

Safety Output - [1Byte]
Parameter List...

Copy

Export
Exporting a Safety Application...
¥ Expand All/Collapse Al

£ Clear Memory
- EDS Library for CIP Safety..
‘ Active ‘ In/Out ‘ E 4 Commen|  Set TUNID ‘
Restart
Lock

¥ Etheriet/IP Port 2 (192.168.251.1)

Unlock

Set Password

Mode Change (Idle}
Mode Change (Executing)

2 Click Restart.
The following screen is displayed.
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B Restart the Target X

Enter the password to restart the target.
This function can not be used when Safety Connection has been established.

~Enter Password —M™M8 —M8M8M8™Mm™

OK

3 Enter the safety password, and click the OK button.
A restart is performed.

@ Additional Information

Execution from the CIP Safety Target Device Operation window is also possible.

1) Select Safety PLC (Initial display new_SafetyCPU_0) in the Multiview Explorer, and select CIP Safety
Target Device Operation in the Tools menu from the menu bar at the top of the screen.

2) Enter the IP address that is set for the IP Address in Safety I/O Block.

[ CiP Safety Target Device Operation - o X

1P Address
TCP/IP Settings Set Password
Set TUNID Read TUNID
Lock Unlock
Mode Change (idle) Mode Change (Executing)

Restart Clear Memory

Device Information Generic Message

Hejsay €1-L

N

I Procedure Using the Web Ul

Restart the Safety 1/0 Block on the Restart screen of the Web UI.
The settings on this screen can be configured only by a user with the administrator authority.

Function List

Restart

Monitor

Operating Status Monitor

uejsay Buisn 1oy 8inpeoold Z-S1-/

Change Operating Mode

Configuration Lock

fety Password Setting

Firmware Update

The setting procedure is as follows.

1 Enter the safety password, and click the Restart button.
The restart is executed and the following screen is displayed.
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Restart

@ Restartis complete.

2 Click the OK button.
Logging out from the Web Ul is performed and the Login screen is displayed.
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7-14 Configuration

This section describes the procedure to configure the safety controller and Safety I/O Block.

Refer to NX-series Safety Control Unit/Communication Control Unit User’s Manual (Cat. No. Z395) for details on
the configuration of the safety controller.

Use a safety application file for the Safety I/O Block, and configure the settings on the Safety Application Set-
tings screen of the Web UlI.

7-14-1 Configuring the Safety Controller
Configure the safety controller.
1 Transfer a remote I/O mode application created in Sysmac Studio to the safety controller.
If the open type of the Safety 1/O Block is type1 Safety open, the Safety 1/0 Block is configured by the

safety controller when a Type1 Safety Open connection is established between the safety controller and
Safety I/O Block.

7-14-2  Configuration of Safety /O Block

This section explains the steps for setting up a safety application using the safety application file. Safety applica-
tions are used by assigning rotary switch numbers. If you have mistakenly downloaded the safety application
file, remove the safety applicationSafety I/O Block from the rotary switch number.

I Configuring the Safety Application Selected Using the Rotary Switches

The procedure to configure the safety application selected using the rotary switches is as follows.

1 Prepare a safety application file created in Sysmac Studio.
2 Connect the PC to the EtherNet/IP port on the Safety I/0 Block, and log in to the Web Ul.

3 Display the Safety Application Settings screen of the Web Ul. The settings on this screen can be config-
ured only by a user with the administrator authority.
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Function List

Safety Application Settings

Monitor
Operating Status Monitor . Configuration Application name Version
1/0 Monitor
Current Emor/Event Log

Production Information

Unit S¢

Automatic Clock Adjustment Settings

Execute Command

Change Operating Mode
Configuration Lock

Restart

Memory All Clear
Backup/Restore/Verify

Send General CIP Command
Unit Identification

Communications Cable Diagnosis

@ Precautions for Correct Use

A safety application file for a remote 1/0 mode application cannot be configured as an add-on application. Fur-
thermore, a safety application file for an add-on application cannot be configured as a remote 1/0 mode appli-
cation.

4 Click the Set button of the rotary switch number to which to assign the add-on application.
The following message is displayed.

Safety Application Settings

Set a safety application.

Select a safety application file, and enter the safety application file password and the safety password.
Finally, click Confirm.

Read source:

Setting file SelectFile

Safety application file password
Safety password

5 Click the Select File button, and select the safety application file on the PC.
The selected safety application file is displayed in the Setting file field.

6 Enter the safety application file password and safety password.

7 Click the Confirm button.
The following message is displayed.
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Safety Application Settings

|t[ Precautions for Correct Use

Check that the SCCRC and SCTS displayed in the Safety Application Settings screen are as intended.

8 Check the information displayed for the read source and write destination, and click the Write button.
The settings are reflected in the Safety I/O Block, and the following message is displayed.

Safety Application Settings

@ safety application writing is completed.

uoneinbyuo) yi-2

9 To operate the add-on application, turn the power supply OFF, set the rotary switches, and turn the pow-
er supply ON.

N

I Removing Add-on Applications from Rotary Switch Numbers

The procedure to remove an add-on application from a rotary switch number is as follows.

1 Click the Remove button of the rotary switch number from which to remove the add-on application on
the Safety Application Settings screen of the Web UI.
The following message is displayed.

¥o0ig O/l Aajes jo uoneinbyuod g-vL-L

2 Check the information displayed for the deletion source, enter the safety password, and click the
Remove button.
The add-on application is removed from the rotary switch number, and the following message is dis-
played.
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Safety Application Settings

@ safety application removingis completed.
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7-15 Setting the Automatic Clock Adjustment

Automatic clock adjustment is for adjusting the time of the corresponding Unit.

7-15-1 Purpose of Automatic Clock Adjustment

The purpose of the automatic clock adjustment is to ensure that the correct dates and times are recorded in
event logs.

This function adjusts the clock information of the Safety 1/0 Block automatically. Recording the exact time allows
you to know the precise timing of error occurrence, helping facilitate a quick response and cause analysis.

7-15-2 Procedure for Using the Automatic Clock Adjustment

The automatic clock adjustment has a method that uses Sysmac Studio, a method that uses the Web Ul, and a
method that uses explicit message communications.

I Procedure Using Sysmac Studio

The procedure using Sysmac Studio is as follows.

1 Select Safety 1/0 Block on the CIP Safety Monitor screen of Sysmac Studio.
The following screen is displayed.

-SXD1204-CST
8.250.2

Executing

1/0 Assembly | Status Details

Input
Safety Input 4 Port Valu
Safety Input 5 Port Value

Safety Input 6 Port Value

Faise
Faise
Safety Input 7 Port Value  Faise
False

Safety Input 8 Port Value
Safety Input 9 Port Valu
Safety Input 10 Port Val

Safety Input 11 Port Val

Update

2 Select the Maintenance tab.
The following screen is displayed.
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7 Safety 1/0O Block Settings

Safety Output

SNTP Settings

(GMT +00:00) Greenwich Mean Time (UTC)

Set

~ EtherNet/IP port

[Enable ETHT and ETH2

Set

Unit Identification

Unit Information

Select the Active radio button of SNTP Settings.
Set the IP address of the NTP server or SNTP server in IP Address of SNTP Settings.
Select the timezone to set in Time zone.

Click Set.

N O O AW

Restart the Unit.
The date and time obtained from the NTP server or SNTP server are set for the clock built into the Unit.

I Procedure Using the Web Ul

The Automatic Clock Adjustment Settings screen of the Web Ul is used to adjust the time of the Safety 1/0
Block.

The settings on this screen can be configured only by a user with the administrator authority.
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Current operation authority: Administrator €] Logout

Function List
Automatic Clock Adjustment

Enter the settings for using automatic clock adjustment and click Write.

Monitor
Operating Status Monitor
1/O Monitor Enable / Disable setting O pisabled
Current Error/Event Log
NTP/SNTP server IP address

Production Information
UTC offset

Unit Settings
TCP/IP Settings

Safety Application Settings
Automatic Clock Adjustment Settings

Execute Command
Change Operating Mode
Configuration Lock
Restart
Memory All Clear
Backup/Restore/Verify
Send General CIP Command
Unit Identification

‘Communications Cable Diagnosis

Maintenance
Safety Password Setting

Firmware Update

The setting procedure is as follows.

1 Set Enable/Disable setting to Enabled.

2 Enter the IP address of the NTP/SNTP server in NTP/SNTP server IP address. Set the time difference
from Coordinated Universal Time (UTC) in UTC offset.

juswnsnlpy %0019 onjewolny oy buies GL-2

3 Click the Write button.
The configured settings are transferred to the corresponding Unit. If the transfer is successful, the follow-
ing message is displayed.

N

Automatic Clock Adjustment

@ Stingiscompleted
Restart the Unit to apply the settings.

Restart Cancel

4 Enter the safety password, and click the Restart button.
The Safety I/O Block restarts, and the time settings are reflected.

I Procedure Using Explicit Message Communications

The send commands for the IP address setting and timezone setting of the NTP/SNTP server are as follows.

Juswisnipy 201D onewoiny ay) Buisn Joj ainpadold Z-GL-/

Implementation details Send command item Send command value
IP address setting of SNTP server Service code 10 hex (Set_Attribute_Single)
Class ID 380 hex (Unit Manager object)
Instance ID 01 hex (instance specification)
Attribute ID 12 (SNTP Server IP Address)
Service data IP address of SNTP server
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Implementation details Send command item Send command value
Offset in minutes for correcting present time | Service code 10 hex (Set_Attribute_Single)
Class ID 380 hex (Unit Manager object)
Instance ID 01 hex (instance specification)
Attribute ID 102 (Time Zone Offset - Minutes)
Service data -720 to 840

Refer to Explicit Message Server Function on page 6-7 for the method to access CIP objects through an explicit
message.

7-15-3 Details on Automatic Clock Adjustment

The time information of the Unit is cleared by a power interruption.

Automatic adjustment of the clock information is performed periodically, but the adjustment timing cannot be set
arbitrarily.

Daylight savings time is not supported.

If the connection with the NTP server or SNTP server fails, an NTP Server Connection Error (84040000 hex)
event occurs. Refer to 11-2-4 Event Details and Troubleshooting on page 11-12 for details.

@ Precautions for Correct Use

* If the automatic clock adjustment is not used, the internal clock of the Unit is set to 00:00:00, January 1, 1972 when
the power is turned ON, and timekeeping proceeds from that point.

* To reduce the security risks, always execute automatic clock adjustment.
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7-16 Changing the Operating Mode

Change the operating mode of the Safety I/O Block to Idle or Executing.
Refer to 6-8 Operating Modes on page 6-47 for details on operating modes.

7-16-1 Procedure for Using Change Operating Mode

Change operating mode has a method to use Sysmac Studio and a method to use the Web UI.

I Procedure Using Sysmac Studio

In Sysmac Studio, there is a method to change operating mode for Units individually, and a method to change
the operating mode for multiple Units registered to the CIP Safety Connection Setting screen at once.

® Changing the Mode on an Individual Unit Basis

The procedure to change the mode on an individual unit basis is as follows.

1 Right-click the Safety 1/0 Block on the settings screen for the connection settings (originator), and
then click Target Device from the displayed menu.

fap.
an be used in the program.

v EtherNet/IP Port 1 (192.168.2

| Active | Comment | EPI [ms] |

Safety Input 1 - [2Bytes] -
Edit...

Safety Output - [1Byte]
Parameter List...

Copy

Export
Exporting a Safety Application...
¥ Expand All/Collapse All

¥ EtherNet/IP Port 2 (192.168.251. et SRR | Ciear Memay
, S Library for CIP Safety..
| Active | In/Out 2] Commen|  Set TUNID |
Restart
Lock
Unlock
Set Password
Mode Change (Idle)
Mode Change (Executing)

2 Click Mode Change (Idle) or Mode Change (Executing).

3 The safety password input window is displayed. Enter the safety password.
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B Mode Change (die) X

Enter the password to execute mode change to the Idle state.

~ Enter Password

Cancel

ﬂ Mode Change (Executing) X

Enter the password to execute mode change to the Executing state

or r Enter Password

OK Cancel

4 Ciick the OK button.
The operating mode changes.

@ Additional Information

Execution from the CIP Safety Target Device Operation window is also possible.

1) Select Safety PLC (Initial display new_SafetyCPU_Q0) in the Multiview Explorer, and select CIP Safety
Target Device Operation in the Tools menu from the menu bar at the top of the screen.
2) Enter the IP address that is set for the IP Address in Safety 1/0 Block.

[l P Safety Target Device Operation - O S

Set Password
Read TUNID

Unlock
Mode Change (Idle)

Mode Change (Executing)

Restart Clear Memory

Device Information Generic Message

@ Batch Changing the Operating Mode of Multiple Units

The procedure to use batch changing of the operating mode of multiple Units is as follows.

1 Display the settings screen for the connection settings (originator) in Sysmac Studio.

If you add connection settings, |/C port of the target /O assembly will be generated on the Safety I/O Map.
After allocating de to the I/O port on the /O Map, input and output values of connection can be used in the program.

Safety Network 4D9E0105T315 .| Import Exportw¥
Target Device / |

Go To I/C Map
¥ EtherNet/IP Port 1 (192.168.250.1)

Comment

| s | In/Out | Target I/O Assembly

Safety Input 1 - [2Bytes]

‘ EPI [m

i}

Export ¥

Safety Network Number : 4D9E0105732? ‘

Comment

¥ EtherNet/IP Port 2 (192.168.251.1) Import

Target Device /
Target 1/O Assembly

Active | InfOut |

‘ EPI [ms]

EDS Library for CIP Safety Device Bandwidth  Batch connection settings W

2 Click the Mode/Lock batch setting button.
The following screen is displayed.
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B Mode/Lock batch setting o X

Get All Targets Status.

[ Target IP address Model Vendor name Device Status Lock
192.1682502 NXR-SXD1204-CST OMRON Corporation

Changing the operating mode Configuration Lock

die Executing Lock Unlock

3 Click the Get All Targets Status button.
The device status of each target is displayed in the Device status column as shown below. Device
status has the same meaning as operating mode.

B Mode/Lock batch setting — o %

password |

Results Target IP address Model Vendor name Device Status
192.1682502 NXR-SXD12048-CST OMRON Corporation Executing

Changing the operating mode Configuration Lock

idie Bxecuting Lock Unlock

apo BunesadQ ayj buibueys 9-7

4 Enter the safety password, and click the Idle button or Executing button in Changing the operating
mode.
The operating mode of multiple Units changes. Whether changing the operating mode of each target
was a success or failure is displayed in the Results column as shown below.

B Mode/Lock batch setting = o X
Get All Trgets Status

Target IP address Model Vendor name Device Status Lock
)1 Corporation Idle

7 ults
M Succeeded 192.168.250.2 NXR-SXD1204-CST 'OMRON

Changing the operating mode Configuration Lock

apoyy BunesadQ abueyn Buisn 10} 8inpadoid L-9L-/

I Procedure Using the Web Ul

The Change Operating Mode screen of the Web Ul is used to change the operating mode of the Safety I/O

Block.
The settings on this screen can be configured only by a user with the administrator authority.
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Function List

Monitor
Operating Status Monitor

/0 Monitor

Current Error/Event Log

Production Information

Unit Settings
TCPIIP Settings
TUNID Settings
‘Satety Application Settings

Automatic Clock Adjustment Settings

Memory All Glear
Backup/Restore/Verify.

Send General CIP Command
Unit Identiication

Communications Cable Diagnosis

Maintenance
Safety Password Setting

Firmware Update

The setting procedure is as follows.

1 The Current operating mode field displays the current operating mode, and the New operating mode
field displays the new operating mode. Click the Confirm button.
The following message is displayed.

Change Operating Mode

Change the operating mode from Idle to Executing
Enter the safety password and click Execute.

Execute

2 Enter the safety password, and click the Execute button.
The operating mode changes, and the following message is displayed.

Change Operating Mode

@  Changing ofthe operating mode from Idie to Executing is completed.

3  Click the OK button.
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7-17 Configuration Lock

The configuration lock is used to lock and unlock the configuration of the Safety 1/0 Block.
It can also simultaneously execute configuration locking of multiple Safety 1/O Block registered on the CIP Safe-
ty Connection Settings screen.

7-17-1 Purpose of Configuration Lock

The purpose of the configuration lock is to prevent setting data related to the safety of the Safety 1/0 Block and
safety applications that are executed from being changed unintentionally. Executing the configuration lock
makes all setting data unchangeable unless the safety password is entered.

7-17-2 Procedure for Using the Configuration Lock

The configuration lock has a method that uses Sysmac Studio and a method that uses the Web UI.

I Procedure Using Sysmac Studio

In Sysmac Studio, there is a method to execute locking and unlocking of the configuration for Units individually,
and a method to execute locking and unlocking of the configuration for multiple Units registered to the CIP Safe-
ty Connection Setting screen at once.

@ Setting the Configuration Lock on an Individual Unit Basis

The procedure to lock or unlock the configuration on an individual unit basis is as follows.

1 Right-click the Safety 1/0 Block on the settings screen for the connection settings (originator), and
then click Target Device from the displayed menu.

bly will be generated o 1O Map.
After allocatin i rt on the /O Map, input and output valu ion can be used in the program.

v EtherNet/IP Port 1 (192.

Active | Comment | EPI [ms] |

Safety Input 1 - [2Bytes] = -

Safety Output - [1Byte]
Parameter List...

Copy

Export
Exporting a Safety Application...
¥ Expand All/Collapse All

Clear Memory

¥ EtherNet/IP Port 2 (192.168.251.1) e
S Library for CIP Safety.. TCP/IP Settings
Active In/Out Tomet ! Commen  Set TUNID |
Target I/O Assembly
Restart
Lock
Unlock
Set Password
Mode Change (Idle)
Mode Change (Executing)
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7 Safety 1/0O Block Settings

2 Click Lock or Unlock.

3 The safety password input window is displayed. Enter the safety password.

B Lock the target device X

Enter the password to lock the configuration data.

~ Enter Password

Cancel

4 cickok.

Locking or unlocking of the configuration is executed.

@ Additional Information

Execution from the CIP Safety Target Device Operation window is also possible.

1) Select Safety PLC (Initial display new_SafetyCPU_0) in the Multiview Explorer, and select CIP Safety
Target Device Operation in the Tools menu from the menu bar at the top of the screen.

2) Enter the IP address that is set for the IP Address in Safety 1/0 Block.

[ C1P safety Target Device Operation — [u] X

IP Address

192. 168 . 250.. 100

Mode Change (Idle)

Restart

Device Information

@ Batch Configuration of Multiple Units

Th

7-100

e procedure to use batch configuration of multiple units is as follows.

1 Display the settings screen for the connection settings (originator) in Sysmac Studio.
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If you add connectior /O port of the target I/O assembly will be generated on the Safety I/0 Map.

s : 5 : = o . G /i
After allocating device variables to the /O port on the I/O Map, input and output values of connection can be used in the program. doniiis

¥ EtherNet/IP Port 1 (192.168.250.1) Safety Network 4D9EO1057315 Import  Export v

| Active | In/Out |

Target Device /
Target I/O Assembly

Comment | EPI [m

w EtherNet/IP Port 2 (192.168.251.1) Safety Network Number 4D9EO1057327 7| Import Export ¥

Target Device /

Target I/O Assembly Comment ‘ EPI [ms]

Active | In/Out |

EDS Library for CIP Safety Device Bandwidth  Batch connection settings w

2 Click the Mode/Lock batch setting button.
The following screen is displayed.

B Mode/Lock batch setting - o b 4
password | Get Al Targets Status

Results Target IP address Model Vendor name Device Status Lock
1921682502 NXR-SXD1204-CST OMRON Corporation

%907 uoneInByuoD L1

Changing the operating mode (- Configuration Lock

Idie Executing Lock Unlock

N

3 Click the Get All Targets Status button.
The configuration lock status of each target is displayed in the Lock column as shown below.

(! Mode/Lock batch setting

Results Target IP address y
192.1682502 NXR-SXD12048-CST

Changing the operating mode Configuration Lock

Idie Bxecuting Lock [

%007 uoneinbyuo) ay) Buisn Joy ainpasoid Z-/ -/

4 Enter the safety password and click the Lock button or Unlock button of Configuration lock.
Locking or unlocking of the configuration is executed for multiple units at once. Whether locking or
unlocking the configuration was a success or failure is displayed in the Results column as shown be-
low.
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‘rll Mode/Lock batch setting [ X

Password Get All Targets Status

B | Results Target IP address Model Vendor name Device Status Lock | |
E4  Succeeded 1921682502 NXR-SXD12048-CST OMRON Corporation Lock

Changing the operating mode Configuration Lock

Idie Executing tock | " Uniock
id

I Procedure Using the Web Ul

Use the Configuration Lock screen of the Web Ul to lock and unlock the configuration of the Safety I/O Block.
The settings on this screen can be configured only by a user with the administrator authority.

Current operation authority: Administrator €] Logout
Function List

Monitor

Configuration Lock

R — Lock the configuration. Check t jon details and click Execute.

1/0 Monitor

i Configuration unlocked
Current Error/Event Log

Production Information \L

New status Configuration locked
Unit Settings

TCP/IP Settings
TUNID Settings
Safety Application Settings

Automatic Clock Adjustment Settings

Execute Command

Restart

Memory All Clear
Backup/Restore/Verify

Send General CIP Command
Unit Identiication

Communications Cable Diagnosis

Maintenance
Safety Password Setting

Firmware Update

The setting procedure is as follows.

1 The current configuration lock state is displayed in the Current status field, and the new configuration
lock state is displayed in the New status field. Click the Confirm button.
The following message is displayed.

Configuration Lock

Unlock the configuration.
Enter the safety password and click Execute.

2 Enter the safety password, and click the Execute button.
The configuration is locked or unlocked, and the following message is displayed.
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Configuration Lock

@ e configuration was unlocked.

3  Click the OK button.

7-17-3 Details on Configuration Lock

You can check whether the configuration is locked from the LOCK indicator of the Unit indicators. The LOCK
indicator is lit when the configuration is locked, and flashing or not lit when it is unlocked. Refer to LOCK Indica-
tor on page 3-7 for details on the LOCK indicator.

I Target Data of Configuration Lock

The target data of the configuration lock is as follows. In the locked state, these data cannot be changed.

Item Description

CIP Safety communica- | CIP Safety communications basic settings including TUNID
tions settings
Safety application set- Settings of add-on applications and user-defined applications and I/O configuration settings of
tings remote I/O mode applications

The settings of fixed applications cannot be changed regardless of the lock state.

Setting data of non-safe- | EtherNet/IP communications settings, TCP/IP settings, LINK settings, Ethernet port enable/
ty functions disable settings, LLDP function settings, enable/disable setting of power shut-off function for
through-wiring output, SNTP settings

If the rotary switches are changed to a different value after the configuration lock is executed and then the pow-
er is turned ON, the Rotary switch settings changed after configuration was locked event occurs and the corre-
sponding Unit stops operating.

I Target Functions of Configuration Lock

The target functions of the configuration lock are as follows. In the locked state, these functions cannot be exe-
cuted.
* 1/O wiring checking function

» Restoration of backup function
 Clear all memory function

Conversely, the configuration cannot be locked while the following functions are executing.
* |/O wiring checking function
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7-18 Setting the Safety Password

The safety password is for preventing unauthorized access to the Safety 1/0 Block Unit, and protecting the as-
sets stored in the Safety I/O Block Unit.

7-18-1 Purpose of Safety Password

The purpose of the safety password is to prevent tampering with and leakage of the assets of the Safety I/O
Block by enabling use of only operations corresponding to the authority of the user.
Therefore, the account information of users including the safety password must be managed appropriately.

7-18-2  Procedure for Using Safety Password Setting

Safety password setting has a method that uses the Web UI.
Furthermore, the safety password can be changed also in Sysmac Studio.

I Procedure for Changing the Safety Password in Sysmac Studio

1 Right-click the Safety I/O Block on the settings screen for the connection settings (originator), and then
click Target Device from the displayed menu.

mbly will be g ) Map.
ap, input and t o ction can be used in the program.

¥ EtherNet/IP Port 1 (192.168.250.100)
‘ Active ‘ In/Out ‘ = |\ i Comment | EPI [ms] ‘
[ Safety Input 1 - [2Bytes] _
. Edit...

Safety Output - [1Byte]
- 3 Y - ot Parameter List...

Copy

Export
Exporting a Safety Application...
¥ Expand All/Collapse All

Clear Memory

¥ EtherNet/IP Port 2 (192.168.251.1) R
EDS Library for CIP Safety... TCP/IP Settings

Target Device /

Target [0 Assembly Commen|  Set TUNID ‘

Restart

‘ Active ‘ In/Out ‘

Lock

Unlock

Set Password

Mode Change (Idle)}
Mode Change (Executing)

2 Click Set Password.

3 The password setting window is displayed. Enter the current safety password and new safety password.
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B set Password X

Current Password

New password

New password (confirmation) | SN

M Allow passwords less than 8 characters.

Cancel

4 ciick oK.
The new safety password is set.

@ Additional Information

Execution from the CIP Safety Target Device Operation window is also possible.

1) Select Safety PLC (Initial display new_SafetyCPU_0) in the Multiview Explorer, and select CIP Safety
Target Device Operation in the Tools menu from the menu bar at the top of the screen.

2) Enter the IP address that is set for the IP Address in Safety 1/0 Block.

[B CIP Safety Target Device Operation - 8] X

TCP/IP Settings
Set TUNID

Lock

Mode Change (Idle)

piomssed Ajejes sy} bumes gi-L

N

I Procedure Using the Web Ul

Refer to the following table for the safety password related usage procedures of the Web UlI.

Function Reference

Safety password authentication | 7-2-6 Login on page 7-22
Safety password setting Safety Password Setting Procedure Using the Web Ul on page 7-105
Change Initial Safety Password | Change Initial Safety Password on page 7-24

I Safety Password Setting Procedure Using the Web Ul

Set the safety password on the Safety Password Setting screen of the Web UL.
The settings on this screen can be configured only by a user with the administrator authority.

Bumas piomssed A1ajeg Buisn Jo) ainpaooid Z-gL-/
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Function List

Safety Password Setting

Monitor
Operating Status Monitor
1/0 Mot
Current Ermor/Event Log

Production Information

Unit Settings
TCP/IP Settings

TUNID Settings
Safety Application Settings

Automatic Clock Adjustment Setiings

Execute Command
Change Operating Mode

Configuration Lock

Communications Cable Diagnosis

Maintenance

Firmware Update

The setting procedure is as follows.

1 Enter the current safety password in Current safety password. Enter a new safety password in New
safety password and New safety password (confirmation).
To enhance the security, enter a safety password that is at least 8 characters long.
However, in special circumstances, such as when you wish to use the same password as another de-
vice, you can set a safety password that is less than 8 characters long if you select the Enter a safety
password less than 8 characters long check box.

2 Click the Set button.
The safety password is set, and the following message is displayed.

Safety Password Setting

@ setting of the safety password is completed.

3 Click the OK button.
Logging out from the Web Ul is performed and the Login screen is displayed.

7-18-3 Details on Safety Password

This section describes various specifications of the safety password.

I Operations Requiring Entering of the Safety Password

With Sysmac Studio, entering of the safety password is required when performing the following operations. If
you do not enter the safety password, these operations are not executed.
» Changing the safety password

» Locking/unlocking the configuration
* Restarting

» Changing the operating mode
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 Clearing all memory

The Web Ul divides user authorities into observers who can view various information displayed on screens by
the Web Ul, and administrators who can configure various settings provided by the Web Ul.

Refer to 7-2-4 Main Menu List on page 7-18 for the relationship between the various screens of the Web Ul and
whether use is possible as an observer or administrator.

I Safety Password Specifications

The conditions for the text string that can be used for the safety password are as follows.

Item Description

Number of characters | 8 to 32
Usable characters AtoZ,atoz,0t09,!"#$% &' ()*+,-./:;<=>2@[\]*_"{|}~ single-byte space

The safety password is not set at shipment from the factory.

M Precautions for Correct Use

To reduce the security risk, always set a safety password. Use alphabet letters, symbols, and numbers for the safety
password that you set to make it complicated.

I Other Specifications

If there is no operation for at least 10 minutes after logging in to the Web Ul, you will be required to re-enter the
safety password to prevent unauthorized use by a third party without editing authority.

As a measure against brute force attacks, if you enter the safety password 5 times incorrectly in the Web Ul,
you will be unable to log in for 10 minutes. The count for entering the safety password incorrectly is reset by any
of a successful login, cycling of the power supply, or 10 minutes elapsing.

|Z[ Precautions for Correct Use

* The safety password cannot be displayed. Furthermore, if the safety password is initialized by clearing all memory,
you need to enter a safety password.

* To prevent unauthorized use by third parties, log out from the Safety I/O Block before interrupting operations via the
Web Ul and leaving your computer. In the Web Ul, by selecting Refresh automatically on the Operating Status
Monitor screen, 1/0 Monitor screen, Current Error screen and Event log screen, re-entry of the safety password is not
required even after more than 10 minutes of inactivity.
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7-19 Backup

Backup has three functions: backup, restore, and verify.

® Backup

Save all setting data of the corresponding Unit collectively to the PC as a backup file. Set a backup file pass-
word for a backup file as a security measure.

® Restore

Deploy the contents of a backup file on the PC to the corresponding Unit.

® Verify

Verifies the setting data of the corresponding Unit and the backup file on the PC to verify whether the content
is the same.

7-19-1 Purpose of Backup

The purpose of a backup is to reduce the parameter setting time during replacement of the Safety I/O Block by
backing up, restoring, and verifying all setting data of the Safety 1/0 Block at once.

Make a backup regularly and when you have changed settings to ensure that the settings of the Safety I/O
Block always match those in the backup file.

7-19-2 Procedure for Using Backup

Use the Backup/Restore/Verify screen of the Web Ul to perform backing up, restoring, and verification.
The settings on this screen can be configured only by a user with the administrator authority.

Backup/Restore/Verify

Select the

o

e backup file on the PC and the setting data of the Unit.

This section describes each of the procedures.

(77 Precautions for Correct Use
To execute a backup, you need to use the configuration lock function to set the Safety I/O Block to the locked state.

Furthermore, to execute a restore, you need to set the Safety I/O Block to the unlocked state. Refer to 7-17 Configura-
tion Lock on page 7-99 for details on the configuration lock function.
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I Backup

The backup procedure is as follows.

1 Select Backup [Unit — PC], and click the Confirm button.
The following screen is displayed.

2 Enter a backup file password in Backup file password and Backup file password (confirmation).
The backup file password is for creating, restoring, and verifying a backup file. It differs from the safety

password.

3 Click the Execute button.
A backup file is stored in the Downloads folder on the PC. The file name is Unit Model IP

Address_Date.dat.
The following message is displayed.

dnyoeg 61-.L

the backup file to

ils
NXR-SXD1204-CST
Ver.1.00
192.168.250.2

N

ers 3113 12F5
up  2026/04/13 08:43:42

The backup file attribute information displayed is required for the restore. Keep a note of it.

4 Ciick the OK button.

dnyoeg Buisn 1o} 8inpaooid Z-61-/

I Restore

The restore procedure is as follows.

1 Prepare the restore destination Safety 1/0 Block in the factory default state or with all memory cleared,
and the backup file and the attribute information of the backup file recorded when the backup file was

created.

2 Select Restore [PC — Unit] on the Backup/Restore/Verify screen of the Web Ul, and click the Confirm
button.
The following screen is displayed.
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6

7

7-110

ES I

Restoration target bac

Backup file

Click the Select button, and select the restoration target backup file on the PC.
The selected backup file is displayed in the Restoration target backup file field.

Enter the backup file password and safety password, and click the Confirm button.
The following message is displayed.

Restore

Restore a backup file on the PC to the Unit.
Checkth ribute information of the restoration target backup file is correct.
Finally, ¢ ute.

Attribute information of restoration target backup file:
item Details
Model NXR-SXD1204-CST
Unitversion Ver.1.00
1P address 192.168.2502
Hash value 385A_A3B3 9153 _BOED_4DE2_337B_F38B_796F_4AE7_B035 9164 9D3A_BACC_5C03 5D2A AsH)
CRC for safety parameters 3113 _12F5
Dateand time of backup  2026/04/13 08:43:42

Check that the above attribute information and the Attached information displayed when the backup completes

A match
If the information does not match, the restoration target backup file may be incorrect.

Check that the attribute information displayed in the Attribute information of restoration target
backup file field matches the attribute information displayed when creating the backup file, and click the
Execute button. If it does not match, click the Cancel button because the specified backup file may be
damaged.

When the Execute button is clicked, restoration is executed and the following message is displayed.

Restore

Enter the safety password, and click the Restart button.
The Safety I/O Block restarts, and the restored content is reflected. The following message is displayed.

Restore Completion Process

Check that the attribute information displayed in the Restore Result field matches the attributed infor-
mation displayed when creating the backup file, and click the Execute button. If it does not match, click
the Cancel button because the restoration may have failed.
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8 Cycle the power supply or use the Restart screen of the Web Ul to restart the Safety 1/0 Block.
The restoration completes and the Safety 1/0 Block restarts. If the Cancel button was clicked in step 7,

all memory is cleared automatically.
The operating mode after the restart is in accordance with the power-on mode setting of the restored

backup data. The configuration lock is locked.

| Verifying Data

The verification procedure is as follows.

1 Select Verify, and then click the Confirm button.
The following screen is displayed.

2 Click the Select File button, and select the verification target backup file on the PC.
The selected backup file is displayed in the Verification target backup file field.

dnyoeg 61-.L

3 In Backup file password, enter the backup file password set when creating the backup file.

The backup file password is for creating, restoring, and verifying a backup file. It differs from the safety 7
password.
N
4 Click the Execute button. ©
If the backup file password matches, the verification is executed and the verification result is displayed. §
g
S
vy)
Backup file Unit %’;-
NXR-SXD1204-CST NXR-SXD1204-CST _g

Ver.1.00 Ver.1.00
192.168.250.2 192.168.250.2
153_BOED 385A_A3B3 9153 BOED
F 4DE2_337B_F38B_796F

2=
4DE2_337B_F388_ 796! 3378 |
T 4AE7_B035 9164 9D3A 4AE7_B035 9164 9D3A

BACC_5C03_5D2A_ASBB BACC_5C03_5D2A_ASBB
CRC for safety parameters 3113 12F5 3113 12F5

5  Click the OK button.

7-19-3 Details on Backup

This section describes the various specifications of backup.

I Data to Be Backed Up

The data to be backed up, restored, and verified is as follows.
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Item Description

CIP Safety communications | CIP Safety communications basic settings including SNN and TUNID
settings

Safety application settings | Settings of add-on applications and user-defined applications and I/O configuration settings
of remote I/O mode applications
The settings of fixed applications are not included.

Configuration locked state | Information indicating that configuration is locked, and the various setting values stored
when the configuration was locked

Production information Unit model, Unit version
Setting data of non-safety | EtherNet/IP communications settings, TCP/IP settings 1, LINK settings, Ethernet port ena-
functions ble/disable settings, LLDP function settings, enable/disable setting of power shut-off function

for through-wiring output, SNTP settings

*1. If the IP address is configured using DHCP, the IP address obtained from the DHCP server is excluded from backup,
restores, and verifications.

I File Name of Backup File

The default file name of the backup file is Unit Model IP Address Date.dat. You can freely change the file
name.

I Specifications of Backup File Password

The conditions for the text string that can be used for the backup file password are as follows.

Item Description

Number of characters | 8 to 32
Usable characters AtoZ,atoz,0t09,!"#$% &' ()*+,-./:;<=>2@[\]1"_"{]|}~ single-byte space

E[ Precautions for Correct Use

* To reduce the security risk, use a combination of alphabet letters, symbols, and numbers for the backup file pass-
word.

* The backup file password can be neither displayed nor initialized. Manage the backup file password in case you for-
get it.
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This chapter describes the various functions of the Safety 1/O Block.
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List of Functions

8 Functions of Safety I/O Block

The various functions of the Safety I/O Block include the following.

Function name

Purpose

Description

Reference

Clear all memory
function

Prevent leaking of the setting data
information of the corresponding
Unit.

Return all setting data of the cor-
responding Unit to the factory de-
fault settings.

8-2 Clear All Memory
Function on page 8-4

HTTPS communi-
cations function

Prevent leaking of the communica-
tions data information.

Perform encrypted communication
between the PC and correspond-

8-3 HTTPS Communica-
tions Function on page

ing Unit when using the Web UlI. 8-8
Device Level Ring | Enable normal communications to | Connect communications cables 8-4 Device Level Ring
(DLR) function be maintained even when a com- | in ring topology. (DLR) Function on page
munications cable is broken in one 8-10

place.

Power OFF func-
tion for through-
wiring output

Reduce the amount of power
used.

Shut off the supply of output pow-
er to Units beyond that Unit when
an output power supply is con-
nected to multiple Units via
through-wiring.

8-5 Power OFF Function
for Through-wiring Output
on page 8-11

I/0 wiring checking
function

Enable reliable and easy checking
of the wiring to safety 1/0 termi-
nals.

Check that the wiring to the safety
I/O terminals has been performed
correctly.

8-6 1/0 Wiring Checking
Function on page 8-13

Send general CIP
command function

Execute the functions of CIP ob-
jects held by the corresponding
Unit without a dedicated tool or
SNCT.

Issue CIP message commands.

8-7 Send General CIP
Command Function on
page 8-15

Unit identification
function

Enable identification of the running
Unit.

Light the Unit identification indica-
tor of the corresponding Unit.

8-8 Unit Identification
Function on page 8-16

suonoung Jo Jsi |-8

IP address indica-
tion function

Check the IP address of a Unit for
which you know its location but
have forgotten its IP address.

Use the I/O indicators to indicate
the value of the IP address.

8-9 IP Address Indication
Function on page 8-19

Power supply mon-
itor function

Enable appropriate measures to
be taken when the power supply
voltage or power supply current
values are outside the normal
range.

Check the power supply voltage
and power supply current values.

8-10 Power Supply Monitor
Function on page 8-22

I/O monitor func-
tion

Shorten the time required to check
the operation of the corresponding
Unit and identify the cause of an
error.

Display the value of each I/O ter-
minal of the corresponding Unit.

8-11 I/0 Monitor Function
on page 8-27

Contact operation
count monitor func-
tion

Check the maintenance timing for
the corresponding Unit.

Monitor the ON/OFF count of the
safety input terminals and safety
output terminals of the corre-
sponding Unit.

8-12 Contact Operation
Count Monitor Function on
page 8-29

Communications
cable diagnosis
function

Improve the efficiency of identify-
ing the causes of communications
errors.

Check whether the communica-
tions cables are broken or short-
circuited.

8-13 Communications Ca-
ble Diagnosis Function on
page 8-31

Firmware update
function

Fix any found security vulnerabili-
ties of the corresponding Unit.

Update the firmware of the corre-
sponding Unit.

8-14 Firmware Update
Function on page 8-35
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g-2 Clear All Memory Function

The clear all memory function is used to return all setting data of the Safety 1/0 Block to the factory default set-
tings.

However, you can remove the following information from the targets for clearing all memory.

+ |P address

* TUNID
» Safety password
* Eventlogs

» Add-on applications of rotary switch settings No. 9 to D

|17[ Precautions for Correct Use
When disposing of the Safety I/O Block, be sure to execute the clear all memory function in the Web Ul to prevent infor-
mation leakage. With clear all memory using Sysmac Studio, the event logs and add-on applications of rotary switch

settings No. 9 to D cannot be cleared. If the clear all memory function cannot be executed due to a failure or other
problem, contact your OMRON representative.

8-2-1 Purpose of Clear All Memory Function

The purpose of the clear all memory function is to restore the settings to factory default during Safety 1/0 Block
setup changes or to clear all setting data when disposing of the Safety /O Block.

8-2-2 Procedure for Using the Clear All Memory Function

The clear all memory function has a method that uses Sysmac Studio and a method that uses the Web UI.

|1’[ Precautions for Correct Use

To execute the memory all clear function, you need to use the configuration lock function to set the Safety 1/0 Block to
the unlocked state. Refer to 7-17 Configuration Lock on page 7-99 for details on the configuration lock function.

I Procedure Using Sysmac Studio

The procedure using Sysmac Studio is as follows.

1 Right-click the Safety I/O Block on the settings screen for the connection settings (originator), and then
click Target Device from the displayed menu.
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Map.
onnection can be used in the program.

¥ EtherMet/IP Port 1 (192.168.250.100}

| Active | In/Qut | 5 Comment EPI [ms] |

Safety Input 1 - [2Bytes]
Edit...
Safety Output - [1Byte]
Parameter List...

Copy

Export
Exporting a Safety Application...
“ Expand All/Collapse Al

¥ EtherNet/IP Port 2 (192.1 ; el R | Clear Memary
EDS Library for CIP Safety.
Commen|  Set TUNID |
Restart
Lock
Unlock
Set Password
Maode Change (Idle)
Maode Change (Executing)

2 Click Clear Memory.
The following Target Memory Clear window is displayed.

Target Memory Clear >

Clear the memeory area of the target device excluding the selected area.
Select the area to e OK button.
If Safety Connection has been established, this function does not work.

uonoung Alows ||V 1e3]D Z-8

Option
Clear the memory excluding the following area.

B IP Address

H TUNID

B Password

~ Enter Password

Close

3 Select the check boxes for the items you do not want to clear from IP Address, TUNID, and Password,
enter the safety password in the Enter Password box, and click the OK button.
The clear all memory function is executed.

uonoun4 Alowsy |1V Jes|D ay) Buisn 4o} ainpasoid Z-2-8
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@ Additional Information

Execution from the CIP Safety Target Device Operation window is also possible.

1) Select Safety PLC (Initial display new_SafetyCPU_0) in the Multiview Explorer, and select CIP Safety
Taget Device Operation in the Tools menu from the menu bar at the top of the screen.

2) Enter the IP address that is set for the IP Address in Safety /O Block.

[B CIP safety Target Device Operation - o S

IP Address

192. 168 250.. 100

TCP/IP Settings Set Password

Set TUNID Read TUNID
Lock Unlock
Mode Change (Idle) Mode Change (Executing)

Restart Clear Memory

Device Information Generic Message

I Procedure Using the Web Ul

Clear all of the settings of the Safety 1/0 Block on the Memory All Clear screen of the Web Ul.
The settings on this screen can be configured only by a user with the administrator authority.

Function List

Memory All Clear

Monitor
Operating Status Monitor
1O Monitor
Curent Error/Event Log

Production Information

Unit Settings
TCPIIP Settings.
TUNID Settings
Saety Application Settings

Automatic Clock Adjustment Settings

Ghange Operating Mode:
Configuration Lock

Restart

Memory All Clear
Backup/Restore/Verlty

Send General CIP Command
Unit Identification

Communications Cable Diagnosis.

Maintenance
Safety Password Setting

Firmware Update

The setting procedure is as follows.

1 Select the check boxes of the items to not clear from memory, and click the Confirm button.
The following message is displayed.

Memory All Clear
ce
en

Option:

Item Details

1P address Target for memory al clear.
TUND Target for memory all clear.
Safety password Target for memory all clear.
Event Log Not target for memory all clear.
Add-on Application for rotary switch settings No.9to D Not target for memoryall lear.

2 Enter the safety password, and click the Execute button.
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All memory is cleared, and the following screen is displayed.

Memory All Clear

@ Clearingall memory is completed.

3 Click the OK button.

Log out from the Web UI.

8-2-3

Details on Clear All Memory Function

The target data of the clear all memory function is as follows.
The target data differs depending on whether the clear all memory function is executed in Sysmac Studio or the

Web UL

Category

Description

Execute by
Sysmac Studio

Execute by Web
ul

CIP Safety communica- IP address Target (selecta- | Target (selecta-
tions settings ble) ble)
TUNID Target (selecta- | Target (selecta-
ble) ble)
CIP Safety communications basic settings excluding | Target Target
IP address and TUNID
Safety application settings | Settings of user-defined applications and 1/O config- | Target Target
uration settings of remote 1/0 mode applications
Settings of add-on applications Not target Target (selecta-
ble)
Setting data of non-safety | EtherNet/IP communications settings, TCP/IP set- Target Target

functions

tings, LINK settings, Ethernet port enable/disable
settings, LLDP function settings, enable/disable set-
ting of power shut-off function for through-wiring out-
put, SNTP settings

Safety password

Safety password

Target (selecta-
ble)

Target (selecta-
ble)

Event logs

System event log and access event log

Not target

Target (selecta-
ble)
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8-3

HTTPS Communications Function

The HTTPS communications function encrypts communications between the PC and the Safety I/0 Block when
using the Web UlI.

Use of the HTTPS communications function requires the CA certificate for the Web server certificate of the
Safety 1/0O Block to be installed in the Web browser of the PC you are using. Download the CA certificate from
the OMRON website. Once installed, you can continue using the HTTPS communications function on that PC.

M Precautions for Correct Use

To use the Web Ul, there is the method to enter an IP address and the method to enter a domain name. The method to
enter a domain name has the highest security. The content explained here is required to use the method to enter a
domain name. Refer to Method to Enter an IP Address on page 7-21 and Method to Enter Domain Name on page 7-22
for details on the method to enter the IP address and the method to enter a domain name, respectively.

8-3-1

Purpose of HTTPS Communications Function

The purpose of the HTTPS communications function is to prevent information leakage due to eavesdropping on
the communications path between the PC and the Safety 1/0 Block.

8-3-2

Procedure for Using the HTTPS Communications Function

The procedure to use the Web Ul by using the HTTPS communications function is as follows.

1
2

8-8

Download the CA certificate from the OMRON website.
Install the CA certificate in the Web browser of the PC.

Install a domain name server in the production area to perform name resolution with the domain name
server. This will result in the domain name defined by the user being assigned to the IP address of the
Safety I/0O Block.

Set the domain name as * NXR-SXD.local.
Enter any text string for *. However, set a different text string for each IP address of the Safety 1/0 Block.
The following table shows examples of domain names.

IP address Domain name
192.168.250.1 | device1.NXR-SXD.local
192.168.250.2 | device2.NXR-SXD.local

Use an Ethernet cable to connect the EtherNet/IP port of the Safety I/O Block and the Ethernet port of
the PC.

Start the Web browser of the PC.

Enter the domain name assigned in step 3 in the Web browser. For example, enter a domain name such
as the following. https://device 1.NXR-SXD.local
The Web Ul starts.
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Steps 1 to 3 need to be performed only once on each PC. Subsequently, the Web Ul can be started by
simply performing the procedure from step 4.

8-3-3 Details on HTTPS Communications Function

The CA certificate has a validity period. When the validity period expires, you need to install the latest CA certifi-
cate again. Check the download source and validity period of the CA certificate on the OMRON website.

The Web server certificate of the Safety 1/0 Block also has a validity period. If the validity period has expired,
the NET::ERR_CERT _DATE_INVALID error message is displayed when you access the Safety I/O Block in a
Web browser. The server certificate can be updated by executing the firmware update function. Refer to

8-14 Firmware Update Function on page 8-35 for details on the firmware update function.

uoljoung suonediunwuwo) Sd11H £-8
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g8-4 Device Level Ring (DLR) Function

The Device Level Ring (DLR) function is used to connect the communications cables in ring topology as follows.

2| -
0 Ring supervisor 0O

8-4-1 Purpose of DLR Function

If a communications cable of the EtherNet/IP network breaks, communications with the Units after the place of
the break will normally no longer be performed. The purpose of the DLR function is to enable normal communi-
cations to be maintained even when a communications cable is broken in one place.

To use the DLR function, connect the communications cables in ring topology through the ring supervisor. This
enables maintaining communications by using the path in reverse direction, even if a communications cable
breaks in one place.

8-4-2 Procedure for Using the DLR Function

Special settings are not required to use the DLR function. You can use the DLR function by simply connecting
the communications cables in ring topology through the ring supervisor.

8-4-3 Details on DLR Function

A ring supervisor that supports a beacon-based ring node is required to use the DLR function. The following
table shows the recommended ring supervisor products.

Type of device Manufacturer Model

Managed switch | Rockwell Automation | Stratix 5400 switches
EtherNet/IP tap | Rockwell Automation | 1756-EN2TR

M Precautions for Correct Use

When using Safety 1/0 Block as a ring node, ensure that the number of ring nodes in the ring topology is 128 or fewer.
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8-5 Power OFF Function for Through-wiring Out-
put

The power OFF function for through-wiring output is used to shut OFF the supply of output power to Units be-
yond the corresponding Unit when an output power supply is connected to multiple Units via through wiring.

8-5-1 Purpose of Power OFF Function for Through-wiring Output

The purpose of the power OFF function for through-wiring output is to reduce the amount of power used. Nor-
mally, the supply of output power to each Unit connected by through-wiring continues regardless of whether out-
put from the safety output terminal is ON or OFF. When the power OFF function for through-wiring output is
used, the supply of output power to Units beyond the corresponding Unit is shut OFF.

Safety controller

\ = = e
;..’e ;..‘e s..‘e
The power OFF function for ] e e
through-wiring is executed
using explicit message 101 102 1}|03
communications. Ui lui2 f
lui2+ui3
—
= So=
l02+l03
luit+ui2+lui3 4

Unit/input power supply

Output power supply

|17[ Precautions for Correct Use

The power OFF function for through-wiring output is for reducing the amount of power used, and is not a safety func-
tion. Secure the safety of the equipment by other means.

8-5-2 Procedure for Using the Power OFF Function for Through-wiring
Output

The power OFF function for through-wiring is executed using explicit message communications.
The send commands for executing the power OFF function for through-wiring are as follows.
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Implementation details

Send command
item

Send command value

Through-wiring output power supply

Service code

10 hex (Set_Attribute_Single)

Class ID 380 hex (Unit Manager object)

Instance ID 01Hex

Attribute ID 28 (Cross-Wiring Output Power Shut-off
Control)

Service data TRUE: Through-wiring output power is sup-
plied (default).
FALSE: Through-wiring output power is not
supplied.

Update timing Immediately

Operation when re-
start

Through-wiring output power is supplied.

Enable or disable the power shut-off function for
through-wiring output

Service code

10 hex (Set_Attribute_Single)

Class ID

380 hex (Unit Manager object)

Assembly Instance
ID

01Hex

Attribute ID

29 (Cross-Wiring Output Power Shut-off En-
able)

Service data

TRUE: The power shut-off function for

through-wiring output is used (default).
FALSE: The power shut-off function for
through-wiring output is not used.

Update timing

Immediately

Operation when re-
start

The settings before the restart continue to
be used.

Refer to Explicit Message Server Function on page 6-7 for the method to access CIP objects through an explicit

message.
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8-6  1/O Wiring Checking Function

The 1/0 wiring checking function checks that the wiring to the safety I/O terminals of the Safety I/O Block has
been performed correctly.

8-6-1 Purpose of I/0 Wiring Checking Function

A mistake with the wiring to the safety I/O terminals of the Safety 1/0 Block may lead to a serious accident. How-
ever, wiring becomes complicated for some applications, and checking the wiring is not easy in some cases.
The purpose of the 1/O wiring checking function is to enable reliable and easy checking of the wiring to safety
I/O terminals.

8-6-2 Operation of the 1/0 Wiring Checking Function

The operation of the safety output terminals of the 1/0 wiring checking function is as follows.

The 1/0 wiring checking function can check the operation of safety input terminals Si00 to Si03 and safety output
terminals So00 to So03. Check the operation of safety input terminals Si04 to Si11 by visually confirming the
safety input indicators.

Safety output terminal Operation

So00 TRUE while Si00 is TRUE and the enable switch is pressed. Otherwise, FALSE.
So01 TRUE while Si01 is TRUE and the enable switch is pressed. Otherwise, FALSE.
So02 TRUE while Si02 is TRUE and the enable switch is pressed. Otherwise, FALSE.
So03 TRUE while Si03 is TRUE and the enable switch is pressed. Otherwise, FALSE.

8-6-3 /0 Configuration Settings for I/O Wiring Checking Function

The 1/0 wiring checking function assumes that an 1/O wiring check is performed by pressing an enable switch
connected to safety input terminals Si06 and Si07. The I/O configuration settings are as follows.

I Inputs
Input Device Test Output Mode
Si00/TO0 | User-specified (single) Power Supply Output
Si01/T01 | User-specified (single) Power Supply Output
Si02/T02 | User-specified (single) Power Supply Output
Si03/T03 | User-specified (single) Power Supply Output
Si04/T04 | User-specified (single) Power Supply Output
Si05/T05 | User-specified (single) Power Supply Output
Si06/T06 | Enable switch (dual-channel equivalent input) | Test Output
Si07/T07 | Enable switch (dual-channel equivalent input) | Test Output
Si08/T08 | User-specified (single) Power Supply Output
Si09/T09 | User-specified (single) Power Supply Output
Si10/T10 | User-specified (single) Power Supply Output
Si11/T11 | User-specified (single) Power Supply Output
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uopoung Bupjoeyg buip 0/l 9-8

uonoun4 Bbuosy) Bulpp O/] Jo esodind 1-9-8



8 Functions of Safety I/O Block

I Outputs

Output Device

So00 Single channel (without test pulse)

So01 Single channel (without test pulse)

(
So02 Single channel (without test pulse)
So03 Single channel (without test pulse)

8-6-4 Procedure for Using I/0 Wiring Checking Function
The procedure for using the 1/0 wiring checking function is as follows.
1 Connect the wiring to the safety 1/O terminals of the Safety 1/0 Block as desired.

2 Set both the SETTING SW1 and SW2 rotary switches of the Safety 1/0 Block to E and then turn ON the
power.

3 Perform arbitrary input to the safety input terminals of the Safety I/O Block. Check that the appropriate
output is performed from the corresponding safety output terminals. Also, check that the 1/O indicators
light appropriately.
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8-7 Send General CIP Command Function

The send general CIP command function is used to issue any CIP message command to the CIP objects pro-
vided by the Safety 1/0 Block.

8-7-1 Purpose of Send General CIP Command Function

The purpose of the send general CIP command function is to execute the functions of CIP objects provided by
the Safety 1/0 Block without a dedicated tool or Safety Network Configuration Tool (SNCT).

8-7-2 Procedure for Using Send General CIP Command Function

Issue a CIP message command on the Send General CIP Command screen of the Web Ul.
The settings on this screen can be configured only by a user with the administrator authority.
Refer to A-4 Supported CIP Objects on page A-16 for details on CIP object specifications.

General CIP Messages

Service Code

Execution result

The setting procedure is as follows.

1 Enter each item in Service Code, Class ID, Instance ID, Attribute ID, and Message, and then click the
Send button.
The general CIP command is sent to the corresponding Unit.

2 Check the Execution result field.
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8 Functions of Safety I/O Block

8-8 Unit Identification Function

The Unit identification function flash the Unit identification indicator of the corresponding unit.

8-8-1 Purpose of Unit Identification Function

The purpose of the Unit identification function is to enable identification of the Unit currently operating by flash-
ing the Unit identification indicator when you are using multiple Safety 1/0 Block.

8-8-2 Procedure for Using the Unit Identification Function

The Unit identification function has a method that uses Sysmac Studio and a method that uses the Web UI.

I Procedure Using Sysmac Studio

The procedure using Sysmac Studio is as follows.

1 Select Safety 1/0 Block on the CIP Safety Monitor screen of Sysmac Studio.
The following screen is displayed.

mi
Safety Input + SI, SO Combinec
Safety Output

Safety Input 0 Port Value Safety Output 0 Monitor Val Faise

Safety Input 1 Port Value alse - Safety Output 1 Monitor Val Ty
Safety Input 2 Port Value Safety Output 2 Monitor Val False
Safety Input 3 Port Value %' Safety Output 3 Monitor Val
Safety Input 4 Port Value

Safety Input 5 Port Valu

Safety Input 6 Port Valu

Safety Input 7 Port Valu

Safety Input 8 Port Valu

Safety Input 9 Port Valu

Safety Input 10 Port Val

Safety Input 11 Port Value  False

Update

2 Select the Maintenance tab.
The following screen is displayed.
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Model : NXR-SXD1204B-CST
IP Address : 192.168.250.2

Device Status Executing

1/0 Assembly | Status Details
Safety Input + S, SO Combine«  Success  Normal

Safety Output Success  Normal

anerance ———— QR

SNTP Settings

© Active @ Inactive

1P Address _0._0._0.0
Time zone (GMT +00:00) Greenwich Mean Time (UTC) v

Set

~Cable Diagnosis

Execute diagnosis

~EtherNet/IP port
Enable ETH and ETH2

Set

Unit Identification

Execute

Unit Information

Update Event Log

3 Click the Execute button of Unit Identification.
The Unit identification indicator of the specified Unit flashs.

I Procedure Using the Web Ul

The Unit Identification screen of the Web Ul is used to flash the Unit identification indicator of the operating Unit.

Function List

uonoun4 uonEdYIUSP| JUN 8-8

Unit Identification

Monitor
Operating Status Monitor
1/0 Monitor
Current Error/Event Log

Production Information

Unit Set

TCP/IP Settings
TUNID Settings
‘Safety Application Setings

Automatic Clock Adjustment Settings

Execute Command

Change Operating Mode

Gonfiguration Lock
Restart

Memory All Clear
Backup/Restore/Verify

Send General CIP Command
 Unit identifation
Communications Cable Diagrosis
Maintenance

Safety Password Setting

Firmware Update

The setting procedure is as follows.

1 Click the Turn On button.
The Unit identification function is executed on the corresponding Unit, and the Unit identification indicator
flashs. Lit is displayed in the Unit identification LED field.

uonoun4 uonesuuap| Iun ay) buisn 4oy ainpasoid Z-g-9

2 Click the Turn Off button.
The Unit identification function stops, and the Unit identification indicator turns off. Not lit is displayed in
the Unit identification LED field.
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8 Functions of Safety I/O Block

Even if the Turn Off button is not clicked, the Unit identification indicator turns off automatically 60 sec-
onds after you click the Turn On button.

8-8-3 Details on Unit Identification Function

When the Unit identification function is executed, the Unit identification indicators in the four places in the follow-

ing figure flash.

» The indicators light up sequentially for a period of 100 ms each in a clockwise direction, and this is repeated
four times.

* Then, all of the indicators in four places are off for 500 ms.

» The above is repeated for a period of 60 seconds.

8-18 Environment-resistive Remote Terminal NXR-S series Simple Logic Safety /0 Block for CIP Safety User’s Manual (W645)



8 Functions of Safety I/O Block

8-9 IP Address Indication Function

The IP address indication function is used to indicate the IP address of the Safety 1/0 Block set by Sysmac Stu-
dio or Web Ul with the 1/O indicators of the Unit.

8-9-1 Purpose of IP Address Indication Function

The purpose of the IP address indication function is to allow you to check the IP address of the Safety I/0O Block
set by Sysmac Studio or Web Ul without using a special tool such as Support Software.

8-9-2 Procedure for Using the IP Address Indication Function

This section describes the procedure to use the IP address indication function.
1 Disconnect the corresponding Unit from the network.

2 Set both SETTING rotary switches SW1 and SW2 to 8.

3 Restart the Unit.
The 1/O indicator starts lighting to indicate the IP address.

8-9-3 Details on IP Address Indication Function

The IP address is indicated in the order of the first octet, second octet, third octet, and fourth octet. The 1/O indi-
cator that shows each octet is as follows. First, the I/O indicator of the first octet lights for 9.5 seconds. The
same process is executed in order for the I/O indicators of the second octet, third octet, and fourth octet.

Octet 1/0 indicator
First octet So00
Second octet | So00 to So01
Third octet So00 to So02
Fourth octet | So00 to So03

The three-digit number of each octet is indicated by lighting each digit in order for 2 seconds each. The indica-
tors are off for a period of 0.5 seconds between each indicator lighting. The 1/O indicator representing each
number is as follows.

Number | I/O indicator
Sioo
Si01
Si02
Si03
Sio4
Sio5
Sio6
Sio7
Sio8
Si09

O|lo|N|OoOja|ldblW|INDN|~|O

Environment-resistive Remote Terminal NXR-S series Simple Logic Safety 1/0 Block for CIP Safety User’s Manual (W645) 8-19

uondUNZ UOHEDIPU| SSAIPPY dI 6-8

uoldUN 4 UoNBDIPU| SSBIPPY dI 10 8sodind |-6-8



8 Functions of Safety I/O Block

Lighting of the first octet starts 3 seconds after the IP address indication function starts. Furthermore, lighting of
the first digit of the first octet starts 2 seconds after the lighting of the first octet starts.

As an example, the following shows a timing chart for the I/O indicators when indicating the IP address
192.168.250.001.

IP address indication function starts
First octet of
; ; First octet + Second octet ; Third octet ; Fourth octet ; ; second cycle
3s 95s ! 95s 95s 95s 3s

So00 ON —:—I

OFF

ON
OFF

So01

ON

So02 OFF

ON

So03 OFF

ON
OFF

Sio0 —
12s'2s

-

ON

Sio1 OFF

ON

Si02 OFF

|
|
|
|
|
|
|
|
|
I
|
|
|
|
|
T
|
|
|
:
|
... ON I
Si03 OFF :
|

ON I
T
|
|
|
T
|
|
|
T
|
|
|
T
|
|
|
T
|
|
|
T
|
|

Sio4 OFF

ON

Si05 OFF

ON
OFF

Sio6

ON

Sio7 OFF

ON

Sio8 OFF

| ,05s
ON !
OFF

Sio9

The same process is repeated until the rotary switch value is changed.

The actual states of the 1/O indicators that indicate from the first octet to fourth octet are as follows.
This figure shows the case of the NXR-SXD1204-CST.
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First octet Second octet Third octet Fourth octet
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8 Functions of Safety I/O Block

8-10 Power Supply Monitor Function

The power supply monitor function is used to check the power supply voltage value and power supply current
value of the Safety I/O Block.

8-10-1 Purpose of Power Supply Monitor Function

For the Safety I/O Block to operate normally, the power supply voltage value and power supply current value
must both be within the normal ranges. The purpose of the power supply monitor function is to check whether
the power supply voltage value and power supply current value are within the normal ranges so that appropriate
measures can be taken when they are outside the normal ranges.

8-10-2 Procedure for Using the Power Supply Monitor Function

The power supply monitor function can check the following values.
* Unit/input power supply voltage

» Output power supply voltage

* Unit/input power supply current

» Output power supply current

The power supply monitor function has a method that uses Sysmac Studio and a method that uses the Web UI.

I Procedure Using Sysmac Studio

The procedure using Sysmac Studio is as follows.

1 Select Safety 1/0 Block on the CIP Safety Monitor screen of Sysmac Studio.
The following screen is displayed.

| vae | |

Safety Input 0 Port Value Ik (@) Safety Output 0 Monitor Val Faise

Safety Input 1 Port Value alse =¥ 2 safety Output 1 MonitorVal i
Safety Input 2 Port Value ¢ Safety Output 2 Monitor Val False
Safety Input 3 Port Value <% % Zg Safety Output 3 Monitor Val
Safety Input 4 Port Value

Safety Input 5 Port Value

Safety Input 6 Port Value

Safety Input 7 Port Value

Safety Input 8 Port Value

Safety Input 9 Port Value

Safety Input 1

Safety Input 11 Port Value

Update

2 Select the Maintenance tab.
The following screen is displayed.
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Device Stat

1/0 Assembly | Status
Safety Input + S, SO Combine«  Success  Normal

Safety Output Success  Normal

SNTP Settings

O Active @ Inactive

) Greenwich Mean Time (UTC)

Set

Exectte diag

EtherNet/IP port
Enable ETHT and ETH2

Set

Unit Identification

Execute

Unit Information

Update Event Log

3 Click the Read button of Unit Information.
The following screen is displayed.

ﬂ Unit Information — o X

Unit Version

Hardware Version

Firmwear Version

Lot Number

Total Operating Time

Unit/Input Power Supply|Voltage Value 0.6 [V]
Unit/Input Power Supply|Minimum Voltage Value 0.6 [V]
Unit/Input Power Supply]Maximum Voltage Value 0.6 [V]
Unit/Input Power Supply|Current Value 0.6 [A]
Unit/Input Power Supply|Minimum Current Value 0.6 [A]
Unit/Input Power Supply|Maximum Current Value 0.6 [A]
Output Power Supply|Voltage Value 0.6 [V]
Output Power Supply]Minimum Voltage Value 0.6 [V]
Output Power Supply|Maximum Voltage Value 0.6 V]
Output Power Supply|Current Value 0.6 [A]
Output Power Supply|Minimum Current Value 0.6 [A]
Output Power Supply]Maximum Current Value 0.6 [A]
SNTP Server IP Address 0.000
Unit Current Time 2026-05-01-00:10:22.000

uonound Joyuo Alddng 1amod 01-8

I Procedure Using the Web Ul

Check the Unit status and power supply status of the corresponding Unit in the Operating Status Monitor screen
of the Web UI.

uonoun4 Jojuoly Alddng semod ayy Buisn 10} 81npaooid Z-01-8
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8 Functions of Safety I/O Block

Function List

Monitor

1/O Monitor
Current Error/Event Log

Production Information

Unit Settings
TCP/IP Settings
TUNID Settings
Safety Application Settings
Automatic Clock Adjustment Settings

Execute Command
Change Operating Mode
Configuration Lock
Restart
Memory All Clear
Backup/Restore/Verify
Send General CIP Command
Unit Identification

‘Communications Cable Diagnosis

Maintenance
Safety Password Setting

Firmware Update

8-10-3

Refresh automatically

Unit Status

Operating mode
Configuration Lock
Current error

1/0 terminal

Power Supply Status

Item

Unit/input power supply
Output power supply

Communication Settings

Item

1P address
Subnet mask
Default gateway
MAC address
SNN

TUNID

ETH1 port setting
ETH2 port setting

Details

Current operation authority: Administrator

idle
Configuration locked
Error occurring

Error occurring

Details

€] Logout

Voltage: 24.2v  Current: 0.0A
Voltage: 0.0V Current: 0.0A  PWR OUT:: ON

192.168.250.2
255.255.255.0

0.0.0.0

3CFT:DL:53:40:AE
020000000400
02000000040002FAASCO
Enabled(Auto)
Enabled(Auto)

Safety Settings

Item

Details

Details on Power Supply Monitor Function

The power supply monitor function has a power supply voltage monitor and power supply current monitor.

I Monitoring the Power Supply Voltage

Monitor the power supply voltage. The status of the Unit/input power supply voltage and output power supply
voltage can be checked with the U/IN PWR indicator and OUT PWR indicator.In the event of a voltage anomaly,
an event will be triggered. If the power supply voltage exceeded the tolerance, the power supply input is shut off

automatically.

@ Unit/Input Power Supply Voltage

The following table shows the relationship of Unit/input power supply voltage values and indicator status, val-
ues that can be monitored, event occurrence, and recovery method.

U/IN Values that
Voltage value [V] Status PWR in- | can be moni- Event Recovery method
dicator tored
0 to low voltage de- Power supply shut | Not lit Cannot be An event does not Supply power with the
tection threshold val- | off by low voltage monitored. occur. appropriate value.
ue detection™
Low voltage detection | Voltage outside Lit Voltage value | Detection of voltage | Supply power with the
threshold value to specification range outside Unit/input appropriate value.
19.2 power supply specifi-
cation range
19.210 28.8 Normal voltage Lit Voltage value | An event does not Recovery is not re-
occur. quired.
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Voltage value [V]

Values that
can be moni-
tored

Event

Recovery method

28.8 to overvoltage
detection threshold
value

Voltage value

Detection of voltage
outside Unit/input
power supply specifi-
cation range

Supply power with the
appropriate value.

Voltage exceeding
overvoltage detection
threshold value

U/IN
Status PWR in-
dicator
Voltage outside Lit
specification range
Power supply shut | Not lit
off by overvoltage
detection"?

Cannot be
monitored.

An event does not
occur.

Supply power with ap-
propriate value, and
then restart.

*1. The power supply of the internal circuits of the Unit is shut off. The Unit/input power supply from the power supply
connector (output) is not shut off. The output power supply from the power supply connector (output) is shut off.

*2.  The power supply of the internal circuits of the Unit is shut off. The Unit/input power supply from the power supply
connector (output) may be shut off or may remain active depending on the detection voltage. The output power
supply from the power supply connector (output) is shut off.

@ Output Power Supply Voltage

The following table shows the relationship of output power supply voltage values and indicator status, values
that can be monitored, event occurrence, and recovery method.

l(’)vl\:; Values that
Voltage value [V] Status indica- can be Event Recovery method
monitored
tor

0 to low voltage de- Power supply shut off | Not lit Voltage val- | Output Power Supply | Supply power with
tection threshold val- | by low voltage detec- ue Error the appropriate val-
ue tion™ ue.

All safety outputs are

OFF
Low voltage detec- Voltage outside spec- | Lit Voltage val- | Detection of Voltage | Supply power with
tion threshold value ification range ue Outside Output Pow- | the appropriate val-
to 19.2 er Supply Specifica- | ue.

tion Range
19.210 28.8 Normal voltage Lit Voltage val- | An event does not Recovery is not re-
ue occeur. quired.
28.8 to overvoltage Voltage outside spec- | Lit Voltage val- | Detection of Voltage | Supply power with
detection threshold ification range ue Outside Output Pow- | the appropriate val-
value er Supply Specifica- | ue.
tion Range

Voltage exceeding Power supply shut off | Not lit Voltage val- | Output Power Supply | Supply power with
overvoltage detection | by overvoltage detec- ue Error appropriate value,
threshold value tion*2 and then restart.

All safety outputs are

OFF

*4. The power supply of the internal circuits of the Unit is shut off. The output power supply from the power supply
connector (output) is not shut off.

*2. The power supply of the internal circuits of the Unit is shut off. The output power supply from the power supply
connector (output) may be shut off or may remain active depending on the detection voltage.
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I Monitoring the Power Supply Current

Monitor the power supply current. In the event of an overcurrent anomaly that results in power being interrupted,
an event will be triggered. When the power supply current exceeds the allowable value, the power input is auto-

matically shut off.

@ Unit/Input Power Supply Current

The following table shows the relationship of Unit/input power supply current values and values that can be

monitored, event occurrence, and recovery method.

Current value [A]

Status

Values that can
be monitored

Event

Recovery method

0to9

Normal current

Current value

An event does not oc-
cur.

Recovery is not required.

9 to overcurrent detec-
tion threshold value

Current outside
specification range

Current value

Detection of Current
Outside Unit/Input
Power Supply Specifi-
cation Range

Supply power with the
appropriate value.

Current exceeding over-
current detection thresh-
old value

Power supply shut
off by overcurrent

detection™

Cannot be moni-
tored.

An event does not oc-
cur.

Supply power with appro-
priate value, and then re-
start.

*1.

supply from the power supply connector (output) is shut off.

@ Output Power Supply Current

The power supply of the internal circuits of the Unit is shut off. The Unit/input power supply and the output power

The following table shows the relationship of output power supply current values and values that can be
monitored, event occurrence, and recovery method.

Current value [A]

Status

Values that
can be moni-
tored

Event

Recovery method

Oto9

Normal current

Current value

An event does not oc-
cur.

Recovery is not re-
quired.

9 to overcurrent detec-
tion threshold value

Current outside speci-
fication range

Current value

Detection of Current
Outside Output Power
Supply Specification
Range

Supply power with the
appropriate value.

Current exceeding
overcurrent detection
threshold value

Power supply shut off
by overcurrent detec-
tion™!
All safety outputs are
OFF

Current value

Output Power Supply
Error

Supply power with ap-
propriate value, and
then restart.

*1.

connector (output) is shut off.
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The power supply of the internal circuits of the Unit is shut off. The output power supply from the power supply
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8-11  1/O Monitor Function

The 1/0 monitor function displays the values of the 1/O terminals.

8-11-1 Purpose of /0 Monitor Function

When checking the operation of the Safety I/O Block or identifying the cause of an error, it is useful to check the
state of the safety I/0 data. The purpose of the I1/0O monitor function is to shorten the time required to check the
operation of the Safety 1/0 Block and identify the cause of an error by checking the safety 1/0 data.

8-11-2 Procedure for Using the I/O Monitor Function

The 1/0 monitor function has a method that uses Sysmac Studio and a method that uses the Web UI.

I Procedure Using Sysmac Studio

The procedure using Sysmac Studio is as follows.

1 Select Safety 1/0 Block on the CIP Safety Monitor screen of Sysmac Studio.
The following screen is displayed.

Model : NXR-SXD1204-CST
1P Ac 2.

1/0 Assembly | Status | Details

uonoung Joluoi\ O/I L1-8

Output ‘ Value }

Safety Input 0 Port Value n & ) Safety Output 0 Monitor Val  Faise
Safety Input 1 Port Value = :

Safety Input 2 Port Value

Safety Input 3 Port Value = £ 22 g Safety Output 3 Monitor Val

Safety Input 4 Port Value
Safety Input 5 Port Value
Safety Input 6 Port Value
Safety Input 7 Port Value
Safety Input 8 Port Value

2 Select the Safety I/O Monitor tab.
The values of the safety I/O output data are displayed.

uonoun4 JONUO O/ 1o esodind |-11-8

I Procedure Using the Web Ul

Check the values of the /O terminals in the I1/O Monitor screen of the Web UL.
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Function st

Wonito
Operatn Testoutput Input ports
10

Gurrent ErorEvent Log

Production Information

Unit Settings
TCPIP Settngs

Satety Application Setings

Automatc Glock Adjstment Setings

Execute Command
Ghange Operating Mode
Configuration Lock
Restart
Memory All Giear
Backup/Restore/Verify ( Output ports
Send General CIP Command

so01
UnitIdentiication

Communications Cable Diagnosis

Maintenance
Saety Password Setting

Firmware Update
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8-12 Contact Operation Count Monitor Function

The contact operation count monitor function is used to check the contact operation count (unit: times).

This function counts the number of times that safety input terminals and safety output terminals turn ON/OFF,
and retains the results as the current count values.

These values are obtained as current count values through CIP message communications (explicit message
communications).

Furthermore, the current count values can also be cleared.

8-12-1 Purpose of the Contact Operation Count Monitor Function

The purpose of the contact operation count monitor function is to check the maintenance timing by monitoring
the number of contact operations.

@ Additional Information

It is not a function to notify when the threshold value is reached or exceeded.

8-12-2 Procedure for Use with Safety Input Terminals

Execute the contact operation count monitor function for safety input terminals by using CIP message communi-
cations (explicit message communications).
The commands to send are as follows.

Implementation details Send it:::mand Send command value
Obtain the current count value of the safety input termi- Service code OE hex (Get_Attribute_Single)
nals Class ID 3D hex (Safety Discrete Input Point (SDIP)
object)
Instance ID 01 hex to 0C hex (Specify the instance of
each safety input terminal.)
Attribute ID 102 (Maintenance Counter)
Clear the current count value of the safety input terminals | Service code 10 hex (Set_Attribute_Single)
Class ID 3D hex (Safety Discrete Input Point (SDIP)
object)
Instance ID 01 hex to 0C hex (Specify the instance of
each safety input terminal.)
Attribute ID 102 (Maintenance Counter)
Service data 00000000 hex (To clear the value, write 0.)

Refer to Explicit Message Server Function on page 6-7 for the procedure for using CIP message communica-
tions (explicit message communications).

8-12-3  Procedure for Use with Safety Output Terminals

Execute the contact operation count monitor function for safety output terminals by using CIP message commu-
nications (explicit message communications).
The commands to send are as follows.
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8 Functions of Safety I/O Block

Implementation details Send i(::rr:mand Send command value
Obtain the current count value of the safety output termi- | Service code OE hex (Get_Attribute_Single)
nals Class ID 3B hex (Safety Discrete Output Point
(SDOP) object)
Instance 1D 01 hex to 04 hex (Specify the instance of
each safety output terminal.)
Attribute ID 102 (Maintenance Counter)
Clear the current count value of the safety output termi- Service code 10 hex (Set_Attribute_Single)
nals Class ID 3B hex (Safety Discrete Output Point
(SDOP) object)
Instance ID 01 hex to 04 hex (Specify the instance of
each safety output terminal.)
Attribute ID 102 (Maintenance Counter)
Service data 00000000 hex (To clear the value, write 0.)

Refer to Explicit Message Server Function on page 6-7 for the procedure for using CIP message communica-
tions (explicit message communications).

8-30 Environment-resistive Remote Terminal NXR-S series Simple Logic Safety I/0O Block for CIP Safety User’s Manual (W645)



8 Functions of Safety I/O Block

8-13 Communications Cable Diagnosis Function

The communications cable diagnosis function is used when a communications error occurs to check whether
the cause is a break or short circuit in the communications cable. It also allows you to check an estimate of the
location of the break or short circuit occurrence.

8-13-1 Purpose of Communications Cable Diagnosis Function

There are several possible causes for communications errors in communications performed using EtherNet/IP
port 1 and port 2. The purpose of the communications cable diagnosis function is to check the causes of com-
munications errors.

8-13-2 Procedure for Using the Communications Cable Diagnosis Func-
tion

The communications cable diagnosis function has a method that uses Sysmac Studio, a method that uses the
Web Ul, and a method that uses explicit message communications.

I Procedure Using Sysmac Studio

The procedure using Sysmac Studio is as follows.

1 Select Safety 1/0 Block on the CIP Safety Monitor screen of Sysmac Studio.
The following screen is displayed.

Device Status Executing

1/0 Assembly | Status | Details
Safety Input + SI, SO Combinec  Success Normal

Safety Output Success Normal

E N R

Input ‘ Value ‘ Output ‘ Value } ‘

Safety Input 0 Port Value L Safety Output 0 Monitor Val  Faise
Safety Input 1 Port Value alse AT _.453 safety Output 1 Monitor Val
Safety Input 2 Port Value we ¢ Safety Output 2 Monitor Val  False
Safety Input 3 Port Value = £ 22 g Safety Output 3 Monitor Val
Safety Input 4 Port Value

Safety Input 5 Port Value

Safety Input 6 Port Value

Safety Input 7 Port Value

Safety Input 8 Port Value

Safety Input 9 Port Value

Safety Input 10 Port Value -

Safety Input 11 Port Value

Update Event Log

2 Select the Maintenance tab.
The following screen is displayed.
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8 Functions of Safety I/O Block

1P Address
Device Status Executing

1/0 Assembly | Status | Details
Safety Input + I, SO Combinec  Success  Normal

Safety Output Success  Normal

SNTP Settings

© Active @ Inactive

1P Address 0. 0. 0.0
Time zone [(GMT +00:00) Greenwich Mean Time (UTC) v

Set

_Cable Diagnosis —

Execute diagnosis

~EtherNet/IP port
[Enable ETHT and ETH2

Set

Unit Identification

Execute

Unit Information

Update Event Log

3 Click the Execute diagnosis button in Cable Diagnosis.
Whether the cable is normal or broken is displayed for port 1 and port 2. In case of a broken cable, a
reference value for the distance from the Unit to the position where the communications cable is broken
is also displayed.

~Cable Diagnosis

ST 01:Normal
(3278 03:Disconnected (Reference value:0m)

Execute diagnosis

I Procedure Using the Web Ul

The Communications Cable Diagnosis screen of the Web Ul is used to check whether the EtherNet/IP commu-
nications cables are broken or short-circuited.

Function List

Communications Cable Diagnosis

Monitor
Operating Status Monitor s
/0 Monitor

ETH port
Current Error/Event Log

Production Information

Unit Settings
TCP/IP Settings
TUNID Settings.
‘Safety Application Settings

Automatic Glock Adjustment Settings

Execute Command

Change Operating Mode
CGonfiguration Lock

Restart

Memory All Clear
Backup/Restore/Verify

Send General GIP Gommand
Unit Identification

Maintenance

Safety Password Setting

Firmware Update
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8 Functions of Safety I/O Block

When you click the Execute button, the diagnosis result for EtherNet/IP port 1 is displayed in the ETH1 port
field, and the diagnosis result for EtherNet/IP port 2 is displayed in the ETH2 port field.

One of the following results is displayed.

* 01: Normal

» 02: Short-circuit (reference value: [1 m) [ is a numerical value.

» 03: Disconnection (reference value: [1 m) [ is a numerical value.
» 04: Port disabled

* F1: Diagnosing

» F2: Failed to read

» F3: Other diagnosis error

I Procedure Using Explicit Message Communications

(=]
The commands to send for communications cable diagnosis execution and diagnostic result acquisition are as 2
follows. g
2
Implementation details Send command item Send command value 2
Communications cable diagnosis execution | Service code 3A hex (Exec_Cable_Diagnosis) %’-
Class ID F6 hex (Ethernet Link object) i
Instance ID 01 hex: Port1 5!’
02 hex: Port2 o
Communications cable diagnosis result Service code OE hex (Get_Attribute_Single) §
Class ID F6 hex (Ethernet Link object) g.
Instance ID 01 hex: Port1 &
02 hex: Port2 3
Attribute ID 100 (Communication Cable Diagnosis) S

Response data Refer to Values of Communication Cable Diagnosis

on page A-50.

Refer to Explicit Message Server Function on page 6-7 for the procedure for using explicit message communi-
cations.

8-13-3 Details on Communications Cable Diagnosis Function

The communications cable diagnosis function has the following limitations.

» The diagnosis result for a port with a link established is always normal.

+ If the send line and receive line of a communications cable are short-circuited, a broken wire cannot be de-
tected. The diagnosis result is normal.

* If a connection timeout occurs or establishing a connection is not possible, the diagnosis result may be nor-
mal if that cause is due to the transmission characteristics of the communications cable.

The network topology and the connection configuration of the PC for executing the communications cable diag-
nosis function have the following relationship. Refer to 7-3-2 Network Topology on page 1-13 for details on net-
work topologies.

uonound4 sisoubelq a|ges SuonedIUNWWOY) Uo s|ieleq €-€1-8

Network topology Connection configuration of PC

Line or ring Connection to Ethernet switch
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8 Functions of Safety I/O Block

Network topology Connection configuration of PC

Star or tree Connection to Ethernet port of unused Safety I/O Block
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8 Functions of Safety I/O Block

8-14 Firmware Update Function

The firmware update function updates the firmware related to the communications functions and safety func-

tions of the Safety I/O Block.
Check the OMRON website for details on how to obtain the latest firmware file.

8-14-1 Purpose of Firmware Update Function

The purpose of the firmware update function is to fix security vulnerabilities in the Safety 1/O Block.

8-14-2 Procedure for Using the Firmware Update Function

The firmware update function is executed using the Firmware Update screen of the Web UI.
The settings on this screen can be configured only by a user with the administrator authority.

Firmware Update

The setting procedure is as follows.

1 Click the Select File button, and select the firmware file on the PC.

The selected file is displayed. In addition, the selected firmware's hash value, check code for safety func-

tion, and firmware version are displayed.

2 Check that there is no problem with the firmware hash value, check code for safety function, and firm-

ware version, then click the Confirm button.
The following message is displayed.

Firmware Update

3 Enter the safety password, and click the Execute button.
The following message is displayed.
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8 Functions of Safety I/O Block

Firmware Update Completion Process

Perform the firmware update completion process.
Verify that the firmware update result is correct, and if it is correct, press Execute.
Ifitis incorrect, press Cancel. If canceled, the firmware update will be aborted and the device will revert to the previous

firmware version.

Firmware Update Result:

Item Details

Firmware hash value 5308_F396_BB9B_2A82 _7C73_B923 44E8_3671 BFFF_F99C_F660_033B_4BD0_5AD2_6C5A_034D
Check code for safety function EB6D_48F9

Firmware version V1.00.00

Execute Cancel

4 Check that there is no problem with the firmware hash value, check code for safety function, and firm-
ware version, then click the Execute button.
The firmware update completion process is executed. The following message is displayed.

Firmware Update

The firmware update is completed.
Cycle the power supply of the Unit.

5 Cycle the power supply to the Safety I/O Block.

6 Check that the firmware version has changed on the Production Information screen of the Web Ul.

8-14-3 Details on Firmware Update Function

When the firmware update function is executed, you can check the status of the Safety 1/0 Block with the MS
indicator and Unit identification indicators. The following table shows the relationship between the status of the
Safety I/0O Block and the status of the MS indicator and Unit identification indicators.

Status of Safety 1/0 Block MS indicator Unit identification indicator
Preparing to update firmware | Not lit All lit
Updating firmware Flashing in green with 0.5 s ON and 0.5 s OFF | All lit
Firmware update successful | Lit green All lit
Firmware update failed Lit red All lit

There are no firmware version constraints for the firmware update function. Not only version upgrades but also
version downgrades are possible.

|‘Z[ Precautions for Correct Use

* Do not turn OFF the power during execution of the firmware update function. Restarting may become no longer pos-
sible.
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Safety Response Performance
]

This chapter describes how to calculate the safety response performance (safety reac-
tion times) of the Safety I/O Block.

9-1 Safety Response Performance of Safety 1/0 Block ........cccccovmrriiiiinnnnnininns 9-2
9-1-1 Calculating Safety Response Performance...........cccoooveeeiiieviieeenie e 9-2
9-1-2 Verifying Safety Response Performance............ccccooovvveeieeiiciiiiiee e 9-5
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9 Safety Response Performance

9-1  Safety Response Performance of Safety 1/O
Block

The safety response performance (safety reaction time) is the maximum time required to turn OFF an output

when considering failures and breakdowns of safety chains™.

In the safety system design, the safety distance is calculated from the safety response performance.

For all safety chains, the longest time required to stop running devices from when a safety input was activated
must satisfy the required specifications.

This section describes the safety response performance of the Safety 1/0 Block.

*1. A safety chain is a logical connection for achieving a safety function that connects from a safety input device to a safe-
ty output via the Safety 1/0O Block or Safety Control Unit.

9-1-1 Calculating Safety Response Performance

This section describes the calculation method for safety response performance separately for when using and
when not using CIP Safety communications.
a. When performing safety control with a safety controller using CIP Safety communications
As shown in the figure below, the safety response performance is determined by the sum of (a) Safety sen-
sor/switch response time, (b) Safety Input Unit/slave response time, (c) Network reaction time, (d) Safety
controller response time, (e) Safety Output Unit/slave response time, and (f) Actuator response time.
The number of elements and the duration of time will vary depending on the path of the safety chains.

Safety .sensor/ Safety Input Unit/ Safety CPU Unit Safety Output Unit/ Actuator
switch Slave Slave
(@) (b) (c) (d) (c) (e) V)
Safety Safety Input | Network Safety Network Safety Actuator
sensor/ g Unit/Slave g reaction g CPUUnit § reaction § Output am response
switch response time response time Unit/Slave time
response time time response
time time
Let-
Time element Value
ter
(a) Safety sensor/ | This is the response time that is required for a safety sensor or switch, such as a light cur-
switch re- tain, to turn OFF. The value is defined for each sensor or switch.
sponse time
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9 Safety Response Performance

Let-
ter

Time element

Value

(b)

Safety Input
Unit/slave re-
sponse time

This is the input response time of a CIP Safety target.
There are the following three times depending on the channel mode and safety requirement
level of the input terminal.
* When using dual channel
10 ms
* When using single channel and there is no dangerous failure of a safety input (safety re-
quirement level is Cat.2/PLc/SIL1)
10 ms
* When using single channel and consideration is given to a dangerous failure of a safety
input (safety requirement level is Cat.2/PLd/SIL2)
260 ms
For the input response time of the Safety 1/0 Block, add the ON->OFF delay time of the input
terminal to the times above.

(c)

Network reac-
tion time

This is the response time of the CIP Safety connection.

For the NJ/NX/NY Series, it is calculated and displayed in Sysmac Studio. *1

For details on how to check the network reaction time, refer to Connection Parameter Editing
Procedure on page 7-32.

(d)

Safety control-
ler response
time

This is the response time of the safety controller.
Refer to NX-series Safety Control Unit/Communication Control Unit User’s Manual (Cat. No.

Z395) for Safety CPU Units. ™

(e)

Safety Output
Unit/slave re-
sponse time

This is the output response time of a CIP Safety target.
There are the following two times depending on the channel mode and safety requirement
level of the output terminal.
* When using dual channel
5ms
* When using single channel
5 ms (response time under the assumption that there will be no failure because the single
channel is up to Cat.2)
For the output response time of the Safety 1/0 Block, add the ON->OFF delay time of the
output terminal to the times above.
When using the logic function of the Safety I/0O Block, the logic execution time is also includ-
ed in this time.

(f)

Actuator re-
sponse time

This is the response time that is required for an actuator, such as a safety relay, to turn OFF.
The value is defined for each actuator.

*1. When connecting the Unit to a Controller from another company, check the instruction manual for the support soft-
ware of the Controller to be connected.

b. When performing safety control with a safety application not using CIP Safety communications
For the safety response performance, the times of (c) and (d) of a. are excluded because the processing of
inputs and outputs is performed in the Safety 1/0 Block.
» Configuration for an individual Safety 1/0 Block
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9 Safety Response Performance

®
Actuator
response time

(e)
Safety Output
Unit/Slave
response time

(b)

Safety Input
Unit/Slave
response time

 Configuration for connecting two Safety 1/0 Block units with an 1/0 connection cable
For the safety response performance, add the total time of (b) and (e) for the number of connected Safety
I/0O Block units.

U]

Actuator
response time

(e)
Safety Output
Unit/Slave
response time

(b)
Safety Input
Unit/Slave
response time

(e)
Safety Output
Unit/Slave
response time

(b)
Safety Input
Unit/Slave
response time

(a)

response time

I/O connecting cable

M Precautions for Correct Use

* For the calculation of the safety response performance, add the effect of "ON->OFF delay time of input terminal" and
"ON->OFF delay time of output terminal”.

I When Using an Individual Safety I/0 Block Configuration

The slave response time (I/O response time) for an individual Safety 1/0 Block is as follows, depending on the
combination of safety input and safety output settings.

Safety input | Safety output | Safety requirement level Slave response time
Dual channel | Dual channel | Cat.4/PLe/SIL3 15 ms (= 10 ms + 5 ms)
Dual channel | Single channel | Cat.2/PLc/SIL1 15 ms (= 10 ms + 5 ms)™

Single channel

Dual channel

Cat.2/PLd/SIL2

265 ms (= 260 ms + 5 ms)

Single channel

Single channel

Cat.2/PLc/SIL1

15ms (= 10 ms + 5 ms)"!

1.

The safety requirement level is Cat.2/PLc/SIL1, and the response time assumes that no fault has occurred. When the

safety output is used in single-channel mode, the fault detection time is 265 ms + network response time. Refer to
2-1-3 Safety Specifications on page 2-4 for details.

9-4
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Safety I/0 Block

I When I/O Cable Connection Configuration

The 1/0 response performance when you connect two Safety I/O Block Units with an 1/0 cable to use a safety
application under the following conditions is 30 ms.
» CIP Safety communications are not used.

+ Safety input terminals and safety output terminals are all set to dual channel.

* "ON->OFF delay time of input terminal" and "ON->OFF delay time of output terminal" are not added.

Safety /O Block

30ms

9-1-2 Verifying Safety Response Performance

Check that the calculated safety response performance for all safety chains satisfies the required specifications.
If the calculated safety response performance does not satisfy the required specifications, consider taking one
of the following measures and correct the software or hardware design.
* Reduce the data packet interval (EPI) value of CIP Safety connections.

Refer to Connection Parameter Editing Procedure on page 7-32 for the data packet interval (EPI).
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Security Guidelines
]

This chapter describes the security guidelines for using the Safety 1/0 Block.

Refer to Security Guideline for Factory Automation System (Cat. No. P162) for securi-
ty measures for the overall FA system. Additionally, refer to Security Guideline for
NJ/NX Controller (Cat. No. P166) for security measures that you can implement using
the NJ/NX-series CPU Units.

10-1 Defense in Depth Provided by the Safety 1/0 Block .........ccccocveieeiiiinennn 10-2
10-1-1 Operating Environment of the Safety I/O BlocK...........ccccooiiiiiieiniiiiiieeee 10-2
10-1-2 Security Measures for the Technical Layer Using the Safety 1/0 Block ........ 10-3

10-2 Security Functions of Safety 1/O Block to Protect Assets ........ccccccuveennnn. 10-5
10-2-1 Protecting Data on Communication LiNesS ..........cccccooviiiiiiiiiiieeeiiiee e 10-5
10-2-2 Blocking External Attacks on the Safety 1/0 Block..........ccccoovvviiiiiiiiicinn. 10-7
10-2-3 Preventing Unauthorized Operations on the Safety 1/0 Block ...................... 10-9
10-2-4 Preventing Tampering of the Assets of the Safety I/O Block....................... 10-10
10-2-5 Protecting Safety Application Files and Backup Files ............cccccvveveeeinnneen. 10-11
10-2-6 Preventing Repudiation .............coooiiiiiiii e 10-12

10-3 Applying Security Patches..........ccccoiiiiiiiiiicii e 10-13
10-3-1 Updating the Safety I/O BIOCK ........cceiiiiiiiiiiiiiiee e 10-13
10-3-2 Updating the Sysmac StUdiO ..........eveeiiiiii e 10-13
10-3-3 Updating the OS of YOUr PC........oooiiiiiie e 10-13

10-4 Safely Disposing of EQUIPMENt ..........ccooiiiiiicieir e 10-14
10-4-1 Erasing Your Assets in the Safety 1/0 BIOCK...........cocoeeiiiiiiiiiiiiccieee 10-14
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10-1 Defense in Depth Provided by the Safety I/O
Block

The Safety 1/0 Block provides multiple security functions to achieve defense in depth.
This section describes the defense in depth achieved by the security functions of the Safety 1/0 Block.

10-1-1 Operating Environment of the Safety 1/O Block

The Safety I/O Block effectively utilizes its security functions to protect the operations and assets of equipment
and the Safety 1/0 Block itself.

Segmenting the network, such as by separating it into a production area and office area, as shown in the figure
below is effective in minimizing the scope of the impact when an attack is received from outside. Also implement
security measures for the peripheral devices of the Safety 1/0 Block. Refer to the manuals of the peripheral de-
vices for the specific procedures.

Factory

Office area

Safety Firewall Internet

designer Sysmac Studio

I
1
: 1
% Router

| Office network Ethernet switch
== E=pe=p-

Production Server E‘E
= LW M
Monitoring and control network

= W=y (== ==
Maintainer Maintainer
(Administrator Web browser (Observer

authority)

E ‘E authority)

Line network

== (==

e i
i A

Standard
controller controller

Safety /O Block
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10 Security Guidelines

Security Measures for the Technical Layer Using the Safety 1/0

Block

The Safety I/O Block provides security functions to enable protection of your assets by defense in depth. Even if
an attacker breaks through one layer, the security functions in the layer closest to the assets will be able to pro-

tect the assets.
Depending on the purpose and the type of threat, provide defense in depth by combining the measures descri-

bed in the Security Guideline for Factory Automation System (Cat. No. P162) and the multiple security functions
described in this section.
In this section, the things that you should do in particular using the security functions are described. Read the
section in conjunction and take necessary measures.
In addition, be sure to check that each security function is operating as intended yourself.

Attack from others

User environment layer N

@ | HTTPS communications | | CIP Safety Communications |

Access event log

EtherNet/IP port
N/
@ | Safety password authentication ||

Safety I/O Block

L4

@ Protection of safety application files

and backup files

@| Communications enable/disable |

Configuration lock

\/

Firmware data

—
e~ A

Safety password
\—/

—
~;~ @6 A

Safety applications
\—/

—
M~ A

Various setting data
\—/

—
~ A

1/0 data
\—/

—
~ A

Event log
\—/

—
~ A

Clock information
\—/

Asset layer

Device layer

Network layer

Defense in multiple layers

The table below shows the functions provided in each layer.

Layer to pro-
tect assets

Purpose

Function that the Safety 1/0
Block provides

Reference

Network layer

Protecting data on communica-
tion lines

HTTPS communications func-
tion (Web Ul)

HTTPS Communications Function
(Web Ul) on page 10-5

CIP Safety communications
function

CIP Safety Communications Function
on page 10-5

Blocking external attacks on
the Safety I/0 Block

Communications enable/disable
setting function

Communications Enable/Disable Set-
tings on page 10-7

Device layer
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Preventing unauthorized opera-
tions on the Safety 1/0 Block

Safety password authentication

function

Safety Password Authentication
Function on page 10-9
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10 Security Guidelines

Layer to pro-
tect assets

Purpose

Function that the Safety 1/0
Block provides

Reference

Preventing tampering of the as-
sets of the Safety 1/0 Block

Configuration lock function

Configuration Lock Function on page
10-10

User environ-
ment layer

Protecting safety application
files and backup files

Protection of safety application
files and backup files

Protecting Safety Application Files
and Backup Files on page 10-11

Common to
all layers

Preventing repudiation

Access event log function

Access Event Log Function on page
10-12

10-4
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10-2 Security Functions of Safety 1/O Block to Pro-
tect Assets

This section describes the security functions that the Safety 1/0 Block provides.

10-2-1 Protecting Data on Communication Lines

Equipment connected to a network is subject to the risk of cyberattacks over the network. Use the following
functions to prevent information disclosure from data flowing over communication lines, tampering, and denial of
service.

I HTTPS Communications Function (Web Ul)

The HTTPS communications function is intended to improve the security of communications between the Web
browser and the Safety 1/O Block.
Since it encrypts and then adds hash values to communications data before sending and receiving, it is useful

to prevent eavesdropping and tampering by a third party.
Refer to 7-2 Overview of the Web Ul on page 7-17 for details on the HTTPS communications function.

® Threats That Can Be Addressed

D: Denial of - E: El i f
S: Spoofing T: Tampering R: Repudiation I: Information leak enl.a orserv t?v.atlon °
ice privilege
(@) ©) o (@)

® Things That You Should Do

» To enhance security, use the Web Ul with the latest version of your Web browser.

+ Install a firewall (blocking unused communications ports and restricting communications hosts) for the net-
works of control systems and equipment to isolate them from IT networks, and make sure that the connec-
tions to the safety control system of the Web Ul are established inside the firewall.

» Use a virtual private network (VPN) for remote access to control systems and equipment from the Web UI.

» A CA certificate is required to use the HTTPS communications function. Download the CA certificate from
the OMRON website, and then install it in the Web browser. If an attempt is made to access the Safety I/O
Block while the CA certificate is not installed, an error occurs in the Web browser. Refer to 8-3 HTTPS
Communications Function on page 8-8 for details.

» To start up the Web Ul, there is the method to enter an IP address and the method to enter a domain
name. When using the method to enter an IP address, take measures to ensure that an unauthorized de-
vice does not intercept communications between the PC and the Safety 1/O Block. Refer to 7-2-5 Web Ul
Startup Procedure on page 7-21 for details on measures.

I CIP Safety Communications Function

The CIP Safety communications function is a safety function for exchanging data cyclically between the CIP
Safety originator (safety controller) and CIP Safety target (Safety 1/0 Block). The reliability of communications is
guaranteed by mechanisms such as TUNID, SCCRC, and SCTS.
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Refer to 6-2 CIP Safety Communications on page 6-4 for details on the CIP Safety communications function.

® Threats That Can Be Addressed

D: Denial of - E: Elevati f
S: Spoofing T: Tampering R: Repudiation I: Information leak enl'a orserv c.ev'a on
ice privilege
O O O
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10-2-2  Blocking External Attacks on the Safety 1/O Block

Equipment connected to the Internet is subject to the risk of cyberattacks over the network. Block external at-
tacks to prevent malfunctions of production equipment and accidents.
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I Communications Enable/Disable Settings

The communications enable/disable setting function allow you to enable or disable each communications func-
tion of the Safety I/O Block. Prevent information leakage and attacks by disabling unused communications func-
tions to reduce the number of access routes to the Safety I/O Block from the outside.

The communications enable/disable setting function can be configured for the following targets.

Target Description

EtherNet/IP port The Ethernet communications function of EtherNet/IP ports 1 and 2 can be set to enable or disa-
ble for each port. Both of the ports are enabled by default.

DHCP (IP address set- | The function to obtain the IP address from a DHCP server can be set to enable or disable. It is
tings) disable by default.

SNTP (automatic clock | The function to obtain the clock information from an SNTP server can be set to enable or disa-
adjustment) ble. It is disable by default.

® EtherNet/IP Port Communications Enable/Disable Settings

Configure the communications enable/disable setting of an EtherNet/IP port by using explicit message com-
munications.
The commands to send are as follows.

Yo0ig O/ A1v4eS dyy uo sxyoeRY [euldlx3 Bunioolg Z-z-0L

Implementation details Send command item Send command value
EtherNet/IP port communications enable/disable settings | Service code 10 hex (Set_Attribute_Single)
Class ID F6 hex (Ethernet Link object)
Instance ID 01 hex: Port1
02 hex: Port2
Attribute ID 101 (Communication Port Enable)
Service data TRUE: Enabled
FALSE: Disabled

Refer to Explicit Message Server Function on page 6-7 for the method to access CIP objects through an ex-
plicit message.

® DHCP Communications Enable/Disable Setting

To set the DHCP communications enable/disable setting using Sysmac Studio, set Obtain from DHCP
server on the screen for setting the IP address as follows.

To set the DHCP communications enable/disable setting using the Web Ul, set Obtain from DHCP server
for the IP address on the TCP/IP Settings screen of the Web Ul as follows.

DHCP communications | Obtain from DHCP server

Enable Select the check box.

Disable Clear the check box.

Refer to 7-10-3 Setting by Sysmac Studio on page 7-74 for the procedure to set the IP address with Sysmac
Studio.
Refer to 7-10-4 Setting by Web Ul on page 7-76 for details on the TCP/IP Settings screen of the Web UIL.
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® SNTP Communications Enable/Disable Setting

To set the SNTP communications enable/disable setting using Sysmac Studio, set SNTP Settings on the
screen for setting automatic clock adjustment as follows.

To set the SNTP communications enable/disable setting using the Web Ul, set NTP/SNTP server IP
address on the Automatic Clock Adjustment Settings screen of the Web Ul as follows.

SNTP communications Setting
Active Set the IP address.
Inactive Do not set the IP address.

Refer to Procedure Using Sysmac Studio on page 7-91 for the procedure to configure automatic clock ad-
justment in Sysmac Studio.

Refer to Procedure Using the Web Ul on page 7-92 for details on the Automatic Clock Adjustment Settings
screen of the Web Ul.

® Threats That Can Be Addressed

D: Denial of - E: El i f
S: Spoofing T: Tampering R: Repudiation I: Information leak enl.a orserv ?v.atlon °
ice privilege
O O O O

@ Things That You Should Do

» Security measures have not been taken for DHCP and SNTP protocols. When you use the DHCP and
SNTP protocols, use your application to ensure security.

» Use the function in combination with other measures, such as installing a firewall to prevent unauthorized
packets from reaching the Safety I/O Block.
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10-2-3  Preventing Unauthorized Operations on the Safety I/0 Block

Prevent unauthorized operations on the Safety 1/0 Block to protect safety applications and equipment, which
are your important intellectual property, from theft, unauthorized utilization, production equipment malfunctions,
and accidents.

I Safety Password Authentication Function

Changes to setting data and operations of the Safety I/O Block carry the risk of causing personal injury or prop-
erty damage. Prevent operation from operators without authority by restricting the functions that operators can
operate based on their authority. The safety password authentication functions of the Safety 1/0O Block are as
follows.

Function Description

Restriction of operations
affecting function safety

Authentication by safety password is required when executing the memory all clear, restart,
configuration lock and unlock, change operation mode, and safety password functions.

The Web Ul has the operation authorities of administrator and observer. Only an administrator
can change the setting data. Authentication by safety password is required to use the Web Ul
as an administrator.

Restriction of Web Ul op-
erations

Refer to the page of each function for details on the restriction of operations affecting function safety. Refer to
7-2-2 Operation Authorities of the Web Ul on page 7-17 for a details on the restriction of Web Ul operations.
Refer to 7-18 Setting the Safety Password on page 7-104 for details on setting the safety password.

® Threats That Can Be Addressed

S: Spoofing

T: Tampering

R: Repudiation

I: Information leak

D: Denial of serv-
ice

E: Elevation of
privilege

O

o

O

O

O

o

® Things That You Should Do

» Be sure to set a safety password for the Safety 1/0 Block.
» Change the safety password yourself on a periodic basis.
» Set and manage the safety password appropriately to prevent unauthorized use by a third party.

» Set a complex password (at least eight characters long containing multiple character types) to prevent
possible password analysis by brute-force attacks.

» To enhance the confidentiality of the safety password, do not set the same password as other devices.

» CIP Safety, which this product complies with, is a safety communications mechanism for the purpose of
achieving device safety in FA applications in factories and other industrial environments. To mitigate secur-
ity risks such as unauthorized operation of this product, implement appropriate measures across the entire
system in addition to the product's functions, including controlling access to the production area and re-
stricting access to the network.

Environment-resistive Remote Terminal NXR-S series Simple Logic Safety 1/0 Block for CIP Safety User’s Manual (W645) 10-9

sjessy 99)01d 0} 320ig O/l £}
-ajeg Jo suoiound AJN29S z-0L

»o01g 0/I A1ajes ay) uo suonesadp pazuoyineun Bunusasid €-2-01
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10-2-4  Preventing Tampering of the Assets of the Safety I1/0 Block

Prevent the tampering of the setting data, which is your important intellectual property, and unauthorized execu-
tion of safety applications that are not intended to be executed.

I Configuration Lock Function

The configuration lock function prevents setting data related to the safety of the Safety 1/0 Block and safety ap-
plications that are executed from being changed unintentionally. The setting data cannot be changed for the
Safety I/0O Block while the configuration is locked. Furthermore, a selected safety application cannot be changed

to execute another safety application.

Refer to 7-17 Configuration Lock on page 7-99 for details on the configuration lock.

® Threats That Can Be Addressed

S: Spoofing

T: Tampering

R: Repudiation

I: Information leak

D: Denial of serv-
ice

E: Elevation of
privilege

O

® Things That You Should Do

» Be sure to lock the configuration before full operation of the Safety 1/0O Block.
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10-2-5  Protecting Safety Application Files and Backup Files

Prevent the unauthorized use of your design assets, which are your important intellectual property.
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I Protecting Safety Application Files and Backup Files

The safety application files and backup files are protected with passwords to prevent unauthorized access to the
files. The passwords that protect the files are the safety application file password and the backup file password,

respectively.
Refer to 7-9-5 Exporting a Safety Application File on page 7-68 for details on the safety application file pass-
word. Refer to 7-19 Backup on page 7-108 for details on the backup file password.

® Threats That Can Be Addressed

D: Denial of serv- E: Elevation of

S: Spoofin T: Tamperin R: Repudiation I: Information leak
BoSiing Refing R : ice privilege

o

@ Things That You Should Do

» Set and manage the safety application file password and backup file password appropriately to prevent
unauthorized use by a third party.

» Set a complex password (at least eight characters long containing multiple character types) to prevent
possible password analysis by brute-force attacks.

so|l4 dnyoeg pue ss|i4 uoneolddy Aisjes Bunosioid 5-z-01

Environment-resistive Remote Terminal NXR-S series Simple Logic Safety 1/0 Block for CIP Safety User’s Manual (W645) 10-11



10 Security Guidelines

10-2-6 Preventing Repudiation

To protect your assets, it is also important to grasp the fact that they have been subjected to unauthorized oper-
ations. In addition, in the event of a security incident, it is necessary to determine the cause and circumstances
of the incident. Recording security breaches and cyberattacks allows you to confirm who did what and when,
and can be used as a repudiation preventive measure when problems occur.

I Access Event Log Function

The Safety I/O Block records the operations that the user performs on the Safety 1/0 Block using Sysmac Studio
or the Web Ul as access event logs. The access event logs can be read and cleared using Sysmac Studio or
the Web UI.

Refer to 11-2-1 Event Log Function on page 11-6 for details on the access event log function.

® Threats That Can Be Addressed

D: Denial of serv- E: Elevation of

S: Spoofin T: Tamperin R: Repudiation I: Information leak
RESHNg BSHing e : ice privilege

O

® Things That You Should Do

 If the access event log is cleared, you cannot prevent repudiation. If the number of events exceeds the
number of records permitted, the Safety I/O Block overwrites the access event log from older information.
It is recommended to back up the logs periodically and keep them for a certain period of time.
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10-3 Applying Security Patches

To protect your assets and production from cyberattacks progressing day by day, it is effective to keep your de-
vices up-to-date for higher security strength.
This section describes the functions that the Safety I/O Block provides for updating.

10-3-1 Updating the Safety I/O Block

To add functionality, improve operability, and enhance security, always keep the Safety 1/0 Block updated to the
latest version for use.

I Firmware Update Function

The firmware update function is used to update the firmware used by the Safety 1/0 Block to the latest version.
Refer to 8-14 Firmware Update Function on page 8-35 for details on the firmware update function.

When you update the firmware, an event is logged in the event log. When referring to the change history, check
the events as described in 11-2-1 Event Log Function on page 11-6.

Check the OMRON website for details on how to obtain the latest firmware file.

® Things That You Should Do
» Regularly check that the firmware of the Safety 1/0 Block is the latest version.

« If a backup file is restored after executing the firmware update function, set the safety password to en-
hance the security.

10-3-2 Updating the Sysmac Studio

To add functionality, improve operability, and enhance security, always keep Sysmac Studio updated to the lat-
est version for use.

Refer to Sysmac Studio Version 1 Operation Manual (Cat. No. W504) for details on auto-updating Sysmac Stu-
dio.

10-3-3  Updating the OS of Your PC

To avoid security risks arising from vulnerabilities in the OS, always keep the OS of your PC on which Sysmac
Studio, Web Ul, and its Support Software are running up-to-date.
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10-4 Safely Disposing of Equipment

This section describes the functions that the Safety I/O Block provides for disposal.

10-4-1 Erasing Your Assets in the Safety 1/0 Block

Disposing of or transferring the Safety I/O Block carries the risk of information disclosure, allowing third parties
to view setting data and other information saved in the Safety 1/0 Block.
Before disposal or transfer, erase the setting data at your own responsibility.

I Clear All Memory Function

The clear all memory function is used to completely clear the setting data in the Safety 1/0 Block. To completely
clear the setting data, select the clear all memory function in the Web Ul to clear also the event logs and safety
applications set in the Web Ul. Note that the event logs and safety applications set in the Web Ul are not
cleared when the clear all memory function of Sysmac Studio is executed.

Refer to 8-2 Clear All Memory Function on page 8-4 for details on the clear all memory function.

If the clear all memory function fails, the Safety 1/0 Block may be faulty. Contact your nearest OMRON branch
or sales office.
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Troubleshooting
]

This chapter describes how to check whether errors are occurring on the Safety I/0
Block, and how to perform troubleshooting when errors occur.

11-1 CheckKing for Errors ... 11-2
11-1-1 How an Error Is Notified and What Information to Check...........c.ccccoeeeeniie 11-2
11-1-2 HOW t0 CheCk fOr EFTOrS .....ouiiiiiiiiiicee e 11-2
11-1-3 Operating Status Monitor FUNCHON..........c.coiiiiiii e 11-3

11-2 Checking for Errors and Troubleshooting with the Event........................ 11-6
11-2-1 Event Log FUNCHON .....c.oiiiii e 11-6
11-2-2 Checking Events Using Sysmac Studio ..........ccooiiiiiiiiiiiiiieee e 11-6
11-2-3 Checking Events Using the Web Ul ..o 11-9
11-2-4 Event Details and Troubleshooting.........cccuvviiiiiieiiiiiiiieeeeee e 11-12

Environment-resistive Remote Terminal NXR-S series Simple Logic Safety 1/0 Block for CIP Safety User’s Manual (W645) 111




11 Troubleshooting

111 Checking for Errors

This section describes the error notification and check methods, and the basic procedure for checking errors.

11-1-1 How an Error Is Notified and What Information to Check

When the Safety I/0O Block detects an error, you are notified in the following ways.
When an error is notified, check the status of the Unit and take corrective action.

Controller

* NJ/NX/NY-series CPU Unit

- NX-series Safety Control Unit

- Controller from another company

J (b) Read the event log
[
1] @ Sysmac Studio

Web Ul

(a) Check the indicators

Error occurred

-y .
mi Connected external device

Safety device

Safety /O Block

Letter Notification method Check method Reference
(a) Notify of Safety 1/0 Block error | Visually check status of each indicator | 3-2-1 Status Indicators on page
by indicator on the Safety I/0O Block. 3-5
3-2-2 1/0 Indicators on page 3-8
(b) Notify of error occurrence on the | Read and check the events of the Safe- | 17-2 Checking for Errors and
Safety 1/0 Block and information | ty I/O Block on the CIP Safety Monitor Troubleshooting with the Event
about it by event screen of Sysmac Studio or on the Op- | on page 11-6
erating Status Monitor screen of the
Web UI.

11-1-2 How to Check for Errors

The following table shows the basic procedure to check for errors.

Step Item Description Reference
1 Finding the oc- | Find whether or not an error occurred using the indicator 3-2-1 Status Indicators on
currence of an lighting status. page 3-5
error 3-2-2 I/O Indicators on page
3-8
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Step Item Description Reference
2 Isolating the er- | If there is an error, perform the following checks to isolate -
ror cause the cause.
Check each status information of the Safety I/O Block. 11-1-3 Operating Status
Monitor Function on page
11-3
Check the event log of the Safety 1/0 Block. 11-2 Checking for Errors and
Troubleshooting with the
Event on page 11-6
3 Addressing the | After you isolate the cause of the error, take the appropriate | -

cause of the er-
ror

measure to address it.

11-1-3  Operating Status Monitor Function

The operating status monitor function displays each status information of the Safety 1/0 Block.

I Purpose of Operating Status Monitor Function

The purpose of the operating status monitor function is to understand the current status of the Safety I/O Block

from each status information.

I Procedure for Using Operating Status Monitor Function

Check the operating status of the corresponding Unit in the Operating Status Monitor screen of the Web UI.

Environment-resistive Remote Terminal NXR-S series Simple Logic Safety 1/0 Block for CIP Safety User’s Manual (W645) 11-3
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11 Troubleshooting

Current operation authority: Administrator €] Logout

Function List Refresh automatically

Monitor

1/0 Monitor

Unit Status

Operating mode ) idle

Current Error/Event Log

Production Information

Configuration Lock Configuration locked

Current error Error occurring Details

Unit Settings

1/0 terminal Error occurring Details

TCP/IP Settings

TUNID Settings

Safety Application Settings

Power Supply Status

Automatic Clock Adjustment Settings Item Details

Execute Command

Unit/input power supply @ Voltage: 24.2V  Current: 0.0A
Output power supply Voltage: 0.0V Current: 0.0A  PHR OUT:: ON

Change Operating Mode

Configuration Lock

Restart

Communication Settings

Memory All Clear Item Details

IP address 192.168.250.2

Backup/Restore/Verify Subnet mask 255.255.255.0

Send General CIP Command

Default gateway 00.0.0
MAC address 3C:FT:D1:53:40:AE

Unit Identification SNN 020000000400

TUNID 02000000040002FAASCO

‘Communications Cable Diagnosis ETH1 port setting. Enabled(Auto)

ETH2 port setting Enabled(Auto)

Maintenance

Safety Password Setting Safety Settings

Firmware Update

Item Details

I Details on Operating Status Monitor Function

The operating status monitor function allows you to check Unit Status, Power Supply Status, Connection
Status, Communications Settings, and Safety Settings.

® Unit Status

Operating mode, Configuration lock, Current error, or I/0 terminal is displayed in Unit Status.

11-4

Operating mode

The current operating mode is displayed. Refer to 6-8 Operating Modes on page 6-47 for details on oper-
ating modes.

Current errors

The information displayed as Current error is as follows.

Display Description

Normal Unit is in normal status

Error occurring | An error is occurring on the Unit

Clicking the Details button when Error occurring is displayed transitions to the Current Error/Event Log
screen.

Configuration lock

The information displayed as Configuration lock is as follows.

Display Description

Configuration locked The configuration is locked.

Configuration unlocked | The configuration is unlocked.

Refer to 7-17 Configuration Lock on page 7-99 for details on the configuration lock.

I/O terminal
The information displayed as I/O terminal is as follows.

Environment-resistive Remote Terminal NXR-S series Simple Logic Safety 1/0 Block for CIP Safety User’s Manual (W645)
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Display Description
Normal The safety I/O terminal is normal.
Error occurring | An error has occurred in the safety 1/0 terminal.

Clicking the Details button when Error occurring is displayed transitions to the I/O Monitor screen.

® Power Supply Status

Power Supply Status displays the status and value of each power supply terminal. The following informa-

tion is displayed.

sJo.13 Joy Bunjoayd -1

Item Description

Status | Normal or error™!

Details | Voltage value and current value

*1. If the output power supply (PWR output port) is not used, OFF is displayed in the Status field of Output power sup-
ply (PWR output port).

® Communications Settings

Various communications setting information is displayed in Communications Settings. The following infor-
mation is displayed.
» |P address

e Subnet mask

uonoun4 Joyuoly sniers Bunessdo ¢-1-11

» Default gateway

* MAC address

* SNN (Safety Network Number)

» TUNID (Target Unit Network Identifier)

» Whether the ETH1 port is enabled or disabled, and the communications speed and communications mode

» Whether the ETH2 port is enabled or disabled, and the communications speed and communications mode

@ Safety Settings

Various safety setting information is displayed in Safety Settings. The following information is displayed.

Item Description
Configuration Configured or not configured
Rotary switch (SETTING) | Values of rotary switches in SETTING
CFUNID Values of configuration unique identification (CFUNID)
Application name Names of set safety applications
Creator name Name of the creator of the set safety application
Comment Any comment
SCCRC Values of safety configuration CRC (SCCRC)
SCTS Values of safety configuration time stamp (SCTS)

In addition, the values of all configuration assembly data are displayed as a parameter list. Refer to
A-2-3 Configuration Assembly Data on page A-7 for details on the configuration assembly data.
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11-2 Checking for Errors and Troubleshooting with
the Event

This section describes how to check for errors with the current error event and event logs, and perform trouble-
shooting.
Use Sysmac Studio or the Web Ul for the event check.

11-2-1 Event Log Function

The event log function records events that are categorized into the following categories.

a. System event logs
These logs record events such as status changes that occurred internally in the Safety I/O Block, causes of
safety stops, and communications errors.
They are intended to be used for checking whether the safety functions operate correctly, identifying the
causes of errors and stops, and maintaining safety.

b. Access event logs
These logs record the settings configured and commands executed for the Safety /O Block by the user or
by another device.
They are intended to be used for identifying the person who performed certain actions in the event of securi-
ty issues such as data tampering or information leaks, and to prevent the person denying the actions.

11-2-2 Checking Events Using Sysmac Studio

You can check the events on the Current Error screen and Event Log screen.

I Current Error Screen and Event Log Screen Display Method

This section describes how to display the current errors and event logs with Sysmac Studio.

1 Click Tools - CIP Safety Monitor to open the CIP Safety Monitor screen.

1/0 Assembly 5 Details
Safety Input + SI, SO Combinec

Safety Input 0 Port Value
Safety Input 1 Port Value
Safety Input 2 Port Value
Safety Input 3 Port Value
Safety Input 4 Port Value
Safety Input 5 Port Value
Safety Input 6 Port Value
Safety Input 7 Port Value
Safety Input 8 Port Value

Safety Input 9 Port Value

Safety Input 10 Port Value

Safety Input 11 Port Value

Update
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2 Select the Safety I/O Block from CIP Safety Target List.
The device status and current I/O assembly errors of the Safety 1/0 Block are displayed.

3 Click the Event Log button at the bottom right.
The current errors are displayed.

1M Bui

[ roR-SXD1204-CST ent Error Status / Event Log - O X

Event Name

-jooysa|qno.] pue sio.ig Joy Bunjoaym z-11
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Minor fault
Minor fault

Minor fault

utput power supp
Failure of internal ci

put power supply.
+ back on and replace the unit i

d informati 0x00000003
d informatic

d informati

d information 4

Update

4  Ciick the Event Log tab.
The event logs are displayed.
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(B (NXR-5XD1204-CST)[192.168.250.2] Current Error Status / Event Log = (n] X

Minor fault
Minor fault

nfiguration Validated
nection Establishment Reque:

updated

updated

ty output terminal.

The power supph a al line.
The output por n range
Failure of internal

iory abnorm. ue to transient fac h as soft er

Update

I Current Error Screen

This section describes the functions of the display items and operation buttons in the Current Error screen.
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[ (NXR-SXD1204-CST][192.168:250.2] Current Error Status / Event Log = o b3

Minor fault £
Minor fault i-at-hig fety Output

Minor fault -at-hig d at Safety Output
Minor fault -hig t Safety Output

ticking was detected at the output terminal,

xternal wiring.
utput power supply.
back on and replace the unit if

information 1 0x00000003
informatia

informati

information 4

Update

» Displayed item

Item Description
Level This indicates the level of influence that the error (event) has on control.
Event name Displays the name of the event that occurred.
Event code This is the code of the error (event) that occurred in the Safety 1/O Block.
Details Displays the cause, measure, and attached information for the selected event.
Attached information 1 to 4

* Operation buttons
a) Update
Updates the information for the current error to the latest information.

I Event Log Screen

The display items and details of the Event Log screen are as follows.

(6] [NXR-5XD1204-CSTI[192.168.250.2] Current Error Status / Event Log - (=) X

Y
Minor fault -high D at Safety Output
Minor fault -hig Safety Output
t-high Detected at Safety Output
1-01-0 .0 = fety Configuration Validated
1-01-0¢ ation Tar ction Establishment Request
figuration data updated
wfiguration data update

output terminal.

ral line.

d information 4

Update

» Displayed item
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Attached information 1 to 4
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Item Description
Date/Time Displays the date and time that the event occurred. !
Level This indicates the level of influence that the error (event) has on control.
Event name Displays the name of the event that occurred. .
This Unit can display the most recent 100 events. @
Event code This is the code of the error (event) that occurred in the Safety 1/0 Block. -§-.
Details Displays the cause, measure, and attached information for the selected event. ;?.'

*1.  When this Unit does not have time information, "-----" is displayed.
* Operation buttons
a) Update
Updates the data of the event log to the latest data.

b) Save
Saves the event log.

c) Clear
Clears the event log. The safety password is required for clearing.

d) “System log” and “Access log” check boxes
Displays the selected logs. Both of the check boxes are selected by default.

11-2-3 Checking Events Using the Web Ul
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Check the events on the Current Error/Event Log screen of the Web UI.

The Current Error/Event Log screen displays the current error and event logs of the corresponding Unit.
The event logs can be saved to the PC in CSV format. Furthermore, the event logs can be cleared from the
internal memory of the Safety 1/0 Block.

I Current Error Screen and Event Log Screen Display Method

1 Click Current Error/Event Log from the left menu.
The following Current error screen is displayed.

Function List

Monitor
Operating Status Monitor
O Moo, Current error

Event code (HEX)
10530000
05200000
84060000
28150000
TCP/IP Settings 38480000
84080000
840F0000
Safety Application Seftings 84040000
84080000
24030000

TUNID Settings

Clock Adjustment Settings

Restart

Memory All Clear

Backup/Restore/Verify
Send General CIP Command
Unit Identification

Communications Cable Diagnosis

Maintenance
Safety Password Setting

Firmware Update
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2 Click the Event log button.
The following Event log screen is displayed.

Cuentoperation sthorty: Adminisotor [N

Function List

Monitor

/0 Monitor Event log System eventlog tlog

(Cunent EnovEvent Log No. Dateandtime ofoccurrence  Event code (HEX)  Event name
Production Information 1 94050000 Link Detected
94080000 1P Address Fired
90120000 Power On
94050000 Link Detected
TCPIIP Seftings. 94080000 1P Address Fixed
90110000 Power On

Unit Settings

TUNID Settings -
94050000 Link Detected

‘Safely Applcation Settings : 94080000 1P Address Fixed
Automatic Clock Adjustment Settings s o
Execute Command
Change Operating Mode
Configuration Lock
Restart

Memory All Clear o
R

‘Send General CIP Command

Unitdentication

Communications Cable Diagnosis

Maintenance
Safety Password Setting

Fimware Update

I Current Error Screen

The Current error screen displays the following information about the current error.

A Logout
Function st

Monitor
Operating Status Monitor
O Mool Current error

Event code (HEX) Event name
10530000 Non-volatle Memory Access Error
05200000 System Error
Unit Settings 84060000 Link OFF Detected
28150000 1P address switch setting mismatch
TCP/IP Settings 38A80000 1P address setting error
TUNID Settings 84040000 1P Address Duplication
84070000 Dhcp Server Connection Error
Safety Application Settings 84040000 NTP Server Connection Error
84080000 Tag Data Link Timeout
24030000 Application selection mismatch

Automatic Clock Adjustment Seftings.

Execute Command

Change Operating Mode:

Configuration Lock

Restart
Memory Al Clear
Backup/Restore/Verify

Send General CIP Command
Unit identfication

Communications Cable Diagnosis

Maintenance
Safety Password Setting

Firmware Update

Item Description

Event code (Hex) Event code of error that occurred

Event name Event name of error that occurred

Attached information | Attached information for event that occurred

I Event Log Screen

The Event log screen displays the following information about event logs that have occurred up until now.
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Function List

Monitor
Operating Status Monitor
1/0 Monitor

Production Information

Unit Settings

TCP/IP Settings
TUNID Settings

Safety Application Settings
Automatic Clock Adjustment Settings

Execute Command
Change Operating Mode
Configuration Lock
Restart
Memory All Clear
Backup/Restore/Verify
Send General CIP Command
Unit Identification

Communications Cable Diagnosis

Maintenance
Safety Password Setting

Firmware Update

Event log

No. Dateandtimeofoccurrence  Eventcode (HEX)  Eventname

1 2025/06/1010:1000 94050000 Link Detected
2025/06/10 10:09:00 94080000 1P Address Fixed
2025/06/09 10:08:00 90110000 Power On
2025/06/08 10:07:00 94050000 Link Detected
2025/06/07 10:06:00 94080000 1P Address Fixed
2025/06/06 10:05:00 90110000 Power On
2025/06/05 10:04:00 94050000 Link Detected
2025/06/04 10:03:00 94080000 1P Address Fixed
2025/06/0310:02:00 90110000 PowerOn
2025/06/02 1001:00 94050000 Link Detected

Item

Description

Date and time of occurrence

Time and date that event occurred

Level

Level of the event that occurred

Event name

Event name of event that occurred

Event code (Hex)

Event code of event that occurred

11 Troubleshooting
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Attached information Attached information of event that occurred

If you select the System event log check box, the system event log is displayed. If you select the Access
event log check box, the access event log is displayed. Both of them can be displayed.

@ Saving Event Log

With event log saving, both event logs are saved regardless of whether the System event log and
Access event log check boxes are selected.

1 Click the Output File button on the Event Log screen.
A file containing the event logs is saved in CSV format to the Downloads folder on the PC. The file
contains the system event and access event logs as well as the firmware version, product serial num-
ber, and IP address.
The following message is displayed.

Event log file output

@ Eventlogfile output

2 Click the OK button.

® Clearing Event Logs

With event log clearing, the event logs with the System event log and Access event log check boxes se-
lected are cleared.

1 Click the Clear button on the Event Log tab page.
The following message is displayed.
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11 Troubleshooting

Clear Event Log

2 Enter the safety password, and click the Execute button.
The event log is cleared, and the following message is displayed.

Clear Event Log

The system event log and access event log were cleared.

3 Click the OK button.

11-2-4  Event Details and Troubleshooting

This section describes how to check and troubleshoot events.

The current events are retained unless you reset them.

To reset an event, you must eliminate the cause of the current error. The same event will occur again if you
reset the event but do not eliminate the cause of the error.

I Event List

This section lists the events (errors) that may occur.

Refer to the NJ/NX-series Troubleshooting Manual (Cat. No. W503) for all of the event codes for an NJ/NX-ser-
ies Controller.

Refer to NY-series Troubleshooting Manual (Cat. No. W564) for all of the event codes for an NY-series Control-
ler.

® How to View the Event List

The contents of the event list are described below.

Item Description
Event code This is the code of the error (event) that occurred in the Safety /O Block.
It is displayed as eight hexadecimal digits.
Event name This is the name of the error (event).
Description This is a description of the error (event).
Cause This is the assumed cause of the error (event).

(assumed cause)
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%
2)
=3
[1°]
(2]
=z
Item Description 3
Level This indicates the level of influence that the error (event) has on control. g
The abbreviations have the following meanings. g
Maj: Major fault level s
Prt: Partial fault level g'%
o
Min: Minor fault level £ o
Obs: Observation Eg_
Info: Information 5o
The symbols have the following meanings. gg
O: Event levels that are defined by the system EXs
@: Event levels that can be changed by the user"
Reference This is the page that provides details on the error (event).

*1.  This symbol appears only for events for which the user can change the event level.

@ Events List ¢
T
Level S,
(0] Refer- &
Event code Event name Description Assumed cause M b In ence g_"
rt | in fo )
S a
05200000 hex System Er- | A hardware error A memory error occurred due O page 'é'
ror was detected during to a transient factor, such as 11-23 =
self-diagnosis of the a software error or excessive %
hardware. noise %
Hardware failure “
05210000 hex Internal Cir- | A fault was detected Internal circuit for the safety O page
cuit Error at | in the internal circuit input terminal is faulty. 11-23
Safety Input | for the safety input Memory abnormality or signal
terminal. abnormality due to a transi-
ent factor, such as a software
error or excessive noise
05220000 hex Internal Cir- | A fault was detected The internal circuit for the O page
cuit Error at | in the internal circuit test output terminal is faulty. 11-24
Test Output | for the test output Memory abnormality or signal
terminal. abnormality due to a transi-
ent factor, such as a software
error or excessive noise
05230000 hex Internal Cir- | A fault was detected The internal circuit for the O page
cuit Error at | in the internal circuit safety output terminal is faul- 11-24
Safety Out- | for the safety output ty.
put terminal. Memory abnormality or signal
abnormality due to a transi-
ent factor, such as a software
error or excessive noise
155E0000 hex Non-volatile | Reading or writing Incorrect setting data O page
Memory Ac- | from/to non-volatile Power interruption during 11-25
cess Error memory failed. writing of setting data
Non-volatile memory failure
Environment-resistive Remote Terminal NXR-S series Simple Logic Safety 1/0 Block for CIP Safety User’s Manual (W645) 11-13
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Level
s (0] Refer-
Event code Event name Description Assumed cause M b In ence
in fo
S

24D30000 hex Invalid Rota- | The rotary switch The rotary switch settings for O page
ry Switch settings for the safe- | the safety application are inva- 11-26
Setting for ty application are in- | lid.

Safety Appli- | valid.
cation

28150000 hex Rotary The rotary switch The rotary switches were O page
switch set- settings when the changed and the Unit was start- 11-27
tings configuration was ed up after the configuration
changed af- | locked and the cur- | was locked.
ter configu- | rent settings do not
ration was match.
locked

359E0000 hex Check that | The IP address was | ¢ The rotary switches for the IP ©) page
the rotary changed in an IP address were changed in an 11-28
switch set- address non-setta- IP address non-settable state
tings for the | ble state. and then the Unit was started
safety appli- up.
cation are * The DHCP server settings
invalid were changed and a different

IP address was assigned in
an IP address non-settable
state.

38A80000 hex IP Address | An error was detect- | * Incorrect setting data @) page
Setting Error | ed in the IP address | . power interruption during 11-29

settings. writing of TCP/IP settings
* The IP address obtained
from the DHCP server is in-
valid.
* Non-volatile memory access
error

38A90000 hex IP Address | A TUNID setting er- | « The rotary switches for the IP (©) page
Changed af- | ror was detected. address were changed and 11-30
ter Setting the Unit was started up after
TUNID setting the TUNID.

* The DHCP server settings
were changed and an IP ad-
dress different from that
when set the TUNID was as-
signed after setting the TU-
NID.

55030000 hex Data error The wrong safety Different values were written to O page
between du- | output data was the safety outputs set for the 11-31
al channel written. dual channels.
outputs

65210000 hex OQutput Pow- | An error was detect- | A wiring error or hardware fail- O page
er Interrupt | ed in the output ure. 11-31
Circuit Error | power interruption

test.

11-14
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Event code

Event name

Description

Assumed cause

fo

Refer-
ence

65220000 hex

External
Test Signal
Failure at
Safety Input

An error was detect-
ed in test pulse eval-
uation of the safety
input terminals.

The positive power supply
wire is in contact with the in-
put signal line.

The input signal lines are
shorted.

Failure of connected external
device

Error is occurring with the
test output terminal used in
combination with the corre-
sponding safety input termi-
nal.

page
11-32

65230000 hex

Discrepancy
Error at
Safety Input

An error was detect-
ed in discrepancy
evaluation of safety
input terminals.

There is a ground fault or
break in the input signal line.

The connected device is faul-
ty.

The setting of the discrepan-
cy time is incorrect.

Chattering occurred in the in-
put signal from an external
input device, such as a safety
door.

Error is occurring with the
test output terminal used in
combination with the corre-
sponding safety input termi-
nal.

page
11-33

65240000 hex

Overload
Detected at
Test Output

An overcurrent was
detected at the test
output terminal.

There is a ground fault on the
output signal line.

Failure of connected external
device

page
11-33

65250000 hex

Stuck-at-
high Detect-
ed at Test
Output

A test output termi-
nal that is stuck ON
was detected.

The positive power supply
wire is in contact with the out-
put signal line.

The internal circuit is faulty.

Memory abnormality or signal
abnormality due to a transi-
ent factor, such as a software
€rror or excessive noise

Error is occurring with the
test output terminal used in
combination with the corre-
sponding safety input termi-
nal.

page
11-34
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11 Troubleshooting

Event code

Event name

Description

Assumed cause

fo

Refer-
ence

65270000 hex

Short Circuit
Detected at
Safety Out-
put

A ground fault was
detected on the
safety output termi-
nal.

There is a ground fault on the
output signal line.

page
11-34

65280000 hex

Stuck-at-
high Detect-
ed at Safety
Output

A safety output ter-
minal that is stuck
ON was detected.

* The positive power supply
wire is in contact with the out-
put signal line.

* The output power supply is
outside the specifications.
* The internal circuit is faulty.

* Memory abnormality or signal
abnormality due to a transi-
ent factor, such as a software
error or excessive noise

page
11-35

65290000 hex

Output Pow-
er Supply
Error

An incorrect output
power supply was
detected.

* The output power is not con-
nected.

* The output power supply is
shut off due to the voltage of
the output power supply fall-
ing below the detection
threshold value.

* The output power supply is
shut off due to the voltage of
the output power supply ris-
ing above the detection
threshold value.

* The output power supply is
shut off due to the current of
the output power supply ris-
ing above the detection
threshold value.

page
11-36

652B0000 hex

EDM Error

An error was detect-
ed in EDM.

* Output signal line is broken.

* There is a ground fault on the
output signal line.

* Is the output signal line in
contact with the power sup-
ply?

* Welding of contactor and re-
lay contacts, which are exter-
nal wiring devices

* Broken wire or ground fault of
external wiring device

page
11-37

84040000 hex

NTP Server
Connection
Error

Connection with the
NTP server failed.

Incorrect setting data
* Server is down.

* An error occurred in the com-
munications path.

page
11-38

11-16
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%
o
=3
[1°]
Q
Level 2
Refer- =)
Event code Event name Description Assumed cause P|lM g In ei:; I?n
rt | in fo 3
S -
7]
840F0000 hex DHCP Serv- | Connection with the | Server setting error O page g'%_
er Connec- DHCP server failed. |, Server is down. 11-39 g4
. 52
tion Error * An error occurred in the com- ;;"%
munications path. Lﬂ%
%0
85E20000 hex IP Address | The IP address is The IP address is duplicated O page EXs
Duplication | duplicated. with the IP address of another 11-40
Error node.
85E30000 hex Tag Data A timeout occurred | * The power supply of the orig- (@) page
Link Timeout | in a tag data link. inator node is OFF. 11-41

* Communications of the origi-
nator node are stopped.

* The Ethernet cable for Ether-
Net/IP is disconnected.

* The Ethernet cable for Ether-
Net/IP is broken.

* Link to the EtherNet/IP port is
OFF.

* Packet loss occurred on the
path due to the network com-
munications load.

Bunooysa|qnoiL pue s|ielad JUsAT H-z-1|
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Level
s (0] Refer-
Event code Event name Description Assumed cause M b In ence
in fo
S
85E40000 hex CIP Safety A timeout occurred | Cable is broken. O page
Target Con- | in the CIP Safety * The originator device entered 11-42
nection Target connection. a state where it could not ac-
Timeout cept a connection
* The timeout value in the
communications settings is
too short.
* CIP Safety packets from the
originator node are not al-
lowed by the Packet Filter
(Simple) or Packet Filter
functions in the EtherNet/IP
Port Settings or on the devi-
ces in the communications
path.
* CIP message server for the
originator node is set to Do
not use.
* When the Packet Filter func-
tion of the originator node is
enabled, CIP Safety packets
from the target node are not
allowed.
* Noise
* CIP Safety
communications is set to
Do not use in the
EtherNet/IP port settings.
652F0000 hex Unit/Input The voltage of the The voltage of the Unit/input O page
Power Sup- | Unit/input power power supply was detected to 11-43
ply Voltage | supply was detected | be outside the specification
Qut-of- to be outside the range.
Specification | specification range.
Detected
65300000 hex Unit/Input The current of the The current of the Unit/input O page
Power Sup- | Unit/input power power supply was detected to 11-43
ply Current | supply was detected | be outside the specification
Out-of- to be outside the range.
Specification | specification range.
Detected
65310000 hex Output Pow- | The voltage of the The voltage of the output power O page
er Supply output power supply | supply was detected to be out- 11-44
Voltage Out- | was detected to be | side the specification range.
of-Specifica- | outside the specifi-
tion Detect- | cation range.
ed

11-18
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Level
o (0] Refer-
Event code Event name Description Assumed cause M b In ence
in fo
s
65320000 hex Output Pow- | The current of the The current of the output power ©) page
er Supply output power supply | supply was detected to be out- 11-44
Current Out- | was detected to be | side the specification range.
of-Specifica- | outside the specifi-
tion Detect- | cation range.
ed
85E10000 hex Link OFF An Ethernet link * An Ethernet cable is broken, ©) page
Detected OFF was detected. disconnected, or loose. 11-45
* The power supply of the
Ethernet switch is turned
OFF.
* Baud rate mismatch.
* Noise
* Execute a restart or execute
a memory all clear.
85E50000 hex CIP Safety There was a request | There was a request to open a O | page
Target Con- | to open a connec- connection from the CIP Safety 11-45
nection tion from the CIP originator.
Open Re- Safety originator.
quest
90110000 hex Power The power supply The power supply turned ON. O | page
Turned ON was turned ON. 11-46
94080000 hex IP Address | The correct IP ad- The correct IP address has O | page
Fixed dress has been de- | been determined and Ethernet 11-46
termined and Ether- | communications can start.
net communications
can start.
966C0000 hex Configura- Configuration lock Configuration lock execution O | page
tion Locked | was executed. 11-46
966D0000 hex Configura- Configuration unlock | Configuration unlock execution O | page
tion Un- was executed. 11-47
locked
96710000 hex Output Pow- | The output power Shutoff of the through-wiring O | page
er Supply supply that is sup- output power supply was in- 11-47
(PWR OUT) | plied from the PWR | structed by through-wiring
Turned Off OUT power supply output power supply shutoff
connector was command.
turned OFF.
96720000 hex Setting Data | The setting data The setting data was changed. O | page
Changed was changed. 11-48
96730000 hex Login Logged in. (Web Ul) | Logged in using the Web UI. O | page
11-49
96750000 hex Safety Appli- | Safety application Deletion was accepted from the O | page
cation Delet- | data was deleted Web UI. 11-49
ed from the Unit.
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11 Troubleshooting

Level
s (0] Refer-
Event code Event name Description Assumed cause M b In ence
in fo
S

96760000 hex Safety Pass- | Password mismatch | Password mismatch was de- O | page
word Mis- was detected when | tected when executing a service 11-49
match executing a service | that requires a safety password.

that requires a safe-
ty password.

96770000 hex Output Pow- | The output power Recovery of the through-wiring O | page
er Supply supply that is sup- output power supply was in- 11-50
(PWR OUT) | plied from the PWR | structed by through-wiring
Turned On OUT power supply output power supply recovery

connector was command.
turned ON.

96780000 hex Firmware A firmware update A firmware update was execut- O | page
Update Exe- | was executed. ed. 11-50
cuted

96790000 hex Memory All | Memory all clear Memory all clear was executed. O | page
Clear was executed. 11-51

967A0000 hex Link Detect- | Establishing of an Establishing of an Ethernet link O | page
ed Ethernet link was was detected. 11-51

detected.

967B0000 hex Operating Change operating Change operating mode exe- O | page
Mode mode was executed. | cuted. 11-52
Changed

967C0000 hex Safety Pass- | The safety pass- The safety password was O | page
word word was changed. | changed. 11-52
Changed

967D0000 hex Safety Appli- | The safety applica- | ¢ Transfer by the Web Ul was O | page
cation tion data was trans- accepted. 11-53
Transferred | ferred to the Unit. « AType 1 Safety Open re-

quest was accepted from the
safety controller.

967E0000 hex Event Log The event log was The event log was cleared. O | page
Cleared cleared. 11-53

967F0000 hex Backup Exe- | A backup was exe- | A backup was executed. O | page
cuted cuted. 11-54

96800000 hex Restore A restore was exe- | A restore was executed. O | page
Executed cuted. 11-54

96810000 hex OMRON Maintenance by Maintenance by OMRON main- O | page
Mainte- OMRON mainte- tenance personnel was execut- 11-54
nance Exe- | nance personnel ed.
cuted was executed.

96820000 hex Restarted A restart was exe- A restart was executed. O | page

cuted. 11-55

96830000 hex Safety Con- | The safety configu- | The safety configuration was O | page
figuration ration was validated. | validated. 11-55
Validated

11-20
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Level
o (0] Refer-
Event code Event name Description Assumed cause M b In ence
in fo
s
96840000 hex IP Address | The IP address indi- | Started up with SW1 =SW2 =8 O | page
Indication cation function was | (IP address indication function). 11-56
Function executed.
Executed
96850000 hex 1/0 Wiring The 1/0O wiring Started up with SW1 =SW2 =E O | page
Checking checking function (I/0 wiring checking function). 11-56
Function was executed.
Executed

I Details on Events

This section describes the details on each event.

® How to View Event Details

The items that are used to describe individual errors (events) are described in the following copy of an error

table.
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11 Troubleshooting

Event name Gives the name of the error. Event code Gives the code of the error.

Description Gives a short description of the error.

Source Gives the source of the error. Source details | Gives details Detection tim- | Tells when the
on the source ing error is detect-
of the error. ed.

Error attrib- Level Tells the level Recovery Gives the re- Log category | Tells which log

utes of influence on | method covery method. the error is

control. 1 "2 saved in. "3
Effects User program | Tells what will Operation Provides special information on the operation that

happen to exe- results from the error.

cution of the

user program.

*4

Cause and Assumed cause Correction Prevention

correction Lists the possible causes, corrections, and preventive measures for the error.

Attached infor- | Ths is the attached information that is displayed by Sysmac Studio/HMI. *5
mation

Precautions/ Provides precautions, restrictions, and supplemental information. If the user can set the event level, the
Remarks event levels that can be set, the recovery method, operational information, and other information are also
provided.

*1.  One of the following:
* Major fault: Major fault level

* Partial fault: Partial fault level
* Minor fault: Minor fault level
* Observation

* Information

*2.  Method to reset the error status of the Controller after corrections, and is one of the following:
* Automatic recovery: Normal status is restored automatically when the cause of the error is removed.

* Error reset: Normal status is restored when the error is reset after the cause of the error is removed.

* Cycle the power supply: Normal status is restored when the power supply to the Controller is turned OFF and then back
ON after the cause of the error is removed.

¢ Controller reset: Normal status is restored when the Controller is reset after the cause of the error is removed.
* Depends on cause: The recovery method depends on the cause of the error.

*3.  One of the following:
* System: System event log

* Access: Access event log

*4.  One of the following:
* Continues: Execution of the user program will continue.

* Stops: Execution of the user program stops.
* Starts: Execution of the user program starts.

*5. Refer to the NJ/NX-series Troubleshooting Manual (Cat. No. W503) or NY-series Troubleshooting Manual (Cat. No. W564)
for the applicable range of the HMI Troubleshooter.
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Event name System Error Event code 05200000 hex

Description A hardware error was detected during self-diagnosis of the hardware.

Source - Source details | - Detection tim- | Continuously

ing

Error attrib- Level Minor fault Recovery Cycle the pow- | Log category System

utes method er supply

Effects User program | Continues Operation The corresponding Unit stops operating and the /O
data changes to the safe state.

Cause and Assumed cause Correction Prevention

correction Cycle the power supply. If cycling the power supply re-

¢ A memory error occurred due
to a transient factor, such as a
software error or excessive
noise

¢ Hardware failure

Replace the Unit if the error oc-

curs again.

stores normal operation, there
may be excessive noise near the
Unit. Implement noise counter-

measures.

Attached infor-
mation

Attached information 1: System information
Attached information 2: System information
Attached information 3: System information
Attached information 4: System information

Precautions/ None
Remarks
Event name Internal Circuit Error at Safety Input Event code 05210000 hex
Description A fault was detected in the internal circuit for the safety input terminal.
Source - Source details | - Detection tim- | * During idle
ing * When exe-
cuting
Error attrib- Level Minor fault Recovery * Cycle the Log category System
utes method power supply
* Execute a
restart
Effects User program | Continues Operation The corresponding safety input terminal is main-
tained in the safe state until the power supply is cy-
cled.
Cause and Assumed cause Correction Prevention
correction Cycle the power supply. If cycling the power supply re-

Internal circuit for the safety input
terminal is faulty.

Memory abnormality or signal ab-
normality due to a transient factor,
such as a software error or exces-
sive noise

Replace the Unit if the error oc-

curs again.

stores normal operation, there
may be excessive noise near the
Unit. Implement noise counter-

measures.

Attached infor-
mation

Attached information 1: Terminal number

Precautions/
Remarks

None
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Event name Internal Circuit Error at Test Output Event code 05220000 hex

Description A fault was detected in the internal circuit for the test output terminal.

Source - Source details | - Detection tim- | « During idle

ing e When exe-
cuting

Error attrib- Level Minor fault Recovery ¢ Cycle the Log category | System

utes method power supply
* Execute a

restart

Effects User program | Continues Operation The corresponding test output terminal is maintained
in the safe state until the power supply is cycled. Al-
s0, an External Test Signal Failure at Safety Input
event (65220000 hex) occurs for the safety input ter-
minal that uses the corresponding test output termi-
nal as the test source.

Cause and Assumed cause Correction Prevention

correction The internal circuit for the test out-

put terminal is faulty.

Memory abnormality or signal ab-
normality due to a transient factor,
such as a software error or exces-
sive noise

Cycle the power supply.
Replace the Unit if the error oc-
curs again.

If cycling the power supply re-
stores normal operation, there
may be excessive noise near the
Unit. Implement noise counter-
measures.

Attached infor-
mation

Attached information 1: Terminal number

Precautions/ None
Remarks
Event name Internal Circuit Error at Safety Output Event code 05230000 hex
Description A fault was detected in the internal circuit for the safety output terminal.
Source - Source details | - Detection tim- |  During idle
ing e When exe-
cuting
Error attrib- Level Minor fault Recovery ¢ Cycle the Log category | System
utes method power supply
¢ Execute a
restart
Effects User program | Continues Operation The corresponding safety output terminal is main-
tained in the safe state until the power supply is cy-
cled.
Cause and Assumed cause Correction Prevention
correction

The internal circuit for the safety
output terminal is faulty.

Memory abnormality or signal ab-
normality due to a transient factor,
such as a software error or exces-
sive noise

Cycle the power supply.
Replace the Unit if the error oc-
curs again.

If cycling the power supply re-
stores normal operation, there
may be excessive noise near the
Unit. Implement noise counter-
measures.

Attached infor-
mation

Attached information 1: Terminal number
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11 Troubleshooting

* When attached information 1 =
02 hex
Perform the following according
to the value of attached infor-
mation 2.
02xx to 05xx hex: Configure
each setting again.
20xx hex:
- For a -CST model, execute a
memory all clear and then con-
figure the settings again.
- For an -EIT model, align the
rotary switches to SW1 = SW2
=0, then execute a memory all
clear and configure the safety
application settings again.
21xx hex: Configure the safety
application again.
FExx hex: Update the firmware.

0
o
=3
[1°]
Q
Event name Non-volatile Memory Access Error Event code 155E0000 hex g
Description Reading or writing from/to non-volatile memory failed. 'g"
Source - Source details | - Detection tim- | Continuously Q
. )
ing pr
Error attrib- Level Minor fault Recovery * Cycle the Log category System g'%
utes method power supply g4
=0
* Execute a ;g
restart ‘r<‘|’_| §
* Automatic S §
recovery (af- o
ter down-
loading the
settings)
Effects User program | Continues Operation The corresponding Unit stops operating and the /O =
data changes to the safe state. N
N
Cause and Assumed cause Correction Prevention m
correction Incorrect setting data Identify the cause of the error None 3
Power interruption during writing | from the attached information. Do not turn OFF the power supply &
of setting data * When attached information 1 = | of the corresponding Unit during =
01 hex writing of setting data. %’_
Non-volatile memory failure Cycle the power supply. None =
-
@
=
o
S
=
«Q

If operation is not recovered by
the above, replace the Unit.
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Attached infor- | Attached information 1: Cause
mation 01 hex: Failure accessing non-volatile memory
02 hex: Data corrupt
Attached information 2: Detection target
02xx hex: Link settings
03xx hex: Ethernet port enable/disable settings
04xx hex: SNTP settings
05xx hex: Power shut-off function for through-wiring output enable/disable settings
20xx hex: Other safety related data
21xx hex: Safety application data
80xx hex: QoS settings
81xx hex: LLDP function settings
FExx hex: Firmware data
Other than above: Other system data

Precautions/ None

Remarks
Event name Invalid Rotary Switch Setting for Safety Application Event code 24D30000 hex
Description The rotary switch settings for the safety application are invalid.
Source - Source details | - Detection tim- | * When power
ing is turned ON.
¢ When exe-
cute a restart
Error attrib- Level Minor fault Recovery ¢ Cycle the Log category | System
utes method power supply
* Execute a
restart
Effects User program | Continues Operation The corresponding Unit stops operating and the 1/0
data changes to the safe state.
Cause and Assumed cause Correction Prevention
correction The rotary switch settings for the | Check that the rotary switch set- None
safety application are invalid. tings for the safety application are
invalid.

Attached infor- | Attached information 1: Setting values of rotary switches for current safety application

mation The display format is [SW1, SW2].
Example: When SW1 =1 and SW2 =E
- 1E

Precautions/ None

Remarks
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Event name Rotary switch settings changed after configuration Event code 28150000 hex

was locked
Description The rotary switch settings when the configuration was locked and the current settings do not match.
Source - Source details | - Detection tim- | = \When power

ing is turned ON.
¢ When exe-
cute a restart

Error attrib- Level Minor fault Recovery * Cycle the Log category | System
utes method power supply
* Execute a
restart
Effects User program | Continues Operation The corresponding Unit stops operating and the 1/0
data changes to the safe state.
Cause and Assumed cause Correction Prevention
correction * Return the setting values of the | Do not change the setting values

The rotary switches were
changed and the Unit was started
up after the configuration was
locked.

rotary switches to the setting
values when the configuration
was locked.

* Execute a memory all clear af-
ter the configuration has been
unlocked, and then configure
the settings again.

Cycle the power supply or exe-

cute a restart also after any of the

corrections is performed.

of the rotary switches after the
configuration has been locked.

Attached infor-
mation

Attached information 1: Current setting values of rotary switches
The display format is [SW1, SW2, x167, x169].
Example: When SW1=F, SW2=F, x161=0, x16%=1

- FFO1 hex

Attached information 2: Setting values of rotary switches when configuration was locked
The display format is [SW1, SW2, x161, x169].
Example: When SW1=3, SW2=3, x161=0, x16%=1

- 3301 hex

Precautions/
Remarks

None
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11 Troubleshooting

Event name Check that the rotary switch settings for the safety Event code 359E0000 hex
application are invalid
Description The IP address was changed in an IP address non-settable state.
Source - Source details | - Detection tim- | = When power
ing is turned ON.
* When exe-

cute a restart

Error attrib- Level Minor fault Recovery * Cycle the Log category | System
utes method power supply
¢ Execute a
restart
Effects User program | Continues Operation The corresponding Unit stops operating and the 1/0
data changes to the safe state.
Cause and Assumed cause Correction Prevention
correction * Return the rotary switches for Do not operate the rotary

* The rotary switches for the IP
address were changed in an IP
address non-settable state and
then the Unit was started up.

* The DHCP server settings
were changed and a different
IP address was assigned in an
IP address non-settable state.

the IP address to the original
values.

¢ Return the DHCP server set-
tings to the original values.

* Execute a memory all clear and
then set the IP address again.

If operation is not recovered by
the above, replace the Unit.

switches for the IP address and
change the DHCP server settings
in the IP address non-settable
state.

Attached infor-
mation

Attached information 1: Current IP address

Example: COA8FA64 hex when the IP address is 192.168.250.100.
Attached information 2: IP address set in settable state

Example: COA8FAG4 hex when the IP address is 192.168.250.100.
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Event name IP Address Setting Error Event code 38A80000 hex
Description An error was detected in the IP address settings.
Source - Source details | - Detection tim- | * \When power
ing is turned ON.
* When exe-
cute a restart
Error attrib- Level Minor fault Recovery * Cycle the Log category | System
utes method power supply
* Execute a
restart
Effects User program | Continues Operation EtherNet/IP communications will not operate.
CIP Safety communications will not operate.
Cause and Assumed cause Correction Prevention
correction Incorrect setting data The IP address will be the default | None

Power interruption during writing
of TCP/IP settings

The IP address obtained from the
DHCP server is invalid.

Non-volatile memory access error

value of 192.168.250.1. Perform

one of the following corrections.

* |dentify the cause of the error
from the attached information
and then set the correct values
again.

* Execute a memory all clear or
write the settings again.

* Correct the setting for the IP
address provided by the DHCP
server so that it is within the
range specified for the corre-
sponding Unit.

Cycle the power supply or exe-

cute a restart also after any of the

corrections is performed.

If operation is not recovered by

the above, replace the Unit.

Do not turn OFF the power supply
of the corresponding Unit during
writing of TCP/IP settings.

Correct the setting for the IP ad-
dress provided by the DHCP serv-
er so that it is within the range
specified for the corresponding
Unit.

None

Attached infor-
mation

Attached information 1: Type of errors
01 hex: Non-volatile memory access error

02 hex: Inconsistency in settings

Attached Information 2: Error details (when attached information 1 is 02 hex)

11 hex: IP address invalid
12 hex: Subnet mask invalid

13 hex: Default gateway invalid

Precautions/
Remarks

None
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Event name IP Address Changed after Setting TUNID Event code 38A90000 hex
Description A TUNID setting error was detected.
Source - Source details | - Detection tim- | © When power
ing is turned ON.
* When exe-
cute a restart
Error attrib- Level Minor fault Recovery ¢ Cycle the Log category | System
utes method power supply
* Execute a
restart
Effects User program | Continues Operation The corresponding Unit stops operating and the 1/0
data changes to the safe state.
Cause and Assumed cause Correction Prevention
correction Return the rotary switches for the | Do not operate the rotary

The rotary switches for the IP ad-
dress were changed and the Unit
was started up after setting the
TUNID.

IP address to the values when the
TUNID was set.

The DHCP server settings were
changed and an IP address differ-
ent from that when set the TUNID
was assigned after setting the TU-
NID.

Return the DHCP server settings
to the values when the TUNID
was set.

Alternatively, execute a memory
all clear and then set the TUNID
again.

If operation is not recovered by

the above, replace the Unit.

switches for the IP address and
change the DHCP server settings
after setting the TUNID.

Attached infor-
mation

Attached information 1: Current IP address
Example: COA8FAO1 hex when the IP address is 192.168.250.1.
Attached information 2: IP address when TUNID was set (IP address part of TUNID)
Example: COA8FA64 hex when the IP address is 192.168.250.100.
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Event name Data error between dual channel outputs Event code 55030000 hex
Description The wrong safety output data was written.
Source — Source details | - Detection tim- | * During idle
ing * When exe-
cuting
Error attrib- Level Minor fault Recovery Recover by in- | Log category System
utes method activating the
safety output
terminal
Effects User program | Continues Operation >The corresponding safety output terminal is main-
tained in the safe state until the error is cleared.
Cause and Assumed cause Correction Prevention
correction Different values were written to Check the safety program, and Design the safety program con-

the safety outputs set for the dual
channels.

write the same value to the safety

sidering the corrections that are

outputs set for the dual channels.

given on the left.

Attached infor-
mation

Attached information 1: Terminal number

Precautions/ None
Remarks
Event name Output Power Interrupt Circuit Error Event code 65210000 hex
Description An error was detected in the output power interruption test.
Source - Source details | - Detection tim- | * \When power
ing is turned ON.
¢ When exe-
cute a restart
Error attrib- Level Minor fault Recovery * Cycle the Log category System
utes method power supply
* Execute a
restart
Effects User program | Continues Operation The corresponding Unit continues to operate, but
the safe state is maintained for the 1/0 data.
Cause and Assumed cause Correction Prevention
correction Check the following and then sup- | Design the system considering

A wiring error or hardware failure.

ply the rated power.
* |s the power supply voltage
within the specifications?

* |s there no wiring error or
break?

* Is 24 VDC applied to the safety
output terminal and is the safe-
ty output terminal not touching
the positive power supply wire?

If the voltage that is measured is

correct, the Unit may be faulty. In

that case, replace the Unit.

the corrections that are given on
the left.

Attached infor- | None
mation
Precautions/ None

Remarks
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Event name External Test Signal Failure at Safety Input Event code 65220000 hex
Description An error was detected in test pulse evaluation of the safety input terminals.
Source - Source details | - Detection tim- |  During idle
ing e When exe-
cuting
Error attrib- Level Minor fault Recovery Recover by in- | Log category | System
utes method activating the
safety input ter-
minal
Effects User program | Continues Operation The corresponding safety input terminal is main-
tained in the safe state until the error is cleared.
Cause and Assumed cause Correction Prevention
correction

The positive power supply wire is
in contact with the input signal
line.

The input signal lines are shorted.

Check the external wiring.

Failure of connected external de-
vice

Replace the connected external
device.

Set the parameters and wire the
system considering the correc-
tions that are given on the left.

Error is occurring with the test
output terminal used in combina-
tion with the corresponding safety
input terminal.

Check the error occurring with the
test output terminal and try the
solutions specified in Correction.

Try the solutions specified in Pre-
vention for the error occurring with
the test output terminal.

Attached infor-
mation

Attached information 1: Terminal number

11-32
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Event name Discrepancy Error at Safety Input Event code 65230000 hex
Description An error was detected in discrepancy evaluation of safety input terminals.
Source - Source details | - Detection tim- | * During idle
ing * When exe-
cuting
Error attrib- Level Minor fault Recovery Recover by in- | Log category System
utes method activating the
safety input ter-
minal
Effects User program | Continues Operation The corresponding safety input terminal is main-
tained in the safe state until the error is cleared.
Cause and Assumed cause Correction Prevention
correction Check the external wiring. Set the parameters and wire the

There is a ground fault or break in
the input signal line.

The connected device is faulty.

Replace the connected external
device.

The setting of the discrepancy
time is incorrect.

Chattering occurred in the input
signal from an external input de-
vice, such as a safety door.

Correct the discrepancy evalua-
tion time. If that does not correct
the problem, use an input filter to
set an ON delay or an OFF delay.

system considering the correc-
tions that are given on the left.

Error is occurring with the test
output terminal used in combina-
tion with the corresponding safety
input terminal.

Check the error occurring with the
test output terminal and try the
solutions specified in Correction.

Try the solutions specified in Pre-
vention for the error occurring with
the test output terminal.

Attached infor-
mation

Attached information 1: Terminal number

Precautions/ None

Remarks

Event name Overload Detected at Test Output Event code 65240000 hex

Description An overcurrent was detected at the test output terminal.

Source - Source details | - Detection tim- | * During idle

ing * When exe-
cuting

Error attrib- Level Minor fault Recovery Automatic re- Log category System

utes method covery

Effects User program | Continues Operation The safety input terminal that uses the correspond-
ing test output terminal as the test source is main-
tained in the safe state until the error is cleared.

Cause and Assumed cause Correction Prevention

correction Check the external wiring. Set the parameters and wire the

There is a ground fault on the out-
put signal line.

Failure of connected external de-
vice

Replace the connected external
device.

system considering the correc-
tions that are given on the left.

Attached infor-
mation

Attached information 1: Terminal number

Precautions/
Remarks

None
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Event name Stuck-at-high Detected at Test Output Event code 65250000 hex

Description A test output terminal that is stuck ON was detected.

Source - Source details | - Detection tim- | « During idle

ing e When exe-
cuting

Error attrib- Level Minor fault Recovery Automatic re- Log category | System

utes method covery

Effects User program | Continues Operation The safety input terminal that uses the correspond-
ing test output terminal as the test source is main-
tained in the safe state until the error is cleared.

Cause and Assumed cause Correction Prevention

correction

The positive power supply wire is
in contact with the output signal
line.

Check the external wiring.

Set the parameters and wire the
system considering the correc-
tions that are given on the left.

The internal circuit is faulty.

Memory abnormality or signal ab-
normality due to a transient factor,
such as a software error or exces-
sive noise

Cycle the power supply.
Replace the Unit if the error oc-

curs again.

If cycling the power supply re-
stores normal operation, there
may be excessive noise near the
Unit. Implement noise counter-

measures.

Attached infor-
mation

Attached information 1: Terminal number

Precautions/ None
Remarks
Event name Short Circuit Detected at Safety Output Event code 65270000 hex
Description A ground fault was detected on the safety output terminal.
Source - Source details | - Detection tim- |  During idle
ing e When exe-
cuting
Error attrib- Level Minor fault Recovery Recover by in- | Log category | System
utes method activating the
safety output
terminal
Effects User program | Continues Operation The corresponding safety output terminal is main-
tained in the safe state until the error is cleared.
Cause and Assumed cause Correction Prevention
correction

There is a ground fault on the out-
put signal line.

Check the external wiring.

Set the parameters and wire the
system considering the correc-
tions that are given on the left.

Attached infor-
mation

Attached information 1: Terminal number

Precautions/
Remarks

If an abnormality occurs in the output power supply, this error may be registered even when there is no
ground fault at the safety output terminal.
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Event name Stuck-at-high Detected at Safety Output Event code 65280000 hex
Description A safety output terminal that is stuck ON was detected.
Source - Source details | - Detection tim- | * During idle
ing * When exe-
cuting
Error attrib- Level Minor fault Recovery Recover by in- | Log category System
utes method activating the
safety output
terminal
Effects User program | Continues Operation The corresponding safety output terminal is main-
tained in the safe state until the error is cleared.
Cause and Assumed cause Correction Prevention
correction Check the external wiring. Set the parameters and wire the

The positive power supply wire is
in contact with the output signal
line.

The output power supply is out-
side the specifications.

Check the output power supply.

system considering the correc-
tions that are given on the left.

The internal circuit is faulty.

Memory abnormality or signal ab-
normality due to a transient factor,
such as a software error or exces-
sive noise

Cycle the power supply.
Replace the Unit if the error oc-
curs again.

If cycling the power supply re-
stores normal operation, there
may be excessive noise near the
Unit. Implement noise counter-
measures.

Attached infor-
mation

Attached information 1: Terminal number

Precautions/
Remarks

If an abnormality occurs in the output power supply, this error may be registered even when the safety out-

put terminals are not stuck ON.
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Event name

Output Power Supply Error

Event code

65290000 hex

Description

An incorrect output power supply was detected.

Source

Source details

Detection tim-
ing

Continuously

Error attrib-
utes

Level Minor fault

Recovery
method

Automatic re-
covery

Log category

System

However, if the
output power
supply is shut
off due to the
current of the
output power
supply rising
above the de-
tection thresh-
old value, re-
covery is per-
formed after cy-
cling the power
supply of the
output power
supply.

Effects

User program | Continues

Operation

The corresponding Unit continues to operate, but
the safe state is maintained for the output data.

Cause and
correction

Assumed cause

Correction

Prevention

* The output power is not con-
nected.

* The output power supply is
shut off due to the voltage of
the output power supply falling
below the detection threshold
value.

¢ The output power supply is
shut off due to the voltage of
the output power supply rising
above the detection threshold
value.

* The output power supply is
shut off due to the current of
the output power supply rising
above the detection threshold
value.

Check the following and then sup-

ply the rated power.

¢ Is the power supply voltage
within the specifications?

¢ |s there no wiring error or
break?

¢ |s there no overcurrent occur-
ring due to shorting of the pow-
er supply wires?

If the voltage that is measured is

correct, the Unit may be faulty. In

that case, replace the Unit.

Design the system considering
the corrections that are given on
the left.
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Attached infor- | None
mation
Precautions/ None
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Event name EDM Error Event code 652B0000 hex
Description An error was detected in EDM.
Source - Source details | - Detection tim- | When execut-
ing ing
Error attrib- Level Minor fault Recovery Recover by in- | Log category System
utes method activating the
relationship of
the output and
feedback input
of the FB.
Effects User program | Continues Operation The corresponding safety output terminal is main-
tained in the safe state until the error is cleared.
Cause and Assumed cause Correction Prevention
correction Check for the following items. Check the external wiring. Set the parameters and wire the

* Output signal line is broken.

* There is a ground fault on the
output signal line.

* |s the output signal line in con-
tact with the power supply?

¢ Welding of contactor and relay
contacts, which are external
wiring devices

* Broken wire or ground fault of
external wiring device

system considering the correc-
tions that are given on the left.

Attached infor-
mation

Attached information 1: Output terminal number of EDM for which error occurred

0: So00 to 3: So03

Precautions/
Remarks

None
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Event name NTP Server Connection Error Event code 84040000 hex
Description Connection with the NTP server failed.
Source - Source details | - Detection tim- | During NTP op-
ing eration
Error attrib- Level Minor fault Recovery Automatic re- Log category | System
utes method covery
When the serv-
er specification
is corrected
and download-
ing is per-
formed again,
cycle the power
supply or exe-
cute a restart.
Effects User program | Continues Operation Time cannot be acquired via NTP.
Cause and Assumed cause Correction Prevention
correction Check if the connection destina-

Incorrect setting data

If there is a mistake with the spec-
ification for the connection desti-
nation server, correct the server
specification and then download
the setting data again.

tion server setting is correct.

Server is down.

Check if the connection destina-
tion server is operating normally
and set it to operate normally if it
is not.

Check if the connection destina-
tion server is operating normally.

An error occurred in the communi-
cations path.

Check the communications path
to the server and take corrective
measures if there are any prob-
lems.

None

Attached infor-
mation

None

Precautions/
Remarks

If TCP Server Run is recorded in the event log after the correction is made, then the CPU Unit is correctly

connected to the DNS server.
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Event name DHCP Server Connection Error Event code 840F0000 hex

Description Connection with the DHCP server failed.

Source - Source details | - Detection tim- | During DHCP

ing operation

Error attrib- Level Minor fault Recovery Automatic re- Log category System

utes method covery

Effects User program | Continues Operation EtherNet/IP communications will not operate.
Requests to the DHCP server will continue until
there is a response from the DHCP server.

Cause and Assumed cause Correction Prevention

correction Server is down. Check if the connection destina-

Server setting error

tion server setting is correct.

Server is down.

Check if the connection destina-
tion server is operating normally
and set it to operate normally if it
is not.

Check if the connection destina-

tion server is operating normally.

An error occurred in the communi-
cations path.

Check the communications path
to the server and take corrective
measures if there are any prob-
lems.

None

Attached infor- | None
mation
Precautions/ None

Remarks
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Event name IP Address Duplication Error Event code 85E20000 hex
Description The IP address is duplicated.
Source - Source details | - Detection tim- | When IP ad-
ing dress deter-
mined
Error attrib- Level Minor fault Recovery ¢ Cycle the Log category | System
utes method power supply
¢ Execute a
restart
Effects User program | Continues Operation EtherNet/IP communications will not operate
CIP Safety communications will not operate
Cause and Assumed cause Correction Prevention
correction

The IP address is duplicated with
the IP address of another node.

Perform either of the following
corrections.

Assign an IP address to each

node within the network so that
* Check the IP addresses of oth- | they do not duplicate each other.
er nodes and correct the IP ad-
dress settings so that the same
address is not used by more

than one node.

¢ Remove the other node that
has the duplicate IP address
from the network.

Cycle the power supply or exe-
cute a restart also after any of the
corrections is performed.

Attached infor-
mation

Attached information 1: Duplicated IP address
Example: COA8FAO1 hex when the IP address is 192.168.250.1.

A duplicated address error occurs if an ARP is sent using the set IP address and there is an ARP response.

Precautions/
Remarks
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Event name Tag Data Link Timeout Event code 85E30000 hex

Description A timeout occurred in a tag data link.

Source - Source details | - Detection tim- | Continuously
ing

Error attrib- Level Minor fault Recovery Automatic re- Log category System

utes method covery

Effects User program | Continues Operation The corresponding Unit continues to operate.

Cause and Assumed cause Correction Prevention

correction Check the status of the originator | Use the tag data link after con-

The power supply of the originator
node is OFF.

Communications of the originator
node are stopped.

node and start it normally.

firming that the originator node is
running normally.

The Ethernet cable for
EtherNet/IP is disconnected.

Reconnect the connector and
make sure it is mated correctly.

Connect the connector securely.

The Ethernet cable for
EtherNet/IP is broken.

Replace the Ethernet cable.

None

Link to the EtherNet/IP port is
OFF.

Refer to the Link OFF Detected
error (85E10000 hex) for the as-
sumed causes and other informa-
tion on link OFF. Allow CIP com-
munications in the originator node
and the Firewall and Packet Filter
functions of the devices in the
communications path.

Refer to the Link OFF Detected
error (85E10000 hex) for the as-
sumed causes and other informa-
tion on link OFF. Allow CIP com-
munications in the originator node
and the Firewall and Packet Filter
functions of the devices in the
communications path.

Packet loss occurred on the path
due to the network communica-
tions load.

Increase the connection timeout
value or RPI. Or, review the net-
work environment and network
devices.

Design the network so that it will
not become overloaded.

Noise

Implement noise countermeas-
ures if there is excessive noise.

Implement noise countermeas-
ures if there is excessive noise.

Attached infor-
mation

Attached information 1: Originator IP address
Example: COA8FAQ1 hex when the IP address is 192.168.250.1.
Attached information 2: Assembly Instance No

025C hex: Input Assembly 1
03CO0 hex: Input Assembly 2
03C1 hex: Input Assembly 3

Precautions/
Remarks

If multiple connection errors are occurring on the same node, only one occurring error is recorded in the

event log.

Environment-resistive Remote Terminal NXR-S series Simple Logic Safety 1/0 Block for CIP Safety User’s Manual (W645)

11-41

-jooysa|qno.] pue sio.ig Joy Bunjoaym z-11

JuaAg sy} ypm Buy

Bunooysa|qnoiL pue s|ielad JUsAT H-z-1|



11 Troubleshooting

Event name CIP Safety Target Connection Timeout Event code 85E40000 hex

Description A timeout occurred in the CIP Safety Target connection.

Source - Source details | - Detection tim- | When execut-

ing ing

Error attrib- Level Minor fault Recovery Automatic re- Log category | System

utes method covery

Effects User program | Continues Operation The corresponding Unit continues to operate, but
the safe state is maintained for the 1/O data of the
safety connection where the error was detected.

Cause and Assumed cause Correction Prevention

correction Cable is broken. Check the cable to see if it is bro-

ken.

The originator device entered a
state where it could not accept a
connection.

Check if the originator device is in
a state where it can accept a con-
nection.

The timeout value in the commu-
nications settings is too short.

Check if the timeout value in the
communications settings is appro-
priate.

CIP Safety packets from the origi-
nator node are not allowed by the
Packet Filter (Simple) or Packet
Filter functions in the EtherNet/IP
Port Settings or on the devices in
the communications path.

Check if CIP Safety packets from
the originator node are allowed by
the Packet Filter (Simple) or
Packet Filter functions in the
EtherNet/IP port settings or on the
devices in the communications
path.

CIP message server for the origi-
nator node is set to Do not use.

Check if CIP message server for
the originator node is set to Use.

When the Packet Filter function of
the originator node is enabled,
CIP Safety packets from the tar-
get node are not allowed.

Check if CIP Safety packets from
the target node are allowed in the
Packet Filter settings of the origi-
nator node.

Noise

Check if communications are af-
fected by noise.

CIP Safety communications is
set to Do not use in the
EtherNet/IP port settings.

Check if CIP Safety
communications is set to Use in
the EtherNet/IP port settings.

Build the system considering the
corrections that are given on the
left.

Attached infor-
mation

Attached information 1: Assembly Instance No

11-42
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Event name Unit/Input Power Supply Voltage Out-of-Specifica- Event code 652F0000 hex
tion Detected
Description The voltage of the Unit/input power supply was detected to be outside the specification range.
Source - Source details | - Detection tim- | Continuously

ing

Error attrib- Level Observation Recovery Automatic re- Log category System
utes method covery

Effects User program | Continues Operation Not affected

Cause and Assumed cause Correction Prevention

correction The voltage of the Unit/input pow- | Adjust the voltage of the Unit/ None

er supply was detected to be out-
side the specification range.

input power supply to a normal
value within the specification

range.

Attached infor-
mation

Attached information 1: Voltage monitor values of Unit/input power supply

100 mV increments

Precautions/ None
Remarks
Event name Unit/Input Power Supply Current Out-of-Specifi- Event code 65300000 hex
cation Detected
Description The current of the Unit/input power supply was detected to be outside the specification range.
Source - Source de- - Detection tim- | Continuously
tails ing
Error attrib- Level Observation Recovery Automatic re- | Log category | System
utes method covery
Effects User program | Continues Operation Not affected
Cause and Assumed cause Correction Prevention
correction The current of the Unit/input Adjust the current of the Unit/ None

power supply was detected to
be outside the specification
range.

input power supply to a normal
value within the specification

range.

Attached in-
formation

Attached information 1: Current monitor values of Unit/input power supply

100 mA increments

Precautions/
Remarks

None
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Event name Output Power Supply Voltage Out-of-Specification Event code 65310000 hex
Detected
Description The voltage of the output power supply was detected to be outside the specification range.
Source - Source details | - Detection tim- | Continuously
ing
Error attrib- Level Observation Recovery Automatic re- Log category | System
utes method covery
Effects User program | Continues Operation Not affected
Cause and Assumed cause Correction Prevention
correction The voltage of the output power | Adjust the voltage of the output None
supply was detected to be outside | power supply to a normal value
the specification range. within the specification range.

Attached infor- | Attached information 1: Voltage monitor values of output power supply
mation 100 mV increments

Precautions/ None
Remarks

Event name Output Power Supply Current Out-of-Specification Event code 65320000 hex
Detected
Description The current of the output power supply was detected to be outside the specification range.
Source - Source details | - Detection tim- | Continuously
ing
Error attrib- Level Observation Recovery Automatic re- Log category | System
utes method covery
Effects User program | Continues Operation Not affected
Cause and Assumed cause Correction Prevention
correction The current of the output power Adjust the current of the output None
supply was detected to be outside | power supply to a normal value
the specification range. within the specification range.

Attached infor- | Attached information 1: Current monitor values of output power supply
mation 100 mA increments

Precautions/ None
Remarks
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Event name Link OFF Detected Event code 85E10000 hex

Description An Ethernet link OFF was detected.

Source - Source details | - Detection tim- | Continuously
ing

Error attrib- Level Observation Recovery Automatic re- Log category System

utes method covery

Effects User program | Continues Operation EtherNet/IP communications will not operate.

Cause and Assumed cause Correction Prevention

correction An Ethernet cable is broken, dis- | Connect the Ethernet cable se- Connect the Ethernet cable se-

connected, or loose.

curely.
If the cable is broken, replace it.

curely. Check the cable to make
sure that it is not broken.

The power supply of the Ethernet
switch is turned OFF.

Turn ON the power supply to the
Ethernet switch.

Replace the Ethernet switch if it
fails.

Do not turn OFF the power supply
to the Ethernet switch.

Baud rate mismatch.

Correct the settings so that the
same baud rate is used as for the
remote communications nodes.

Set the same baud rate as for the
remote communications nodes.

Noise

Implement noise countermeas-
ures if there is excessive noise.

Implement noise countermeas-
ures.

Execute a restart or execute a
memory all clear.

None. This event occurs when the
operation on the left are per-
formed.

None. This event occurs when the
operation on the left are per-
formed.

Attached infor-
mation

Attached information 1: EtherNet/IP communications connector for which link OFF detected
1: EtherNet/IP communications connector 1 (ETH1)
2: EtherNet/IP communications connector 2 (ETH2)

Precautions/ None

Remarks

Event name CIP Safety Target Connection Open Request Event code 85E50000 hex

Description There was a request to open a connection from the CIP Safety originator.

Source - Source details | - Detection tim- |  During idle
ing * When exe-

cuting

Error attrib- Level Information Recovery - Log category | Access

utes method

Effects User program | Continues Operation Not affected

Cause and Assumed cause Correction Prevention

correction — —

There was a request to open a
connection from the CIP Safety
originator.

Attached infor-
mation

Attached information 1: Reserved

Attached information 2: Assembly Instance No
Attached information 3: General Status defined in CIP specifications
Attached information 4: Extended Status defined in CIP specifications

Precautions/
Remarks

None
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11 Troubleshooting

Event name Power Turned ON Event code 90110000 hex

Description The power supply was turned ON.

Source - Source details | - Detection tim- | WWhen power is
ing turned ON.

Error attrib- Level Information Recovery - Log category | System

utes method

Effects User program | Continues Operation Operation starts.

Cause and Assumed cause Correction Prevention

correction The power supply turned ON. None None

Attached infor- | None

mation

Precautions/ None

Remarks

Event name IP Address Fixed Event code 94080000 hex

Description The correct IP address has been determined and Ethernet communications can start.

Source - Source details | - Detection tim- | * When power
ing is turned ON.

* When exe-

cute a restart

Error attrib- Level Information Recovery - Log category | System
utes method

Effects User program | Continues Operation Not affected.

Cause and Assumed cause Correction Prevention

correction The correct IP address has been | None None

determined and Ethernet commu-

nications can start.

Attached infor-
mation

Attached information 1: IP address

Example: COA8FAO1 hex when the IP address is 192.168.250.1.

Precautions/ None

Remarks

Event name Configuration Locked Event code 966C0000 hex

Description Configuration lock was executed.

Source - Source details | - Detection tim- | When configu-
ing ration lock exe-

cuted

Error attrib- Level Information Recovery - Log category | Access

utes method

Effects User program | Continues Operation Not affected

Cause and Assumed cause Correction Prevention

correction Configuration lock execution None None

Attached infor-
mation

Attached information 1: Reserved
Attached information 2: SCCRC

Attached information 3: Setting values of rotary switches when configuration was locked
The display format is [SW1, SW2, x161 ,x169].

Example: When SW1=3, SW2=3, x161=0, x16%=1

Precautions/ None
Remarks
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Event name Configuration Unlocked Event code 966D0000 hex
Description Configuration unlock was executed.
Source - Source details | - Detection tim- | When configu-
ing ration unlock
executed
Error attrib- Level Information Recovery - Log category | Access
utes method
Effects User program | Continues Operation Not affected
Cause and Assumed cause Correction Prevention
correction Configuration unlock execution None None
Attached infor- | Attached information 1: Reserved
mation
Precautions/ None
Remarks
Event name Output Power Supply (PWR OUT) Turned Off Event code 96710000 hex
Description The output power supply that is supplied from the PWR OUT power supply connector was turned OFF.
Source - Source details | - Detection tim- | When turn out-
ing put power sup-
ply (PWR OUT)
OFF
Error attrib- Level Information Recovery - Log category | Access
utes method
Effects User program | Continues Operation The output power supply that is supplied from the
PWR OUT power supply connector will turn OFF.
Cause and Assumed cause Correction Prevention
correction Shutoff of the through-wiring out- | None None

put power supply was instructed
by through-wiring output power

supply shutoff command.
Attached infor- | None
mation
Precautions/ None

Remarks
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Event name Setting Data Changed Event code 96720000 hex

Description The setting data was changed.

Source - Source details | - Detection tim- | When settings
ing are changed.

Error attrib- Level Information Recovery - Log category | Access

utes method

Effects User program | Continues Operation Not affected.

Cause and Assumed cause Correction Prevention

correction The setting data was changed. None None

Attached infor- | Attached information 1: Reserved

mation Attached information 2: Change target

0100 hex: TCP/IP settings (IP determination method)

0101 hex: TCP/IP settings (IP address)

0102 hex: TCP/IP settings (Encapsulation Inactivity Timeout)
0200 hex: LINK settings

0300 hex: Communications port enable/disable function setting
0400 hex: Automatic clock adjustment setting (NTP/SNTP Server IP Address)
0401 hex: Automatic clock adjustment setting (time zone)
0500 hex: Power shut-off function setting for through-wiring output
2000 hex: Safety password

2006 hex: Configuration lock state

2008 hex: Restore active flag

2001 hex: TUNID

2002 hex: Alarm Enable

2003 hex: Warning Enable

2004 hex: Output Connection Owner

2005 hex: CFUNID

21*1 hex: Configuration data

21*2 hex: SCID

21*5 hex: Application name

21*6 hex: Version

21*7 hex: Creator

(* is a value from 0O to F indicating the application number)
8000 hex: QoS setting (DSCP Urgent)

8001 hex: QoS setting (DSCP Scheduled)

8002 hex: QoS setting (DSCP High)

8003 hex: QoS setting (DSCP Low)

8004 hex: QoS setting (DSCP Explicit)

8100 hex: LLDP setting (LLDP Enable)

8101 hex: LLDP setting (LLDP Tx Interval)

8102 hex: LLDP setting (LLDP Tx Hold)

Precautions/ None
Remarks
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Event name Login Event code 96730000 hex
Description Logged in. (Web Ul)
Source - Source details | - Detection tim- | When operated
ing by user (Web
ul)
Error attrib- Level Information Recovery - Log category | Access
utes method
Effects User program | Continues Operation Not affected.
Cause and Assumed cause Correction Prevention
correction Logged in using the Web UI. None None
Attached infor- | Attached information 1: Connection source IP address
mation Example: COA8FA64 hex when the IP address is 192.168.250.100.
Attached information 2: Login right type
0: Login with administrator right
1: Login with observer right
Precautions/ None
Remarks
Event name Safety Application Deleted Event code 96750000 hex
Description Safety application data was deleted from the Unit.
Source - Source details | - Detection tim- | When com-
ing mand (deletion)
from user
Error attrib- Level Information Recovery - Log category | Access
utes method
Effects User program | Continues Operation Not affected
Cause and Assumed cause Correction Prevention
correction Deletion was accepted from the None None

Web UL

Attached infor-
mation

Attached information 1: Reserved

Attached information 2: Application number

Precautions/ None

Remarks

Event name Safety Password Mismatch Event code 96760000 hex

Description Password mismatch was detected when executing a service that requires a safety password.

Source - Source details | - Detection tim- | When execut-

ing ing a service

that requires a
password

Error attrib- Level Information Recovery - Log category | Access

utes method

Effects User program | Continues Operation The corresponding Unit continues to operate.

Cause and Assumed cause Correction Prevention

correction Password mismatch was detected | Enter the correct safety password | None

when executing a service that re-
quires a safety password.

and execute the service again.

Attached infor-
mation

Attached information 1: Reserved

Precautions/
Remarks

None
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Event name Output Power Supply (PWR OUT) Turned On Event code 96770000 hex

Description The output power supply that is supplied from the PWR OUT power supply connector was turned ON.

Source - Source details | - Detection tim- | When turn out-

ing put power sup-

ply (PWR OUT)
ON

Error attrib- Level Information Recovery - Log category | Access

utes method

Effects User program | Continues Operation The output power supply that is supplied from the

PWR OUT power supply connector will turn ON.
Cause and Assumed cause Correction Prevention
correction Recovery of the through-wiring None None

output power supply was instruct-
ed by through-wiring output power
supply recovery command.

Attached infor- | None

mation

Precautions/ None

Remarks

Event name Firmware Update Executed Event code 96780000 hex

Description A firmware update was executed.

Source - Source details | - Detection tim- | When firmware
ing updated

Error attrib- Level Information Recovery - Log category | Access

utes method

Effects User program | Continues Operation Not affected.

Cause and Assumed cause Correction Prevention

correction A firmware update was executed. | None None

Attached infor-
mation

Attached information 1: Connection source IP address
Example: COA8FA64 hex when the IP address is 192.168.250.100.

Attached information 2: Execution result

0000 hex: Successful
0001 hex: Failed

Attached information 3: Version of written firmware (BCD)

Example: For Ver. 1.10.01, it will be 01100100 hex.
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Precautions/ None
Remarks
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Event name Memory All Clear Event code 96790000 hex g

Description Memory all clear was executed. 'g"

Source - Source details | - Detection tim- | When memory Q

ing all clear is exe- %

cuted 58

Qo

Error attrib- Level Information Recovery - Log category | Access £

utes method 5 g_

Effects User program | Continues Operation Operation is started after a reset is executed. *'E §

=

Cause and Assumed cause Correction Prevention § S

correction Memory all clear was executed. None None -

Attached infor- | Attached information 1: Reserved

mation Attached information 2: Reset type

1: Memory all clear (all data of attached information 3 is cleared)

2: Memory all clear (some data of attached information 3 is cleared)
Attached information 3: Uninitialized data (data for which the value of the corresponding bit is 1 is not initial-
ized)!

Bit 0: IP Address

Bit 2: TUNID

Bit 3: Password

Bit 4: CFUNID

Bit 5: Output Connection Owner

Precautions/ None
Remarks

*1. This is valid only when attached information 2 is 2.
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Event name Link Detected Event code 967A0000 hex
Description Establishing of an Ethernet link was detected.
Source - Source details | - Detection tim- | When a link is
ing established.
Error attrib- Level Information Recovery - Log category | System
utes method
Effects User program | Continues Operation Not affected.
Cause and Assumed cause Correction Prevention
correction Establishing of an Ethernet link None None
was detected.

Attached infor- | Attached information 1: EtherNet/IP communications connector for which link ON detected
mation 1: EtherNet/IP communications connector 1 (ETH1)
2: EtherNet/IP communications connector 2 (ETH2)

Precautions/ None
Remarks
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Event name Operating Mode Changed Event code 967B0000 hex
Description Change operating mode was executed.
Source - Source details | - Detection tim- | When change
ing operating mode
executed
Error attrib- Level Information Recovery - Log category | Access
utes method
Effects User program | Continues Operation Not affected
Cause and Assumed cause Correction Prevention
correction Change operating mode execut- | None None
ed.
Attached infor- | Attached information 1: Reserved
mation Attached information 2: New operating mode
2: Idle
3: Executing
Precautions/ None
Remarks
Event name Safety Password Changed Event code 967C0000 hex
Description The safety password was changed.
Source - Source details | - Detection tim- | When com-
ing mand (transfer)
from user
Error attrib- Level Information Recovery - Log category | Access
utes method
Effects User program | Continues Operation Not affected.
Cause and Assumed cause Correction Prevention
correction The safety password was None None

changed.

Attached infor-
mation

Attached information 1: Reserved

11-52

Precautions/ None
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Event name Safety Application Transferred Event code 967D0000 hex
Description The safety application data was transferred to the Unit.
Source - Source details | - Detection tim- | * \When com-
ing mand (trans-
fer) from
user
* When Type1
Safety Open
accepted
Error attrib- Level Information Recovery - Log category | Access
utes method
Effects User program | Continues Operation Not affected
Cause and Assumed cause Correction Prevention
correction * Transfer by the Web Ul was ac- | None None
cepted.
* A Type 1 Safety Open request
was accepted from the safety
controller.
Attached infor- | Attached information 1: Reserved
mation Attached information 2: Application number
Attached Information 3: SCCRC
Attached Information 4: Setting method
1: Type1 Safety Open
2: Setting by Web Ul function
Precautions/ None
Remarks
Event name Event Log Cleared Event code 967E0000 hex
Description The event log was cleared.
Source - Source details | - Detection tim- | Continuously
ing
Error attrib- Level Information Recovery - Log category | Access
utes method
Effects User program | Continues Operation Not affected.
Cause and Assumed cause Correction Prevention
correction The event log was cleared. None None

Attached infor-
mation

Attached information 1: Connection source IP address

Example: COA8FAO1 hex when the IP address is 192.168.250.1.

Attached information 2: Events that were cleared.
0: Logs for all categories were cleared.
1: The system event log was cleared.
2: The access event log was cleared.

Precautions/
Remarks

None
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Event name Backup Executed Event code 967F0000 hex

Description A backup was executed.

Source - Source details | - Detection tim- | When a backup
ing was executed.

Error attrib- Level Information Recovery - Log category | Access

utes method

Effects User program | Continues Operation Not affected

Cause and Assumed cause Correction Prevention

correction A backup was executed. None None

Attached infor-
mation

Attached information 1: Connection source IP address
Example: COA8FA64 hex when the IP address is 192.168.250.100.

Attached information 2: Execution result
0000 hex: Successful
0001 hex: Failed

Precautions/ None
Remarks
Event name Restore Executed Event code 96800000 hex
Description A restore was executed.
Source - Source details | - Detection tim- | When a restore
ing was executed.
Error attrib- Level Information Recovery - Log category | Access
utes method
Effects User program | Continues Operation Not affected
Cause and Assumed cause Correction Prevention
correction A restore was executed. None None
Attached infor- | Attached information 1: Connection source IP address
mation Example: COA8FA64 hex when the IP address is 192.168.250.100.
Attached information 2: Execution result
0000 hex: Successful
0001 hex: Failed
Precautions/ None
Remarks
Event name OMRON Maintenance Executed Event code 96810000 hex
Description Maintenance by OMRON maintenance personnel was executed.
Source - Source details | - Detection tim- | When OMRON

ing

maintenance
was executed.

Error attrib- Level Information Recovery - Log category | Access
utes method

Effects User program | Continues Operation Not affected

Cause and Assumed cause Correction Prevention

correction Maintenance by OMRON mainte- | None None

nance personnel was executed.

Attached infor- | Attached information 1: Connection source IP address

mation Example: COA8FAG64 hex when the IP address is 192.168.250.100.
Precautions/ None
Remarks
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Event name Restarted Event code 96820000 hex

Description A restart was executed.

Source - Source details | - Detection tim- | When execute
ing a restart

Error attrib- Level Information Recovery - Log category | Access

utes method

Effects User program | Continues Operation Not affected

Cause and Assumed cause Correction Prevention

correction A restart was executed. None None

Attached infor- | Attached information 1: Reserved

mation

Precautions/ None

Remarks

Event name Safety Configuration Validated Event code 96830000 hex

Description The safety configuration was validated.

Source - Source details | - Detection tim- | » \When power
ing is turned ON.

¢ When exe-
cute a restart

Error attrib- Level Information Recovery - Log category System

utes method

Effects User program | Continues Operation Not affected

Cause and Assumed cause Correction Prevention

correction The safety configuration was vali- | None None

dated.

Attached infor-
mation

Attached information 1: Application number
Attached information 2: SCCRC
Attached information 3: Configuration locked state
0: Unlocked
1: Locked
Attached information 4: Startup mode
0: Idle
1: Executing

Precautions/
Remarks

None
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Event name IP Address Indication Function Executed Event code 96840000 hex

Description The IP address indication function was executed.

Source - Source details | - Detection tim- | © When power
ing is turned ON.

* When exe-
cute a restart

Error attrib- Level Information Recovery - Log category | System

utes method

Effects User program | Continues Operation Not affected

Cause and Assumed cause Correction Prevention

correction Started up with SW1 =SW2=38 None None

(IP address indication function).

Attached infor- | None

mation

Precautions/ None

Remarks

Event name I/O Wiring Checking Function Executed Event code 96850000 hex

Description The I/0 wiring checking function was executed.

Source - Source details | - Detection tim- | = When power
ing is turned ON.

* When exe-
cute a restart

Error attrib- Level Information Recovery - Log category | System

utes method

Effects User program | Continues Operation Not affected

Cause and Assumed cause Correction Prevention

correction Started up with SW1 =SW2 =E None None

(I/0 wiring checking function).

11-56

Attached infor- | None
mation
Precautions/ None
Remarks
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]

This chapter describes inspection and maintenance of the Safety I/O Block.

12-1 Cleaning and INSPECioN.........cccc e e
12-1-1 ClEANING ..ttt
12-1-2 INSPECHION PrOCEAUIE ...t

12-2 Replacing UNits ... s
12-2-1 Unit Replacement Precautions...........ceeeviiiiiiiiieieceieec e
12-2-2 Unit Replacement Using the Backup Function.............ccccccoiiiieennnee.
12-2-3 Unit Replacement Without Using the Backup Function..............cccccceee....
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12 Inspection and Maintenance

12-1 Cleaning and Inspection

This section describes daily device maintenance such as cleaning and inspection.
Inspect the Safety I/0 Block daily or periodically in order to keep it in optimal operating condition.

12-1-1 Cleaning

Clean the device regularly as described below in order to keep it in optimal operating condition.
* Wipe the device over with a soft, dry cloth when performing daily cleaning.

« If dirt remains even after wiping with a soft, dry cloth, wipe with a cloth that has been wet with a sufficiently
diluted detergent (2%) and wrung dry.

» A smudge may remain on the device from gum, vinyl, or tape that was left on for a long time. Remove such
items during regular cleaning.

M Precautions for Correct Use

Never use volatile solvents, such as paint thinner, benzene, or chemical wipes. They may deteriorate the engraved or
printed surfaces of the product.

12-1-2 Inspection Procedure

Be sure to perform periodic inspections to ensure the Unit is maintained in the optimal operating condition.
Inspections should be performed once every 6 to 12 months (once every month for safety validation testing).
When you operate the device in a location subject to extremely high temperatures and high humidity or dust,
perform inspections more frequently.

Take immediate steps to correct the situation if any of the conditions in the following table are not met. Refer to
Inspection Items on page 12-3 for information about the conditions.

» Make sure that the Units are used within the ranges of specifications.

* Make sure that the Units are mounted and wired correctly.
» To maintain the operating reliability of the safety functions at a consistent level, diagnose the safety functions.

» Operate this product continuously for at least eight hours to complete all diagnostics because part of the diag-
nostic processing is executed in segments during the idle time of normal processing.

I Tools Required for Inspections

® Tools Always Required
* Phillips screwdriver
» Torque handle
» Voltage tester or digital voltmeter

* Industrial alcohol and pure cotton cloth

® Tools Required Occasionally

» Oscilloscope
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» Thermometer and hygrometer

I Inspection Items

12 Inspection and Maintenance

Inspect the following items to check if the results meet the criteria.

If the results do not meet the criteria, improve the environment or adjust the device so that the inspection results

meet the criteria.

Inspection item Inspection details Criteria Inspection means
Environment Check the ambient temperature and the tem- -10 to 55°C Thermometer
perature inside the panel
Check the ambient humidity and the humidity 25% to 85% (with no con- Hygrometer

inside the panel

densation)

Check for accumulation of dust

No accumulation of dust

Inspect visually

Installation con-
dition

Check that the Unit is securely fixed

No looseness

Phillips screwdriver

Check that the waterproof covers of the cables
are tightened to an appropriate torque on the
connectors of the Unit

The covers are tightened to
the specified torque

Torque handle

The rotary switch cover is tight

No looseness

Phillips screwdriver

Check for damaged connecting cables

No visible damage

Inspect visually

Safety validation
testing (user
testing)

Check to be sure that all safety functions oper-
ate correctly

All functions must operate
as intended

Perform operation to
operate the safety
functions.
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12 Inspection and Maintenance

12-2 Replacing Units

This section describes how to replace a running Safety I/O Block due to a failure or for maintenance or other
reasons.

There are the following two Unit replacement methods.

With Unit replacement using the backup function, the setting data of all the safety applications and non-safety
functions that the customer configured can be set simultaneously.

When not using the backup function, set the necessary settings individually.

+ Unit replacement using the backup function

+ Unit replacement without using the backup function

12-2-1 Unit Replacement Precautions

When you find a fault during inspection and replace the device, keep in mind the following:
» Replacement work must be performed only by personnel with knowledge of safety controls.

» To ensure the safety of all workers, turn OFF the power supply to all hazard sources (i.e., actuators, etc.).

» The Safety I/O Block is a network component. Note that a failure in the Unit may affect the entire network. If
the Unit fails, repair it immediately. To restore the functionality of the network as soon as possible, it is recom-
mended to prepare a spare.

 After replacement, check that there are no problems with the new device.

* When you return a faulty device for repair, send the device to your OMRON representative with a note de-
scribing your problem in as much detail as possible.

» For poor contact, take a clean cotton cloth, soak the cloth in industrial alcohol, and carefully wipe the con-
tacts.

12-2-2 Unit Replacement Using the Backup Function

This section describes the replacement of the Safety I/O Block Unit using the backup function.

Creating a backup file using the backup function in advance will allow you to recover the setting data easily. This
reduces the amount of work required for recovery. We recommend making a backup when locking the configu-
ration. Refer to 7-19 Backup on page 7-108 for details on the backup function, and Restore on page 7-109 for
details on the restore procedure.

The replacement procedure is shown below.

Step Item Description Tool to use

1 Execute backup™! Execute a backup. Web Ul
Perform this procedure in advance of performing the replacement work.
We recommend performing this procedure when starting up the device.

2 Installation and wiring Remove the Safety I/O Block to be replaced and install the Safety 1/0 Not required
Block.

Set the rotary switch settings to the same settings as the previous Unit.
Connect the Ethernet, power supply, and I/O cables.

Connect the PC to the Safety I/O Block.

3 Set the safety pass- Set the safety password of the Safety 1/0 Block. Web Ul

word™
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Step Item Description Tool to use
4 Execute restore™ Execute restoring to the Safety 1/0 Block. Web Ul
5 Cycle the power supply | Cycle the power supply to the Safety I/O Block or perform a restart. Not required
6 Establish EtherNet/IP The CIP Safety originator and EtherNet/IP originator establish a connec- Not required
connection and CIP tion with the Safety I/O Block.
Safety connection

*1. The safety password is required for the work.

12-2-3 Unit Replacement Without Using the Backup Function

This section describes how to replace the Safety 1/0 Block Unit without using the backup function.

spun Buioeidey g-z1

* When configuration for the safety controller to perform control (configuration using Type 1 Safety Open)
Configure only the settings for the Safety 1/0O Block of 7-1-1 Setting Procedure of Configuration for the Safety
Controller to Perform Control (Configuration Using Type 1 Safety Open) on page 7-3.

A remote I/O safety application is configured by the safety controller when a Type1 Safety Open connection is
established between the safety controller and the Safety 1/0 Block.

* When configuration for the safety controller to perform control (configuration using the Web Ul)
Configure only the settings for the Safety 1/0O Block of 7-1-2 Setting Procedure of Configuration for the Safety
Controller to Perform Control (Configuration Using the Web Ul) on page 7-6.
A remote I/O safety application is configured by using the Web Ul to download a safety application file to the
Safety 1/0 Block.

* When configuration for the Safety I/O Block to perform control using a preset safety application
Configure only the settings for the Safety 1/0 Block of 7-1-3 Setting Procedure of Configuration for the Safety
I/O Block to Perform Control Using a Preset Safety Application on page 7-9.
A fixed application of the Safety I/O Block can be set with SETTING rotary switches SW1 and SW2.

uonoun4 dnxoeg sy} Buisn oy Juswadeidey Jun £-2-z1

» When configuration (centralized management type) for the Safety 1/0 Block to perform control using a safety
application designed by a user
Configure only the settings for the Safety I/O Block of 7-1-4 Setting Procedure of Configuration (Centralized
Management Type) for the Safety I/O Block to Perform Control Using a Safety Application Designed by a
User on page 7-11.
A user-defined application is configured by the safety controller when a Type1 Safety Open connection is es-
tablished between the safety controller and the Safety 1/0 Block.

* When configuration (distributed management type) for the Safety I/O Block to perform control using a safety
application designed by a user
Configure only the settings for the Safety 1/0O Block of 7-1-5 Setting Procedure of Configuration (Distributed
Management Type) for the Safety I/O Block to Perform Control Using a Safety Application Designed by a
User on page 7-14.
An add-on application is configured by using the Web Ul to download a safety application file to the Safety 1/0
Block.
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Appendices

The appendices provide the dimensions, safety I/O assembly data, and other supple-
mental information for the Safety 1/0 Block.

A-1
A-2

A-5

DiMENSIONS ....ceriiiierre s A-2
Safety 1/0O Assembly Data..........cccccerrrrrrmrerrnnssrrersss e ssmr e sser e A-4
A-2-1 Safety Input Assembly Data ..........ccccveiiiiiiiiiiiii e A-4
A-2-2 Safety Output Assembly Data ..........cceeeiiiiiiiiiiiicee e A-6
A-2-3 Configuration Assembly Data...........ccccoiiiiiiiiiiii e A-7
I/0 Assembly Ports and Corresponding Safety I/O Assembly Data
EIements ... A-14
Supported CIP ObBjJECtS ........ccooiiiiiiiiiiemniir s e A-16
A-4-1 Identity Object (Class ID: 01 HEX) ...eeeiiuieeeiieeiiee e A-17
A-4-2 Assembly Object (Class ID: 04 HEX) ....uvviieeieiiiieeiiii e A-19
A-4-3 Unit Manager Object (Class ID: 380 HEX) ......vvviuiieeiiiieiiieeeee e A-22
A-4-4 Event History Log Object (Class ID: 34B HeX).......cocoeeriiiiiiiiieiiieeeec e, A-27
A-4-5 Error Event Object (Class ID: 34C HeX) ...cooovviiiiiiiiiiieeiceee e A-30
A-4-6 Safety Discrete Input Point (SDIP) Object (Class ID: 3D Hex)........cccccouu...... A-33
A-4-7 Safety Discrete Output Point (SDOP) Object (Class ID: 3B Hex) ................. A-35
A-4-8 Device Level Ring (DLR) Object (Class ID: 47 HEX) ...ccccvvvviieeeiiieeeiieeee. A-37
A-4-9 QO0S Object (Class ID: 48 HEX) ...cccueeiiiiaiieiie e A-39
A-4-10 TCP/IP Interface Object (Class ID: F5 HeX)....ovvvvviiiiiiiiiiiieeieeeeec e A-41
A-4-11 Ethernet Link Object (Class ID: F6 HEX) ..ccocuvviiiiiiiiiiieiiiiceeee e A-45
A-4-12 LLDP Management Object (Class ID: 109 HeX)......cccoeiiiiiiieeiiiiiiieeeeeiieen. A-51
A-4-13 LLDP Data Table Object (Class ID: 10A HEX) ....evveiiieeeiiiieiiee e A-53
A-4-14 Logic Process Object (Class ID: 309 HEX) ....uvvvueieeiiiieiiie e A-58
Declaration of Conformity .........ccccccnviminininn s A-60
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A-1

Dimensions
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A-2 Safety I/O Assembly Data

The 1/0 assembly data of the Safety I/O Block consists of the following.

A-2-1 Safety Input Assembly Data

This section shows the safety input assembly data.
The meaning of each element in the data is as follows.

Element Meaning Attribute

Safety Input N Value of safety input terminal Si N Safety
0: Safety input terminal is OFF or an error is occurring
1: Safety input terminal is ON

Safety Input N Status Status information of safety input terminal Si N Safety
0: Error is occurring
1: Normal (no errors)

Safety Input Status Status information of safety input terminals (aggregate) Safety
0: There is an error on one of the safety input terminals
1: All of the safety input terminals are normal

Test Output N Monitor Value of test output terminal T N Not Safety
0: Test output terminal is OFF or an error is occurring
1: Test output terminal is ON

Test Output N Status Status information of test output terminal T N Not Safety
0: Error is occurring
1: Normal (no errors)

Safety Output N Monitor Value actually output to safety output terminal So N Not Safety
0: Safety output terminal is OFF
1: Safety output terminal is ON

Safety Output N Status Status information of safety output terminal So N Safety
0: Error is occurring
1: Normal (no errors)

Safety Output Status Status information of safety output terminals (aggregate) Safety
0: There is an error on one of the safety output terminals
1: All of the safety output terminals are normal

Output Power Supply Error Flag | Output power supply error flag Not Safety
0: Output power supply is normal
1: Output power supply is abnormal or power supply is OFF

Application Number Safety application number Not Safety

Cnxn Status Connection status information Not Safety
0: Connections are not established.
1: Connections are established.

I Input Data (Assembly 604 to 25C Hex), Size 2 Bytes

Bit
7 6 5 4 3 2 1 0

0 Safety Input | Safety Input | Safety Input 5 | Safety In- | Safety Input | Safety Input | Safety Input | Safety Input
7 6 put 4 3 2 1 0

Byte
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Bit
Byte
7 6 5 4 3 2 1 0
1 Safety Input | Safety Out- | Output Power | Cnxn Sta- | Safety Input | Safety Input | Safety Input | Safety Input
Status put Status Supply Error | tus 11 10 9 8

Flag

I Input Data (Assembly 960 to 3C0 Hex), Size 5 Bytes

Bit
Byte
7 6 5 4 3 2 1 0
0 Safety Input | Safety Input | Safety Input | Safety In- Safety Input | Safety Input | Safety Input | Safety Input
7 6 5 put 4 3 2 1 0
1 Safety Input | Safety Input | Safety Input | Safety In- Safety Input | Safety Input | Safety Input | Safety Input
3 Status 2 Status 1 Status put O Sta- 11 10 9 8
tus
2 Safety Input | Safety Input | Safety Input | Safety In- Safety Input | Safety Input | Safety Input | Safety Input
11 Status 10 Status 9 Status put 8 Sta- 7 Status 6 Status 5 Status 4 Status
tus
3 Safety Input | Safety Out- | Output Pow- | Cnhxn Sta- | Reserved Reserved Reserved Reserved
Status put Status er Supply tus
Error Flag
4 Application Number
I Input Data (Assembly 961 to 3C1 Hex), Size 9 Bytes
Bit
Byte
7 6 5 4 3 2 1 0
0 Safety Input | Safety Input | Safety Input | Safety In- Safety Input | Safety Input | Safety Input | Safety Input
7 6 5 put 4 3 2 1 0
1 Safety Input | Safety Input | Safety Input | Safety In- Safety Input | Safety Input | Safety Input | Safety Input
3 Status 2 Status 1 Status put 0 Sta- 11 10 9 8
tus
2 Safety Input | Safety Input | Safety Input | Safety In- Safety Input | Safety Input | Safety Input | Safety Input
11 Status 10 Status 9 Status put 8 Sta- 7 Status 6 Status 5 Status 4 Status
tus
3 Safety Out- | Safety Out- | Safety Out- | Safety Out- | Safety Out- | Safety Out- | Safety Out- | Safety Out-
put 3 Moni- | put 2 Moni- | put 1 Moni- | put O Moni- | put 3 Status | put 2 Status | put 1 Status | put O Status
tor tor tor tor
4 Test Output | Test Output | Test Output | Test Output | Test Output | Test Output | Test Output | Test Output
7 Status 6 Status 5 Status 4 Status 3 Status 2 Status 1 Status 0 Status
5 Test Output | Test Output | Test Output | Test Output | Test Output | Test Output | Test Output | Test Output
3 Monitor 2 Monitor 1 Monitor 0 Monitor 11 Status 10 Status 9 Status 8 Status
6 Test Output | Test Output | Test Output | Test Output | Test Output | Test Output | Test Output | Test Output
11 Monitor | 10 Monitor | 9 Monitor 8 Monitor 7 Monitor 6 Monitor 5 Monitor 4 Monitor
7 Safety Input | Safety Out- | Output Pow- | Cnxn Sta- | Reserved Reserved Reserved Reserved
Status put Status er Supply tus
Error Flag
8 Application Number
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A-2-2 Safety Output Assembly Data

This section shows the safety output assembly data.
The meaning of each element in the data is as follows.

Element Meaning Attribute
Safety Output N ON/OFF to safety output terminal So N Safety
0: Safety output OFF
1: Safety output ON
Standard Output N | ON/OFF of standby output to test output terminal T N | Not Safety
0: Standard output OFF
1: Standard output ON
Remote N Output M | ON/OFF of remote outputs Ro N - M Safety
0: Remote output OFF
1: Remote output ON

| output Data (Assembly 563 to 233 Hex), Size 1 Byte

Bit
7 6 5 4 3 2 1 0

0 Reserved | Reserved | Reserved | Reserved | Safety Output | Safety Output | Safety Output | Safety Output
3 2 1 0

Byte

I Output Data (Assembly 881 to 371 Hex), Size 3 Bytes

Bit
Byte
7 6 5 4 3 2 1 0
0 Reserved Reserved Reserved Reserved Reserved Reserved Remote1 Remote1
Output 1 Output 0
1 Standard Standard Standard Standard Standard Standard Standard Standard
Output 7 Output 6 Output 5 Output 4 Output 3 Output 2 Output 1 Output 0
2 Reserved Reserved Reserved Reserved Standard Standard Standard Standard
Output 11 Output 10 Output 9 Output 8
I output Data (Assembly 882 to 372 Hex), Size 1 Byte
Bit
Byte
7 6 5 4 3 2 1 0
0 Reserved | Reserved | Reserved | Reserved | Reserved | Reserved | Remote2 Output 1 | Remote2 Output 0
I Output Data (Assembly 883 to 373 Hex), Size 1 Byte
Bit
Byte
7 6 5 4 3 2 1 0
0 Reserved | Reserved | Reserved | Reserved | Reserved | Reserved | Remote3 Output 1 | Remote3 Output 0
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I Output Data (Assembly 896 to 380 Hex), Size 3 Bytes

Bit
Byte
7 6 5 4 3 2 1 0

0 Reserved | Reserved | Reserved | Reserved | Safety Out- Safety Out- Safety Out- Safety Out-
put3 put 2 put 1 put O

1 Standard Standard Standard Standard Standard Standard Standard Standard

Output 7 Output 6 Output 5 Output 4 Output 3 Output 2 Output 1 Output 0

2 Reserved | Reserved | Reserved | Reserved | Standard Standard Standard Standard

Output 11 Output 10 Output 9 Output 8

A-2-3 Configuration Assembly Data

This section shows the configuration assembly data.
The meaning of each element in the data is as follows.

ejeq Alquassy /1 f1ases z-v

Element Meaning
Power-on Mode Startup mode
0: Stopped (idle)
1: Executing
Test Output N Mode Mode used for test output terminal T N
0: Not Used

1: Standard Output
2: Test Output
3: Power Supply Output

Safety Output Error Latch Time Output error latch time of the safety output terminal
Safety Output N Channel Mode Mode used for safety output terminal So N
0: Not used

eleq Alquassy uoneinbiyuo) g-z-v

1: Used without test pulse
2: Used with test pulse

Safety Output N/N+1 Dual Channel Mode used for safety output terminals So N and So N+1
Mode 0: Single channel

1: Dual channel
Safety Input Error Latch Time Input error latch time of the safety input terminal
Safety Input N Off_On_Delay OFF—ON delay time of safety input terminal Si N
Safety Input N On_Off_Delay ON—OFF delay time of safety input terminal Si N
Safety Input N Channel Mode Mode used for safety input terminal Si N

0: Not used

1: Used together with test output terminal
2: Used without test pulse as semiconductor input device
3: Used without test pulse as standard input

Safety Input N Test Source Number of test output terminal to use connected with safety input terminal Si N
Safety Input N/N+1 Dual Channel Mode used for safety input terminals Si N and Si N+1
Mode 0: Single channel

1: Dual-channel equivalent input
2: Dual-channel complementary input

Safety Input N/N+1 Discrepancy Time | Discrepancy time

Output Logic N Off_On_Delay OFF—ON delay time of safety output terminal So N
Output Logic N On_Off_Delay ON—OFF delay time of safety output terminal So N
Output Logic N Output Condition Output value condition of logic for safety output terminal So N
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Element

Meaning

Output Logic N EDM Feedback

Number of safety input terminal to use to input the EDM feedback value to safety
output terminal So N

Input Logic N Input Condition1

Condition of input condition calculation of logic of safety input terminal Si N and
remote output

Input Logic N Reset Condition

Condition of reset calculation of logic of safety input terminal Si N and remote
output

Input Logic N Reset Minimum ON
Pulse Width

Minimum ON pulse width of reset signal for safety input terminal Si N and remote
output

Input Logic N Reset Maximum ON
Pulse Width

Maximum ON pulse width of reset signal for safety input terminal Si N and re-
mote output

I Configuration (Assembly 864 to 360 Hex), Size 340 Bytes

Data

Size (byte) | Offset (byte)

Power-on Mode

Padding

Test Output 0 Mode

Test Output 1 Mode

Test Output 2 Mode

Test Output 3 Mode

Test Output 4 Mode

Test Output 5 Mode

Test Output 6 Mode

O |INO|ja|hlO®WIN|~|O

Test Output 7 Mode

©

Test Output 8 Mode

N
o

Test Output 9 Mode

N
N

Test Output 10 Mode

-
N

Test Output 11 Mode

-
w

Safety Output Error Latch Time

—
~

Safety Output 0 Channel Mode

-
[}

Safety Output 1 Channel Mode

-
~

Safety Output 2 Channel Mode

N
oo

Safety Output 3 Channel Mode

Safety Out 0/1 Dual Channel Mode

N
o

Safety Out 2/3 Dual Channel Mode

N
-

Safety Input Error Latch Time

N
N

Safety Input 0 Off_On_Delay

N
~

Safety Input 0 On_Off_Delay

N
(]

Safety Input 0 Channel Mode

N
(o8}

Safety Input O Test Source

N
©

Safety Input 1 Off_On_Delay

w
o

Safety Input 1 On_Off_Delay

w
N

Safety Input 1 Channel Mode

w
&

Safety Input 1 Test Source

w
a

Safety Input 2 Off_On_Delay

w
»

Safety Input 2 On_Off_Delay

w
oo

Safety Input 2 Channel Mode

=S AN N (= =2 NN =_2=2NDNININ| RN -
—_
©

IS
o
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Data Size (byte) | Offset (byte)

Safety Input 2 Test Source 1 41

Safety Input 3 Off_On_Delay 2 42

Safety Input 3 On_Off_Delay 2 44

Safety Input 3 Channel Mode 1 46

Safety Input 3 Test Source 1 47

Safety Input 4 Off_On_Delay 2 48

Safety Input 4 On_Off_Delay 2 50 X
Safety Input 4 Channel Mode 1 52 ‘9’:
Safety Input 4 Test Source 1 53 3’
Safety Input 5 Off_On_Delay 2 54 §
Safety Input 5 On_Off Delay 2 56 §
Safety Input 5 Channel Mode 1 58 3
Safety Input 5 Test Source 1 59 i
Safety Input 6 Off_On_Delay 2 60 g
Safety Input 6 On_Off _Delay 2 62

Safety Input 6 Channel Mode 1 64

Safety Input 6 Test Source 1 65

Safety Input 7 Off_On_Delay 2 66 >
Safety Input 7 On_Off_Delay 2 68 3
Safety Input 7 Channel Mode 1 70 g
Safety Input 7 Test Source 1 71 ‘_é:
Safety Input 8 Off_On_Delay 2 72 %’-
Safety Input 8 On_Off Delay 2 74 >
Safety Input 8 Channel Mode 1 76 §
Safety Input 8 Test Source 1 77 Z
Safety Input 9 Off_On_Delay 2 78 §
Safety Input 9 On_Off_Delay 2 80

Safety Input 9 Channel Mode 1 82

Safety Input 9 Test Source 1 83

Safety Input 10 Off_On_Delay 2 84

Safety Input 10 On_Off_Delay 2 86

Safety Input 10 Channel Mode 1 88

Safety Input 10 Test Source 1 89

Safety Input 11 Off_On_Delay 2 90

Safety Input 11 On_Off_Delay 2 92

Safety Input 11 Channel Mode 1 94

Safety Input 11 Test Source 1 95

Safety Input 0/1 Dual Channel Mode 1 96

padding 1 97

Safety Input 0/1 Discrepancy Time 2 98

Safety Input 2/3 Dual Channel Mode 1 100

padding 1 101

Safety Input 2/3 Discrepancy Time 2 102

Safety Input 4/5 Dual Channel Mode 1 104

padding 1 105

Safety Input 4/5 Discrepancy Time 2 106

Safety Input 6/7 Dual Channel Mode 1 108
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Data Size (byte) | Offset (byte)

padding 1 109
Safety Input 6/7 Discrepancy Time 2 110
Safety Input 8/9 Dual Channel Mode 1 112
padding 1 113
Safety Input 8/9 Discrepancy Time 2 114
Safety Input 10/11 Dual Channel Mode | 1 116
padding 1 117
Safety Input 10/11 Discrepancy Time 2 118
Output Logic 0 Off_On_Delay 2 120
OQutput Logic 0 On_Off_Delay 2 122
Output Logic 0 Output Condition 4 124
Output Logic 0 EDM Feedback 1 128
Padding 1 129
Output Logic 1 Off_On_Delay 2 130
Output Logic 1 On_Off_Delay 2 132
Output Logic 1 Output Condition 4 134
Output Logic 1 EDM Feedback 1 138
Padding 1 139
Output Logic 2 Off_On_Delay 2 140
Output Logic 2 On_Off_Delay 2 142
Output Logic 2 Output Condition 4 144
Output Logic 2 EDM Feedback 1 148
Padding 1 149
Output Logic 3 Off_On_Delay 2 150
Output Logic 3 On_Off_Delay 2 152
Output Logic 3 Output Condition 4 154
Output Logic 3 EDM Feedback 1 158
Padding 1 159
Input Logic 0 Input Condition 4 160
Input Logic 0 Reset Condition 1 164
Padding 1 165
Input Logic 0 Reset Minimum ON 2 166
Pulse Width

Input Logic 0 Reset Maximum ON 2 168
Pulse Width

Input Logic 1 Input Condition 4 170
Input Logic 1 Reset Condition 1 174
Padding 1 175
Input Logic 1 Reset Minimum ON 2 176
Pulse Width

Input Logic 1 Reset Maximum ON 2 178
Pulse Width

Input Logic 2 Input Condition 4 180
Input Logic 2 Reset Condition 1 184
Padding 1 185
Input Logic 2 Reset Minimum ON 2 186
Pulse Width
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Input Logic 2 Reset Maximum ON 2 188
Pulse Width

Input Logic 3 Input Condition 4 190
Input Logic 3 Reset Condition 1 194
Padding 1 195
Input Logic 3 Reset Minimum ON 2 196
Pulse Width

Input Logic 3 Reset Maximum ON 2 198
Pulse Width

Input Logic 4 Input Condition 4 200
Input Logic 4 Reset Condition 1 204
Padding 1 205
Input Logic 4 Reset Minimum ON 2 206
Pulse Width

Input Logic 4 Reset Maximum ON 2 208
Pulse Width

Input Logic 5 Input Condition 4 210
Input Logic 5 Reset Condition 1 214
Padding 1 215
Input Logic 5 Reset Minimum ON 2 216
Pulse Width

Input Logic 5 Reset Maximum ON 2 218
Pulse Width

Input Logic 6 Input Condition 4 220
Input Logic 6 Reset Condition 1 224
Padding 1 225
Input Logic 6 Reset Minimum ON 2 226
Pulse Width

Input Logic 6 Reset Maximum ON 2 228
Pulse Width

Input Logic 7 Input Condition 4 230
Input Logic 7 Reset Condition 1 234
Padding 1 235
Input Logic 7 Reset Minimum ON 2 236
Pulse Width

Input Logic 7 Reset Maximum ON 2 238
Pulse Width

Input Logic 8 Input Condition 4 240
Input Logic 8 Reset Condition 1 244
Padding 1 245
Input Logic 8 Reset Minimum ON 2 246
Pulse Width

Input Logic 8 Reset Maximum ON 2 248
Pulse Width

Input Logic 9 Input Condition 4 250
Input Logic 9 Reset Condition 1 254
Padding 1 255
Input Logic 9 Reset Minimum ON 2 256

Pulse Width
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Data Size (byte) | Offset (byte)

Input Logic 9 Reset Maximum ON 2 258
Pulse Width

Input Logic 10 Input Condition 4 260
Input Logic 10 Reset Condition 1 264
Padding 1 265
Input Logic 10 Reset Minimum ON 2 266
Pulse Width

Input Logic 10 Reset Maximum ON 2 268
Pulse Width

Input Logic 11 Input Condition 4 270
Input Logic 11 Reset Condition 1 274
Padding 1 275
Input Logic 11 Reset Minimum ON 2 276
Pulse Width

Input Logic 11 Reset Maximum ON 2 278
Pulse Width

Input Logic 12 Input Condition 4 280
Input Logic 12 Reset Condition 1 284
Padding 1 285
Input Logic 12 Reset Minimum ON 2 286
Pulse Width

Input Logic 12 Reset Maximum ON 2 288
Pulse Width

Input Logic 13 Input Condition 4 290
Input Logic 13 Reset Condition 1 294
Padding 1 295
Input Logic 13 Reset Minimum ON 2 296
Pulse Width

Input Logic 13 Reset Maximum ON 2 298
Pulse Width

Input Logic 14 Input Condition 4 300
Input Logic 14 Reset Condition 1 304
Padding 1 305
Input Logic 14 Reset Minimum ON 2 306
Pulse Width

Input Logic 14 Reset Maximum ON 2 308
Pulse Width

Input Logic 15 Input Condition 4 310
Input Logic 15 Reset Condition 1 314
Padding 1 315
Input Logic 15 Reset Minimum ON 2 316
Pulse Width

Input Logic 15 Reset Maximum ON 2 318
Pulse Width

Input Logic 16 Input Condition 4 320
Input Logic 16 Reset Condition 1 324
Padding 1 325
Input Logic 16 Reset Minimum ON 2 326
Pulse Width
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Input Logic 16 Reset Maximum ON 2 328
Pulse Width

Input Logic 17 Input Condition 4 330
Input Logic 17 Reset Condition 1 334
Padding 1 335
Input Logic 17 Reset Minimum ON 2 336
Pulse Width

Input Logic 17 Reset Maximum ON 2 338

Pulse Width
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A-3

/0 Assembly Ports and Corresponding Safety
/O Assembly Data Elements

The following shows the 1/0 assemblies of the Safety 1/0 Block, and the port names when the I/O assemblies
are expanded in the I/O map.

Each port corresponds one-to-one with an element of the safety 1/0 assembly data.

Refer to A-2 Safety I/O Assembly Data on page A-4 for the meaning of elements of the safety I/O assembly

data.
Size Element of correspondin
O Assembly Port Data type | RIW (bit) safety 1/0 asseml::)ly datag
Safety Input 1 Safety Input 0-11 Logical Val- | SAFEBOOL | R 12 Safety Input N
ue
Safety Cnxn Status SAFEBOOL | R 1 Cnxn Status
Output Power Status SAFEBOOL | R 1 Output Power Supply Error
Flag
Combined Safety Output Sta- | SAFEBOOL | R 1 Safety Output Status
tus
Combined Safety Input Sta- | SAFEBOOL | R 1 Safety Input Status
tus
Safety Input 2 Safety Input 0-11 Logical Val- | SAFEBOOL | R 12 Safety Input N
ue
Safety Input 0-11 Status SAFEBOOL | R 12 Safety Input N Status
Safety Cnxn status SAFEBOOL | R 1 Cnxn Status
Output Power Status SAFEBOOL | R 1 Output Power Supply Error
Flag
Combined Safety Output Sta- | SAFEBOOL | R 1 Safety Output Status
tus
Combined Safety Input Sta- | SAFEBOOL | R 1 Safety Input Status
tus
Application Number SAFEINT R 8 Application Number
Safety Input 3 Safety Input 0-11 Logical Val- | SAFEBOOL | R 12 Safety Input N
ue
Safety Input 0-11 Status SAFEBOOL | R 12 Safety Input N Status
Safety Output 0-3 Status SAFEBOOL | R 4 Safety Output N Status
Safety Output 0-3 Monitor SAFEBOOL | R 4 Safety Output N Monitor
Value
Test Output 0-11 Status SAFEBOOL | R 12 Test Output N Status
Test Output 0-11 Value SAFEBOOL | R 12 Test Output N Monitor
Safety Cnxn status SAFEBOOL | R 1 Cnxn Status
Output Power Status SAFEBOOL | R 1 Output Power Supply Error
Flag
Combined Safety Output Sta- | SAFEBOOL | R 1 Safety Output Status
tus
Combined Safety Input Sta- | SAFEBOOL | R 1 Safety Input Status
tus
Application Number SAFEINT R 8 Application Number
Safety Output Safety Output 0-3 Value SAFEBOOL | W 4 Safety Output N
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Size Element of correspondin
VO Assembly Port Data type | RIW (bit) safety 110 assemlfly datag

Safety Remote Output 1 + | Remote 1 Output 0-1 SAFEBOOL | W 2 Remote N Output M
Standard Output Test Output 0-11 Value SAFEBOOL |W |12 Standard Output N

Safety Remote Output 2 Remote 2 Output 0-1 SAFEBOOL | W Remote N Output M

Safety Remote Output 3 Remote 3 Output 0-1 SAFEBOOL | W Remote N Output M

Safety Output + Standard Safety Output 0-3 Value SAFEBOOL | W Safety Output N

Output Test Output 0-11 Value SAFEBOOL |W |12 Standard Output N

sjuawa|] e}
-eq Alquiassy Q] A1ajes Buipuodsalion pue suod Alquassy O/ £V
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A-4

Supported CIP Objects

The supported CIP objects are listed below.
To access CIP objects in the Safety 1/0 Block, use an explicit message. Refer to Explicit Message Server Func-
tion on page 6-7 for information on the method to access CIP objects through an explicit message.

Object name

Function

Reference

Identity object

Reads the product information of the Safety
1/O Block.

A-4-1 Identity Object (Class ID: 01 Hex) on page
A-17

Assembly object

Binds the I/O data of the external devices
connected to the Safety I/O Block.

A-4-2 Assembly Object (Class ID: 04 Hex) on
page A-19

Unit Manager object

Aggregates the unit Information on the
Safety 1/0 Block.

A-4-3 Unit Manager Object (Class ID: 380 Hex)
on page A-22

Event History Log ob-
ject

Manages the event logs.

A-4-4 Event History Log Object (Class ID: 34B
Hex) on page A-27

Error Event object

Manages the currently occurring error
events.

A-4-5 Error Event Object (Class ID: 34C Hex) on
page A-30

Safety Discrete Input
Point (SDIP) object

Manages the safety input terminals individu-
ally, one terminal at a time.

A-4-6 Safety Discrete Input Point (SDIP) Object
(Class ID: 3D Hex) on page A-33

Safety Discrete Output

Manages the safety output terminals indi-

A-4-7 Safety Discrete Output Point (SDOP) Ob-

Point (SDOP) object vidually, one terminal at a time. ject (Class ID: 3B Hex) on page A-35

Device Level Ring Indicates the status of the DLR network. A-4-8 Device Level Ring (DLR) Object (Class ID:
(DLR) object 47 Hex) on page A-37

QoS object Sets the value of the IPv4 DiffServ Code A-4-9 QoS Object (Class ID: 48 Hex) on page

Point (DSCP) under Ethernet frame priority
control.

A-39

TCP/IP Interface object

Configures the TCP/IP interface settings.

A-4-10 TCP/IP Interface Object (Class ID: F5
Hex) on page A-41

Ethernet Link object

Gets various information on an Ethernet
link.

A-4-11 Ethernet Link Object (Class ID: F6 Hex)
on page A-45

LLDP Management ob-
ject

Manages the LLDP function.

A-4-12 LLDP Management Object (Class ID: 109
Hex) on page A-51

LLDP Data Table object

Manages the data of the LLDP function.

A-4-13 LLDP Data Table Object (Class ID: 10A
Hex) on page A-53

Logic Process object

Reads the number of the application that is
operating.

A-4-14 Logic Process Object (Class ID: 309 Hex)
on page A-58

@ Precautions for Correct Use

For the above CIP objects, if the data type of parameter data is INT, UINT, UDINT, ULINT, WORD, or DWORD, store
the data to write in little endian format. The read data is also stored in little endian format.
Note that notations in this manual follow the standard hexadecimal format, with high-order digits on the left and low-

order digits on the right.

A-16
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A-4-1 Identity Object (Class ID: 01 Hex)

The Identity object is used to read the product information from the Safety 1/0 Block.

I Class ID and Instance ID

The class ID and instance ID are given in the following table.

ID type | Value (hex) Description
Class ID 01 -
Instance ID | 00 Specifies the class itself.
01 Specifies the instance.

s308[qO dI19 pauoddng p-y

| Attribute ID

The attribute ID specifies the information to read.

® Class Attribute ID

The class attribute ID specifies the attribute of the entire object. 4:):
Data g
Attribute ID | Parameter name Description Attribute =
Data type | Value (hex) <
1 Revision Revision of the object | Reading | UINT 0002 %?
Q
® Instance Attribute ID 5
The instance attribute ID specifies the attribute ID of the instance. %
o
Attrib- Parameter name Description Attribute Data §
ute ID Data type Value
Vendor ID Vendor ID Reading | UINT 002F hex
2 Device Type Device type Reading | UINT 0308 hex (Safety 10 and Logic
Device)
3 Product Code Product code Reading | UINT NXR-SXD1204-CST: 0BF9
hex
NXR-SXD1204B-CST: 0BFA
hex
4 Revision Device CIP revi- Reading | STRUCT -
sion
Major Revision | Major revision USINT 01 hex
Minor Revision | Minor revision USINT 01 hex
5 Status Status of Safety Reading | WORD Refer to Values of Status on
1/O Block page A-18 below.
6 Serial Number Serial number Reading | UDINT Unique number for each prod-
uct unit
7 Product Name Product name Reading | SHORT STRING | Refer to Value of Product
Name on page A-18 below.
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® Values of Status

Bit Name Description
0 Owned Indicates that the Safety I/O Block opened a connection as the target.
* TRUE: Opened
* FALSE: Not opened
Reserved Always FALSE
2 Configured Indicates that the Safety I/O Block is configured.
* TRUE: Configured
* FALSE: Not configured
3 Reserved Always FALSE
4t07 Extended Device Status *1
8 Reserved Always FALSE
9 Reserved Always FALSE
10 Major Recoverable Fault * TRUE: An error for which the MS indicator flashes in red is occurring.
* FALSE: An error for which the MS indicator flashes in red is not occurring.
11 Major Unrecoverable Fault | = TRUE: An error for which the MS indicator lights in red is occurring.
* FALSE: An error for which the MS indicator lights in red is not occurring.
12to 15 | Reserved Always FALSE

*1.  The meaning of the values of Extended Status is as follows.

0 to 1: Reserved

2: One or more timeouts are occurring with a class 1 communications (tag data link) connection.

3: A class 1 communications (tag data link) connection is not established.

4-5 : Reserved

6: One or more class 1 communications (tag data link) connections are communicating normally in RUN mode.

7: One or more class 1 communications (tag data link) connections are established, and they are all in Idle

mode.
8 to 15: Reserved

® Value of Product Name

Model

Value (hex)

NXR-SXD1204-CST

OF 4E 58 52 2D 53 58 44 31 32 30 34 2D 43 53 54

NXR-SXD1204B-CST

10 4E 58 52 2D 53 58 44 31 32 30 34 42 2D 43 53 54

I Service Code

The service code specifies the service to execute.

. L Supported service range
Service code (hex) | Parameter name Description
Class Instance
01 Get_Attribute_All Reads the values of all attributes. Not possible | Possible
OE Get_Attribute_Single | Reads the value of the specified attribute. | Possible Possible
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A-4-2 Assembly Object (Class ID: 04 Hex)

The Assembly object is used to bind the I/O data of the external devices connected to the Safety I/O Block.

I Class ID and Instance ID

The class ID and instance ID are given in the following table.

ID type Value (hex) Description
Class ID 04 -
Instance ID | 00 Specifies the class itself.
25C, 3C0, 3C1 Safety input assembly data

233, 371, 372, 373, 380 | Safety output assembly data
360 Configuration assembly data

s308[qO dI19 pauoddng p-y

| Attribute ID

The attribute ID specifies the information to read.

® Class Attribute ID

The class attribute ID specifies the attribute of the entire object.

Data
Attribute ID | Parameter name Description Attribute
Data type | Value (hex)
1 Revision Revision of the object | Reading | UINT 0003

® Instance Attribute ID

The instance attribute ID specifies the attribute ID of the instance.
Writing is possible when the assigned instance is Standard Output only.

Attribute ID for instance ID 25C hex

Data
Attribute ID | Parameter name Description Attribute
Data type
03 Data Input/output data | Reading | ARRAY OF Refer to Input Data (Assembly 604
BYTE to 25C Hex), Size 2 Bytes on page
A-4.
Attribute ID for instance ID 3C0 hex
. L. i Data
Attribute ID | Parameter name Description Attribute
Data type
03 Data Input/output data | Reading | ARRAY OF Refer to Input Data (Assembly 960
BYTE to 3C0 Hex), Size 5 Bytes on page
A-5.

Attribute ID for instance ID 3C1 hex
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Data
Attribute ID | Parameter name Description Attribute
Data type Value
03 Data Input/output data | Reading | ARRAY OF Refer to Input Data (Assembly 961
BYTE to 3C1 Hex), Size 9 Bytes on page
A-5.
Attribute ID for instance ID 233 hex
Data
Attribute ID | Parameter name Description Attribute
Data type Value
03 Data Input/output data | Reading | ARRAY OF Refer to Output Data (Assembly
BYTE 563 to 233 Hex), Size 1 Byte on
page A-6.
Attribute ID for instance ID 371 hex
Data
Attribute ID | Parameter name Description Attribute
Data type Value
03 Data Input/output data | Reading | ARRAY OF Refer to Output Data (Assembly
BYTE 881 to 371 Hex), Size 3 Bytes on
page A-6.
Attribute ID for instance ID 372 hex
Data
Attribute ID | Parameter name Description Attribute
Data type Value
03 Data Input/output data | Reading | ARRAY OF Refer to Output Data (Assembly
BYTE 882 to 372 Hex), Size 1 Byte on
page A-6.
Attribute ID for instance ID 373 hex
Data
Attribute ID | Parameter name Description Attribute
Data type Value
03 Data Input/output data | Reading | ARRAY OF Refer to Output Data (Assembly
BYTE 883 to 373 Hex), Size 1 Byte on
page A-6.
Attribute ID for instance ID 380 hex
Data
Attribute ID | Parameter name Description Attribute
Data type Value
03 Data Input/output data | Reading | ARRAY OF Refer to Output Data (Assembly
BYTE 896 to 380 Hex), Size 3 Bytes on
page A-7.
Attribute ID for instance ID 360 hex
Data
Attribute ID | Parameter name Description Attribute
Data type Value
03 Data Input/output data | Reading | ARRAY OF Configuration (Assembly 864 to
BYTE 360 Hex), Size 340 Bytes on page
A-8
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I Service Code

The service code specifies the service to execute.

. L Supported service range
Service code (hex) | Parameter name Description
Class Instance
OE Get_Attribute_Single | Reads the value of the specified attribute. | Possible Possible

s308[qO dI19 pauoddng p-y

(xeH ¥0 QI sse|D) 198lqQ Alqwsssy g-p-v

Environment-resistive Remote Terminal NXR-S series Simple Logic Safety 1/0 Block for CIP Safety User’s Manual (W645) A-21



Appendices

A-4-3 Unit Manager Object (Class ID: 380 Hex)

The Unit Manager object aggregates Unit information on the Safety 1/0 Block.

I Class ID and Instance ID

The class ID and instance ID are given in the following table.

ID type | Value (hex)
Class ID 380
Instance ID | 00
01 Specifies the instance.

Description

Specifies the class itself.

| Attribute ID

The attribute ID specifies the information to read.

® Class Attribute ID

The class attribute ID specifies the attribute of the entire object.

Attribute ID | Parameter name Description Attribute Data
Data type | Value (hex)
1 Revision Revision of the object | Reading | UINT 0001
® Instance Attribute ID
The instance attribute ID specifies the attribute ID of the instance.
At- Data
trib- | Parame- . Attrib-
Description
ute | ter name ute Data type Value
ID
1 Unit Ver- Unit version Read- | DWORD Refer to Values of Unit Version and Hardware Ver-
sion ing sion on page A-25 below.
2 Hardware | Hardware ver- | Read- | DWORD Refer to Values of Unit Version and Hardware Ver-
Version sion ing sion on page A-25 below.
3 Firmware | Firmware ver- | Read- | DWORD Refer to Values of Firmware Version on page
Version sion ing A-25 below.
5 Unit/Input | Unit/input Read- | UINT Present value of the Unit/input power supply volt-
Power power supply | ing age
Voltage voltage *1
The value is in 100 mV units.
For example, the value is 241 in the case of 24.1
V.
6 Max Unit/ | Maximum Read- | UINT Maximum value of the Unit/input power supply
Input Pow- | Unit/input ing voltage
er Voltage | power supply *
voltage The value is in 100 mV units.
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At- Data
trib- | Parame- . Attrib-
Description
ute | ter name ute Data type Value
ID
7 Min Unit/ Minimum Unit/ | Read- | UINT Minimum value of the Unit/input power supply
Input Pow- | input power ing voltage
er Voltage | supply voltage *
The value is in 100 mV units.
8 Output Output power | Read- | UINT Present value of the output power supply voltage
Power supply voltage | ing *1
Voltage The value is in 100 mV units.
9 Max Out- | Maximum out- | Read- | UINT Maximum value of the output power supply volt-
put Power | put power sup- | ing age
Voltage ply voltage *
The value is in 100 mV units.
10 Min Out- Minimum out- | Read- | UINT Minimum value of the output power supply voltage
put Power | put power sup- | ing *q
Supply ply voltage The value is in 100 mV units.
Voltage
11 Operate Unit total oper- | Read- | UDINT Total operating hours of Unit
Hours ating hours ing (Unit: h)
12 SNTP IP address of | Read- | UDINT "0": Automatic clock adjustment disabled
server |P SNTP server ing/ Other than "0": IP address of SNTP server
address writing The setting is enabled after restarting the Unit.
The following values cannot be set.
* |IP addresses that start with 0, 127, or 255
e Class-D IP addresses (224.0.0.0 to
239.255.255.255)
* Class-E IP addresses (240.0.0.0 to
255.255.255.255)
* Link local addresses (169.254.0.0 to
169.254.255.255)
20 Unit/Input | Unit/input Read- | UINT Present value of the Unit/input power supply cur-
Power power supply | ing rent
Current current *
The value is in 100 mA units.
For example, the value is 51 in the case of 5.1 A.
21 Max Unit/ | Maximum Read- | UINT Maximum value of the Unit/input power supply
Input Pow- | Unit/input ing current
er Current | power supply *q
current The value is in 100 mA units.
22 Min Unit/ Minimum Unit/ | Read- | UINT Minimum value of the Unit/input power supply cur-
Input Pow- | input power ing rent
er Current | supply current *q
The value is in 100 mA units.
23 Output Output power | Read- | UINT Present value of the output power supply current
Power supply current | ing “
Current The value is in 100 mA units.
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At- Data
trib- | Parame- . Attrib-
Description
ute | ter name ute Data type Value
ID

24 Max Out- | Maximum out- | Read- | UINT Maximum value of the output power supply cur-
put Power | put power sup- | ing rent
Current ply current *q

The value is in 100 mA units.

25 Min Out- Minimum out- | Read- | UINT Minimum value of the output power supply current
put Power | put power sup- | ing *q
Current ply current The value is in 100 mA units.

26 Unit/Input | Unit/input Read- | BOOL TRUE: Voltage value is outside normal range
Power power supply | ing FALSE: Voltage value is inside normal range
Supply Er- | error flag
ror Flag

27 Output Output power | Read- | BOOL TRUE: Voltage value is outside normal range
Power supply error ing FALSE: Voltage value is inside normal range
Supply Er- | flag
ror Flag

28 Cross-Wir- | Through-wir- Read- | BOOL TRUE: Through-wiring output power is supplied
ing Output | ing output ing/ (default value).

Power power supply | writing FALSE: Through-wiring output power is not sup-

Shut-off plied.

Control However, this is enabled only when the value of
Cross-Wiring Output Shut-off Enable is TRUE.

29 Cross-Wir- | Enable or dis- | Read- | BOOL TRUE: The power shut-off function for through-
ing Output | able the power | ing/ wiring output is used (default value).

Power shut-off func- | writing FALSE: The power shut-off function for through-

Shut-off tion for wiring output is not used.

Enable through-wiring The new settings are applied immediately.
output

30 Communi- | Communica- Read- | USINT 0: Ports 1 and 2 are both enabled (default value)
cation Port | tions enable/ ing/ 1: Port 1 is enabled and port 2 is disabled
Enable disable setting | writing 2: Port 1 is disabled and port 2 is enabled

This setting is enabled after restarting.

100 | Time Current time Read- | DATE_AND_TIME | Local time according to the time zone.

ing When the time information is obtained through au-

tomatic clock adjustment (SNTP), it becomes the
time corrected by SNTP.
When SNTP is not used, it becomes the time
counted from 00:00:00 on January 1, 1972.
The default value is
DT#1972-01-01-00:00:00.000.

102 | Time Zone | Difference in Read- | INT -720 to 840
Offset - minutes be- ing/ Indicates the difference in minutes between Coor-
Minutes tween Coordi- | writing dinated Universal Time (UTC) and Time. For ex-

nated Univer- ample if UTC is 0:00 AM and Time is 2:30 AM, the

sal Time value of Time Zone Offset - Minutes will be 150.

(UTC) and The default value is 0.

Time The setting is enabled after restarting the Unit.
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At- Data
trib- | Parame- o Attrib-
Description
ute | ter name ute Data type Value
ID

104 | Firmware Firmware hash | Read- | ARRAY OF USINT | Firmware hash value

Hash Val- | value ing 32 bytes

ue

*1.  When the Unit is restarted, the value is reset.

>

@ Values of Unit Version and Hardware Version §

=]

k]

Bit Name Description %

0to 15 | Reserved Always FALSE p

16 to 23 | Minor version number field | The minor version is expressed as BCD. g

0to 99 2

24 to 31 | Major version number field | The major version is expressed as BCD. g"
0Oto9

For example, if the Unit version is 1.01, the value of the Unit version is 01010000 hex. If the Unit version is
7.12, the value of the Unit version is 07120000 hex.

>
@ Values of Firmware Version E
=}

Bit Name Description %

Oto7 | Reserved Always FALSE 3
8to 15 | Revision number field The revision number is expressed as BCD. g
0to 99 =

16 to 23 | Minor version number field | The minor version is expressed as BCD. %

0to 99 2

24 to 31 | Major version number field | The major version is expressed as BCD. %
0to9 8

o

For example, if the firmware version is 1.01.02, the value of the firmware version is 01010200 hex. If the firm- §

ware version is 7.00.10, the value of the firmware version is 07001000 hex.

I Service Code

The service code specifies the service to execute.

. L Supported service range
Service code (hex) | Parameter name Description
Class Instance
OE Get_Attribute_Single | Reads the value of the specified attribute. | Possible Possible
10 Set_Attribute_Single | Writes the value of a specified attribute. Not possible | Possible
4B Execute_WhereAml| | Executes the Unit identification function. | Not possible | Possible

I Execute_WhereAml (Service Code: 4B Hex)

Execute the Unit identification function. The request format is as follows.
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® Request Format

Parameter Description Data type Value
name

Service Service code USINT 4B hex

Request Path | Size of request USINT 03

Size path

Request Path | Request path Padded 210080032401 hex

EPATH
Blink Dura- Unit identification | UINT 0: Stops the Unit identification function.
tion function execution 5 to 1,800: Executes the Unit identification function for the specified
duration duration only. The unit is seconds.
The Unit identification indicators light up or turn off repeatedly as
shown below for the duration specified in Blink Duration.
* The indicators light up for a period of 100 ms each in a clockwise
direction, and this is repeated four times.

* The indicators all turn off for 500 ms.
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A-4-4 Event History Log Object (Class ID: 34B Hex)

The Event History Log object is used to manage the event logs.

I Class ID and Instance ID

The class ID and instance ID are given in the following table.

ID type | Value (hex) Description
Class ID 34B
Instance ID | 01 to 02 Specifies the instance.

01: System event log (common for all MPU)
02: Access event log (common for all MPU)

s308[qO dI19 pauoddng p-y

| Attribute ID

The attribute ID specifies the information to read.

® Class Attribute ID

>
The class attribute ID specifies the attribute of the entire object. I_in
3
Data 2
Attribute ID | Parameter name Description Attribute L
Data type | Value (hex) 2
Revision Revision of the object Reading | UINT 0001 “,2_
Max Instance Maximum instance number | Reading | UINT 0005 %
Number of Instance | Number of instances Reading | UINT 0005 ng
3
@ Instance Attribute ID 8
The instance attribute ID specifies the attribute ID of the instance. E
B
. vs]
Attribute Parameter name Description Attribute Data §
ID Data type Value =
1 Max Number of Record | Number of records that | Reading | UINT The number differs as follows
can be registered depending on the value of the
instance ID.
01 hex: 100 records
02 hex: 100 records
2 Number of Record Number of registered Reading | UINT 0 to Max Number of Record
records
3 Undate Counter Counter Reading | UINT 1 to 65,535
Size of Record Byte size of record to Reading | UINT 40
read

I Service Codes

The service code specifies the service to execute.

X L. Supported service range
Service code (hex) | Parameter name Description
Class Instance
01 Get_Attribute_All Reads the values of all attributes. Possible Possible
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. L Supported service range
Service code (hex) | Parameter name Description
Class Instance
OE Get_Attribute_Single | Reads the value of the specified attribute. Possible Possible
34 Get Event Log Reads the contents of the specified event log. | Not possible | Possible

I Get_Event_Log (Service Code: 34 Hex)

Reads the contents of the specified event log. The request format and response format are as follows.

® Request Format

Parameter name Description Data type Value
Service Service code USINT 34 hex
Request Path Size Size of request path USINT 03
Request Path Request path Padded 21004B032401 to
EPATH 21004B032402 hex
Start Number of Read | Record number to start reading UINT
First number is 0.
Number of Read Number of records to read™ UINT
Update Counter Value of attribute ID 3 Update Counter for instance UINT
read in advance"?
0: Record update detection disabled
Other than 0: Record update detection enabled

*1. If the specified number of records does not exist, the number of records actually read is stored in Actual Number of
Read of the response.

*2. If the value differs from that of the current Update Counter, Object state conflict (0C hex) is returned.

® Response Format

Parameter name Description Data type Value
Reply Service Reply to Get Event Log service USINT B4 hex
Reserved Reserved octet 00
General Status Code that indicates normal USINT 00
Size of Additional Status | Size of Additional status USINT 00
Start Number of Read Number of first record actually UINT

read
Actual Number of Read | Number of records actually read | UINT
Update Counter Counter UINT
Number of Record Number of registered records UINT
Record Event log record ARRAY OF
STRUCT OF"
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Parameter name Description Data type Value

Index Index of record*2 UDINT 0 to 4,294,967,295
The value is incre-
mented for each re-
cord, and returned to
0 once the maximum
value is reached.

Time Time when event occurred DATE_AND_TIME

Product Code Product code DWORD

Event Code Event code™3 DWORD

Event Priority Event levels WORD 3: Minor fault
4: Observation
5: Information

Additional Info Data Data type of additional informa- BYTE

Type1 tion 1 of event

Additional Info Data Data type of additional informa- BYTE

Type2 tion 2 of event

Additional Info Data Data type of additional informa- | BYTE

Type3 tion 3 of event

Additional Info Data Data type of additional informa- | BYTE

Typed tion 4 of event

Additional Info1

Additional information 1 of

event™

Data type specified in Additional
Info Data Type1 (4 octets)

Additional Info2

Additional information 2 of

event™

Data type specified in Additional
Info Data Type2 (4 octets)

Additional Info3

Additional information 3 of

event™

Data type specified in Additional
Info Data Type3 (4 octets)

Additional Info4

Additional information 4 of

event™

Data type specified in Additional
Info Data Type4 (4 octets)

*1.
*2.

*3.

The size of the structure is 40 bytes.
Numbers are assigned through the instance ID = 01 hex (system event log) and instance ID = 02 hex (access

event log).

Refer to 11-2-4 Event Details and Troubleshooting on page 11-12 for details on the description.
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A-4-5

Error Event Object (Class ID: 34C Hex)

The Error Event object is used to manage the currently occurring error events.

I Class ID and Instance ID

The class ID and instance ID are given in the following table.

ID type | Value (hex) Description
Class ID 34C
Instance ID | 00 Specifies the class itself.
01 Specifies the instance.

| Attribute ID

The attribute ID specifies the information to read.

® Class Attribute ID

The class attribute ID specifies the attribute of the entire object.

Attribute ID | Parameter name Description Attribute Data
Data type | Value (hex)
Revision Revision of the object Reading | UINT 0001
Max Instance Maximum instance number | Reading | UINT 0001
Number of Instance | Number of instances Reading | UINT 0001
® Instance Attribute ID
The instance attribute ID specifies the attribute ID of the instance.
Data
Attribute ID Parameter name Description Attribute
Data type Value
1 Max Number of Record | Number of records that can be Reading | UINT
registered
2 Number of Record Number of registered records Reading | UINT 0 to Max Number
of Record
3 Undate Counter Counter Reading | UINT 1t0 65,535
4 Size of Record Byte size of record to read Reading | UINT 34

I Service Code

The service code specifies the service to execute.

. L Supported service range
Service code (hex) | Parameter name Description
Class Instance
01 Get_Attribute All Reads the values of all attributes. Possible Possible
OE Get_Attribute_Single | Reads the value of the specified attribute. | Possible Possible
34 Get Error Event Gets the currently occurring error events. | Not possible | Possible
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I Get_Error_Event (Service Code: 34 Hex)

Gets the currently occurring error events. The request format and response format are as follows.

® Request Format

Parameter name Description Data type Value
Service Service code USINT 34 hex
Request Path Size Size of request path USINT 03 4'::
Request Path Request path Padded 21004C032401 hex g
EPATH '§
Start Number of Read | Record number to start reading UINT 2
First number is 0. 2
Number of Read Number of records to read™ UINT g
Update Counter Value of attribute ID 3 Update Counter for instance read | UINT g
in advance™?
0: Record update detection disabled
Other than 0: Record update detection enabled

*1. If the specified number of records does not exist, the number of records actually read is stored in Actual Number of
Read of the response.
*2. If the value differs from that of the current Update Counter, Object state conflict (OC hex) is returned.

® Response Format

(xeH Ov€ @l ssejD) 198[q0 JusA3 JolT G-p-Y

Parameter name Description Data type Value
Reply Service Reply to Get Error Event service USINT B4 hex
Reserved Reserved octet 00
General Status Code that indicates normal USINT 00
Size of Additional Status Size of Additional status USINT 00
Start Number of Read Number of first record actually read UINT
Actual Number of Read Number of records actually read UINT
Update Counter Counter UINT
Number of Record Number of registered records UINT
Record Event record of error ARRAY OF

STRUCT OF™
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Parameter name Description Data type Value

Index Index of record*2 UDINT 0 to0 4,294,967,295
The value is incre-
mented for each re-
cord, and returned to
0 once the maximum
value is reached.

Product Code Product code DWORD

Event Code Event code™3 DWORD

Event Priority Event levels WORD 3: Minor fault

Additional Info Data Data type of additional information 1 | BYTE

Type1 of event

Additional Info Data Data type of additional information 2 | BYTE

Type2 of event

Additional Info Data Data type of additional information 3 | BYTE

Type3 of event

Additional Info Data Data type of additional information 4 | BYTE

Type4 of event

Additional Info1

Additional information 1 of event™

Data type specified in Ad-
ditional Info Data Type1
(4 octets)

Additional Info2

Additional information 2 of event™

Data type specified in Ad-
ditional Info Data Type2
(4 octets)

Additional Info3

Additional information 3 of event™3

Data type specified in Ad-
ditional Info Data Type3
(4 octets)

Additional Info4

Additional information 4 of event'3

Data type specified in Ad-
ditional Info Data Type4
(4 octets)

*1.  The size of the structure is 34 bytes.
*2. This object targets currently occurring error events. Since Index is assigned at the point in time when an error event

occurs, the values will become discontinuous if there are error events that have recovered later.
*3. Refer to 11-2-4 Event Details and Troubleshooting on page 11-12 for details on the description.
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A-4-6 Safety Discrete Input Point (SDIP) Object (Class ID: 3D Hex)

The Safety Discrete Input Point (SDIP) object is used to manage the safety input terminals individually, one ter-
minal at a time.

I Class ID and Instance ID

The class ID and instance ID are given in the following table.

01: Safety input terminal Si0O0
02: Safety input terminal Si01
03: Safety input terminal Si02
04: Safety input terminal Si03
05: Safety input terminal Si04
06: Safety input terminal Si05
07: Safety input terminal Si06
08: Safety input terminal Si07
09: Safety input terminal Si08
OA: Safety input terminal Si09
0B: Safety input terminal Si10
0C: Safety input terminal Si11

»

F-Y

ID type | Value (hex) Description g
ClassID | 3D §
Instance ID | 00 Specifies the class itself. 2
9]

01-0C Specifies the instance of each safety input terminal. T

2

[1°]

Q

7]

| Attribute ID

The attribute ID specifies the information to read.

® Class Attribute ID

The class attribute ID specifies the attribute of the entire object.

(xeH @g :@l sse|D) 198[q0 (dI1as) iod ndu| sje10s1q A18jes 9-p-v

Attribute Parameter name Description Attribute Data
ID Data type Value (hex)

1 Revision Revision of the object Reading | UINT 0001

2 Max Instance Maximum instance number Reading | UINT 000C

3 Number of Instance Number of instances Reading | UINT 000C

8 Latch Input Error Latch time for the Alarm state Reading | UINT 0 to 65,530

Time of the Safety Status in the In- * The default value is
stance Attribute 1000 (DEC).

The unit is ms.
Settable in 10 ms steps.

*4.  This can be written when the configuration is unlocked.

® Instance Attribute ID

The instance attribute ID specifies the attribute ID of the instance.
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Attribute Parameter name Description Attribute Data
ID Data type Value
102 Maintenance Counter | Current value of | Reading/ UDINT Current value of Maintenance
Maintenance Writing Counter
Counter This indicates the contact operation
count of the safety input terminal
(unit: times).
To clear the value, write 0.

I Service Code

The service code specifies the service to execute.

i L. Supported service range
Service code (hex) | Parameter name Description
Class Instance
OE Get_Attribute_Single | Reads the value of the specified attribute. | Possible Possible
10 Set_Attribute_Single | Writes the value of a specified attribute. Not possible | Possible
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Safety Discrete Output Point (SDOP) Object (Class ID: 3B Hex)

The Safety Discrete Output Point (SDOP) object is used to manage the safety output terminals individually, one
terminal at a time.

I Class ID and Instance ID

The class ID and instance ID are given in the following table.

ID type | Value (hex) Description
Class ID 3B
Instance ID | 00 Specifies the class itself.
01to 04 Specifies the instance of each safety output terminal.

| Attribute ID

The attribute ID specifies the information to read.

® Class Attribute ID

The class attribute ID specifies the attribute of the entire object.

Attribute Parameter name Description Attribute Data
ID Data type Value (hex)

1 Revision Revision of the object Reading | UINT 0001

2 Max Instance Maximum instance number Reading | UINT 0004

3 Number of Instance Number of instances Reading | UINT 0004

8 Latch Output Error Latch time of the alarm status Reading | UINT 0 to 65,530

Time for Safety Status of the in- The default value is
stance attribute 1000 (DEC).

The unit is ms.
Settable in 10 ms steps.

® Instance Attribute ID

The instance attribute ID specifies the attribute ID of the instance.

Attribute Parameter name Description Attribute Data
ID Data type Value
102 Maintenance Counter | Current value of | Reading/ UDINT Current value of Maintenance
Maintenance Writing Counter
Counter This indicates the contact operation

count of the safety output terminal
(unit: times).
To clear the value, write 0.

I Service Code

The service code specifies the service to execute.
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. L Supported service range
Service code (hex) | Parameter name Description
Class Instance
OE Get_Attribute_Single | Reads the value of the specified attribute. | Possible Possible
10 Set_Attribute_Single | Writes the value of a specified attribute. Not possible | Possible
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A-4-8 Device Level Ring (DLR) Object (Class ID: 47 Hex)

The Device Level Ring (DLR) object indicates the status of the DLR network.

I Class ID and Instance ID

The class ID and instance ID are given in the following table.

ID type | Value (hex) Description
Class ID 47
Instance ID | 00 Specifies the class itself.
01 Specifies the instance.

s308[qO dI19 pauoddng p-y

| Attribute ID

The attribute ID specifies the information to read.

® Class Attribute ID

The class attribute ID specifies the attribute of the entire object. J:J:
(o]
. L. X Data g
Attribute ID | Parameter name Description Attribute 3
Data type | Value (hex) g
Revision Revision of the object Reading | UINT 0003 %
Max Instance Maximum instance number | Reading | UINT 0001 §
Number of Instance | Number of instances Reading | UINT 0001 %
5
@ Instance Attribute ID o
The instance attribute ID specifies the attribute ID of the instance. %
Attrib- Parameter L Attrib- Data 8
Description O
ute ID name ute Data type Value N
1 Network Topolo- | Mode of current net- | Read USINT 0: Linear ;
ay work topology 1: Ring 2
If a ring supervisor is present on the net-
work, this always indicates 1: Ring.
If a ring supervisor is not present on the
network or the set ring parameters are
not supported by the running ring super-
visor, this becomes 0: Linear, and subse-
quently transitions between Ring and
Linear depending on the status of the
network.
2 Network Status | Current state of net- | Read USINT Refer to Values of Network Status on
work as seen from page A-38 below.
the device
3-9 Reserved 41 octets
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Attrib- Parameter L Attrib- Data
Description
ute ID name ute Data type Value
10 Active Supervi- | IP address and Read STRUCT
sor Address MAC address of the
active ring supervi-
sor
Supervisor IP | IP address of the UDINT IP address of the active ring supervisor
Address active ring supervi- of the device™
sor
Supervisor MAC address of the ARRAY MAC address of the active ring supervi-
MAC Address | active ring supervi- OF 6 sor of the device™
sor USINTs
12 Capability Flags | Function on DLR re- | Read DWORD Fixed to 00000082 hex

tained by device

This means that the ring function is bea-
con frame-based and supports Flush_Ta-
ble frames.

*1. The default value is All0. When the active ring supervisor is determined, the value is updated to its value.

® Values of Network Status

Value Name Description
0 Normal Normal status
1 Ring Fault A ring fault was detected.
This is valid only when the network topology is ring.
2 Unexpected Loop Detected | A loop was detected on the network.
This is valid only when the network topology is linear.

I Service Code

The service code specifies the service to execute.

. L Supported service range
Service code (hex) | Parameter name Description
Class Instance
01 Get_Attribute_All Reads the values of all attributes. Not possible | Possible
OE Get_Attribute_Single | Reads the value of the specified attribute. | Possible Possible
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A-4-9 QoS Object (Class ID: 48 Hex)

The QoS object sets the value of the IPv4 DiffServ Code Point (DSCP) under Ethernet frame priority control.

I Class ID and Instance ID

The class ID and instance ID are given in the following table.

ID type | Value (hex)
Class ID 48
Instance ID | 00

Description

Specifies the class itself.

01 Specifies the instance.
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| Attribute ID

The attribute ID specifies the information to read.

® Class Attribute ID

The class attribute ID specifies the attribute of the entire object. J:J:
©
Data L
Attribute ID | Parameter name Description Attribute »
Data type | Value (hex) 8_
Revision Revision of the object Reading | UINT 0001 8
Max Instance Maximum instance number | Reading | UINT 0001 ;,5
Number of Instance | Number of instances Reading | UINT 0001 %
IS
@ Instance Attribute ID T
x
The instance attribute ID specifies the attribute ID of the instance. -
At- Data
trib- | Parameter name Description Attribute
Data type Value
ute ID
4 DSCP Urgent DSCP value when the pri- | Reading/ | USINT DSCP value when the priority of CIP
ority of CIP Transport writing™! Transport Class 0/1 messages is set
Class 0/1 messages is set to Urgent.
to Urgent. The default value is 55 (‘110111°).
5 DSCP Scheduled | DSCP value when the pri- | Reading/ | USINT DSCP value when the priority of CIP
ority of CIP Transport writing”! Transport Class 0/1 messages is set
Class 0/1 messages is set to Scheduled.
to Scheduled. The default value is 47 (101111’).
6 DSCP High DSCP value when the pri- | Reading/ | USINT DSCP value when the priority of CIP
ority of CIP Transport writing™? Transport Class 0/1 messages is set
Class 0/1 messages is set to High.
to High. The default value is 43 (“101011’).
7 DSCP Low DSCP value when the pri- | Reading/ | USINT DSCP value when the priority of CIP
ority of CIP Transport writing”! Transport Class 0/1 messages is set
Class 0/1 messages is set to Low.
to Low. The default value is 31 (‘011111°).
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At- Data
trib- | Parameter name Description Attribute
Data type Value
ute ID
8 DSCP Explicit DSCP value when the pri- | Reading/ | USINT DSCP value when the priority of CIP
ority of CIP Transport writing™ Transport Class 0/1 messages is set
Class 0/1 messages is set to Explicit.
to Explicit. The default value is 27 (‘011011°).

*1. The setting is enabled after restarting.

I Service Code

The service code specifies the service to execute.

. L. Supported service range
Service code (hex) | Parameter name Description
Class Instance
OE Get_Attribute_Single | Reads the value of the specified attribute. | Possible Possible
10 Set_Attribute_Single | Writes the value of a specified attribute. Not possible | Possible
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A-4-10  TCPI/IP Interface Object (Class ID: F5 Hex)

The TCP/IP Interface object is used to configure the TCP/IP interface settings.

I Class ID and Instance ID

The class ID and instance ID are given in the following table.

ID type | Value (hex) Description
Class ID F5
Instance ID | 00 Specifies the class itself.
01 Specifies the instance.

s308[qO dI19 pauoddng p-y

| Attribute ID

The attribute ID specifies the information to read.

® Class Attribute ID

The class attribute ID specifies the attribute of the entire object. J:J:
S
. L. . Data 3
Attribute ID | Parameter name Description Attribute 9
Data type | Value (hex) 3
1 Revision Supported revisions of TCP/IP Interface ob- | Reading | UINT 0004 g
ject §
Max Instance Maximum instance number Reading | UINT 0001 g
3 Number of Instance | Number of instances Reading | UINT 0001 g
e
@ Instance Attribute ID &
The instance attribute ID specifies the attribute ID of the instance. g
)]
At- Data T
trib-"|  Parameter | | cription | Attribute
ute name Data type Value
ID
1 Status Status of Reading DWORD Refer to Values of Status on page A-43 be-
TCP/IP inter- low.
face
2 Configuration Bitmap of vari- | Reading DWORD Refer to Values of Configuration Capability on
Capability ous functions page A-43 below.
supported by
the TCP/IP in-
terface
3 Configuration Configuration | Reading/ | DWORD Refer to Values of Configuration Control on
Control determination | writing page A-44 below.
method for the
TCP/IP inter-
face
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At- Data
ib- P
trib arameter Description | Attribute
ute name Data type Value
ID
4 Physical Link Path to physi- | Reading STRUCT
Object cal layer link
object
Path size Path size in UINT 0000
words
Path Fixed path to Padded AlIO hex
physical layer EPATH
link object
5 Interface Config- | Interface set- | Reading/ | STRUCT
uration™ tings writing
IP Address | IP address UDINT IP address
The default value is 192.168.250.1.
The following values cannot be set.
* |P addresses with a host ID that is all 0's or
all 1's
* |P addresses that start with 0, 127, or 255
* Class-D IP addresses (224.0.0.0 to
239.255.255.255)
* Class-E IP addresses (240.0.0.0 to
255.255.255.255)
* Link local addresses (169.254.0.0 to
169.254.255.255)
Network Network mask UDINT Network mask
Mask The default value is 255.255.255.0.
The enable conditions are as follows.
* Bits must be contiguous from the beginning.
* This must be within the range of 192.0.0.0
to 255.255.255.252.
Gateway Default gate- UDINT Gateway address
Address way The default value is 0.0.0.0 (indicates that
there is no gateway).
The following values cannot be set.
* Value that does not satisfy the setting con-
ditions of /P Address.
* |P address of a segment that is different
from the network address specified in IP
Address.
Name Primary name UDINT Always 0.0.0.0.
Server server of DNS
server
Name Secondary UDINT Always 0.0.0.0.
Server 2 name server of
DNS server
Domain Domain name STRING Domain name
Name The default value is "™ (NULL).
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At- Data
trib- Parameter Description Attribute
ute name Data type Value
ID
6 Host Name Host name Reading/ | STRING Set the host name of the device with 64 ASCII
writing characters or less.
If there are less than 64 characters, padding
will be used for the remaining number of char-
acters.
7 Safety Network Safety Net- Reading 6 octets Safety Network Number
Number work Number
(SNN)
13 Encapsulation In- | Encapsulation | Reading/ | UINT 0 to 3,600
activity Timeout inactivity time- | writing If there are no communications via
out time EtherNet/IP during the time set for Encapsula-
tion Inactivity Timeout, the TCP connection is
closed.

If Encapsulation Inactivity Timeout = 0, the
TCP connection is not closed.

The unit is seconds.

The default value is 120.

*1. If the IP address setting method is direct setting by rotary switch, writing to this attribute cannot be executed.

® Values of Status

Bit Name Description
0to 3 | Interface Con- | Configuration status of the instance attribute ID 05 hex (Interface Configuration)
figuration Sta- | 0: Not set or initializing
tus 1: IP address already set by a method other than directly setting the IP address with hard-
ware switches
2: IP address already set by directly setting with hardware switches
3 to 15: Reserved
4 Reserved Always FALSE
5 Interface Con- | TRUE: The setting of the instance attribute ID 05 hex (Interface Configuration) was
figuration changed. The Safety I/O Block must be restarted to enable the change.
Pending FALSE: The setting of the instance attribute ID 05 hex (Interface Configuration) was not
changed.
6 AcdStatus TRUE: An IP address duplication was detected. However, this IP address can be used to
continue CIP communications.
FALSE: No IP address duplication was detected.
7 AcdFault TRUE: This IP address cannot be used to continue CIP communications.
FALSE: No IP address duplication was detected. Or, although an IP address duplication was
detected, this IP address can be used to continue CIP communications.
8 to Reserved Always FALSE
31

@ Values of Configuration Capability

Bit Name Description

0 BOOTP Client Always FALSE
BOOTP client function cannot be used

1 DNS Client Always FALSE

DNS client function cannot be used
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Bit Name Description
2 DHCP Client Always TRUE
DHCP client function can be used
3 DHCP-DNS Update Always FALSE
DHCP-DNS Update function cannot be used
4 Configuration Settable Always TRUE
Interface configuration attribute can be set
5 Hardware Configuration Always TRUE
IP address can be set from hardware
6 Interface Configuration Change Requires | Always TRUE
Reset The device must be restarted to enable a change of this attribute.
7 AcdCapable Always FALSE
IP address duplication detection function cannot be used
8 to 31 | Reserved Always FALSE

@ Values of Configuration Control

Bit Name Description

0to 3 | Configuration Method | Setting method for IP address of Safety 1/0 Block
0: Uses the setting that is saved in non-volatile memory (default value).
1: Sets the IP address by the BOOTP server.
2: Sets the IP address by the DHCP server.
3 to 15: Reserved

4 DNS Enable Always FALSE
DNS client function cannot be used

510 31 | Reserved Always FALSE

I Service Code

The service code specifies the service to execute.

Supported service range

Service code (hex) | Parameter name Description

Class Instance
OE Get_Attribute_Single | Reads the value of the specified attribute. | Possible Possible
10 Set_Attribute_Single | Writes the value of a specified attribute. Not possible | Possible
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Ethernet Link Object (Class ID: F6 Hex)

The Ethernet Link object is used to obtain various information of an Ethernet link.

I Class ID and Instance ID

Appendices

The class ID and instance ID are given in the following table.

ID type | Value (hex) Description
Class ID F6
Instance ID | 00 Specifies the class itself.
01to 02 Specifies the instance.
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| Attribute ID

The attribute ID specifies the information to read.

® Class Attribute ID

The class attribute ID specifies the attribute of the entire object. i
Data m
Attribute ID | Parameter name Description Attribute 3
Data type | Value (hex) 3
(]
Revision Supported revisions of Ethernet Link object | Reading | UINT 0004 -
>
Max Instance Maximum instance number Reading | UINT 0002 g
Number of Instance | Number of instances Reading | UINT 0002 g
i [
@ Instance Attribute ID &
The instance attribute ID specifies the attribute ID of the instance. 2
[e2)
At- Data g
trib- Parameter name Description Attribute -
Data type Value
ute ID
1 Interface Speed Interface communica- Reading | UDINT 000A hex: 10 Mbps
tions speed 0064 hex: 100 Mbps
2 Interface Flags Interface status Reading | DWORD Refer to Values of Inter-
face Flags on page A-49
below.
3 Physical Address Interface MAC address | Reading | ARRAY OF Interface MAC address
USINT™
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At- Data
trib- Parameter name Description Attribute
Data type Value
ute ID
4 Interface Counters Interface communica- Reading | STRUCT
tions statistical informa-
tion

In Octets Number of bytes of re- UDINT Number of bytes of re-
ceive data ceive data

In Ucast Packets Number of received uni- UDINT Number of received uni-
cast packets cast packets

In NUcast Packets | Number of received UDINT Number of received non-
non-unicast packets unicast packets

In Discards Number of discarded re- UDINT Number of discarded re-
ceived packets ceived packets

In Errors Number of received er- UDINT Number of received error
ror packets packets

However, this excludes
those of In Discards.

In Unknown Protos | Number of received un- UDINT Number of received un-
supported protocol supported protocol pack-
packets ets

Out Octets Number of bytes of send UDINT Number of bytes of send
data data

Out Ucast Packets | Number of sent unicast UDINT Number of sent unicast
packets packets

Out NUcast Pack- | Number of sent non-uni- UDINT Number of sent non-uni-

ets cast packets cast packets

Out Discards Number of discarded UDINT Number of discarded sent
sent packets packets

Out Errors Number of sent error UDINT Number of sent error
packets packets
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At- Data
trib- Parameter name Description Attribute
Data type Value
ute ID
5 Media Counters Interface media statisti- | Reading | STRUCT
cal information
Alignment Errors Number of received UDINT Number of received align-
alignment error frames ment error frames
FCS Errors Number of times FCS UDINT Number of times FCS er-
error received ror received
Single Collisions Number of successfully UDINT Number of successfully
sent frames with a colli- sent frames with a colli-
sion detected sion detected
Multiple Collisions | Number of successfully UDINT Number of successfully
sent frames with more sent frames with more
than one collision de- than one collision detect-
tected ed
SQE Test Errors Number of SQE test er- UDINT Number of SQE test error
ror occurrences occurrences
Deferred Transmis- | Number of frames with a UDINT Number of frames with a
sions send delay send delay
Late Collisions Number of times colli- UDINT Number of times colli-
sions detected in 512 bit sions detected in 512 bit
time after packet trans- time after packet trans-
mission mission
Excessive Colli- Number of unsuccess- UDINT Number of unsuccessfully
sions fully sent frames due to sent frames due to ex-
excessive collisions cessive collisions
MAC Transmit Er- | Number of unsuccess- UDINT Number of unsuccessfully
rors fully sent frames due to sent frames due to a
a MAC layer transmis- MAC layer transmission
sion error error
Carrier Sense Er- Number of times carrier UDINT Number of times carrier
rors sensor error detected sensor error detected
Frame Too Long Number of frames that UDINT Number of frames that
exceeded the maximum exceeded the maximum
frame size frame size
MAC Receive Er- | Number of unsuccess- UDINT Number of unsuccessfully
rors fully received frames received frames due to a
due to a MAC layer re- MAC layer reception error
ception error
6 Interface Control Interface configuration Reading/ | STRUCT
Control Bits Method to determine writing*2 WORD Refer to Values of Control
communications speed Bits on page A-49 be-
low.
The default value is 0001
hex.
Forced Interface Communications speed UINT 0064 hex: 100 Mbps
Speed when Auto-Negotiation The default value is 0000
is disabled hex.
«3e4
7 Interface Type Type of physical inter- Reading | USINT Fixed to 02 hex: Twisted

face for this instance

pair
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At- Data
trib- Parameter name Description Attribute
Data type Value
ute ID
8 Interface State Interface state Reading | USINT 00 hex: Status unclear
01 hex: Ready to send/
receive

02 hex: Disabled

03 hex: Testing

04 to FF hex: Reserved
10 Interface Label Interface identification Reading | SHORT STRING Instance 1: Fixed to
text string "Ethernet Port 1"
Instance 2: Fixed to
"Ethernet Port 2"

11 Interface Capability Interface communica- Reading | STRUCT -
tions performance
Capability Bits Communications per- DWORD Refer to Values of Capa-
formance setting bility Bits on page A-49
below.
Speed/Duplex Op- | Combinations of com- STRUCT
tions munication speed and
duplex mode allowed by
the interface
Speed/Duplex Communications speed/ USINT Always 2
Array Count bidirectional array size
Speed/Duplex Communications speed/ ARRAY OF
Array bidirectional array STRUCT
Interface Interface communica- UINT 0064 hex: 100 Mbps
Speed tions speed
Interface Du- | Interface bidirectional USINT | 00 hex: Half Duplex
plex Mode mode
Speed/Duplex Communications speed/ ARRAY OF
Array bidirectional array STRUCT
Interface Interface communica- UINT 0064 hex: 100 Mbps
Speed tions speed
Interface Du- | Interface bidirectional USINT 01 hex: Full Duplex
plex Mode mode
14 Ethernet Errors Total value of interface Reading | UDINT Total value of interface
counters, media coun- counters, media coun-
ters, and HC media ters, and HC media coun-
counters ters

The default value is 0.

15 Link Down Counter Number of times the Reading | UDINT Number of times the
Ethernet port transi- Ethernet port transitioned
tioned from the link up from the link up state to
state to link down state link down state

The default value is 0.
100 Communication Ca- Communications cable | Reading | UINT Refer to Values of Com-
ble Diagnosis diagnosis result munication Cable Diag-
nosis on page A-50 be-
low.

*1. The array size is 6.
*2. The setting is enabled after restarting.
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*3. In the following cases, the 09 hex (Invalid Attribute Value) error occurs.
* When any of bits 2 to 15 (reserved bits) of Control Bits is TRUE.
* When bit 0 (Auto-negotiate) is FALSE and bit 1 (Forced Duplex Mode) is TRUE of Control Bits, and an attempt is
made to set a value outside the setting range for Forced Interface Speed.
*4. In the following case, the 0C hex (Object State Conflict) error occurs.
* When bit 0 (Auto-negotiate) is TRUE and bit 1 (Forced Duplex Mode) is FALSE of Control Bits, and an attempt is
made to set some value for Forced Interface Speed.

FALSE: Half Duplex

2to4 | Negotiation Status | 0: Auto-negotiation execution is in progress.

1: Auto-negotiation failed. Operates in half duplex at communications speed of 10
Mbps.

2: Auto-negotiation failed. Operates in half duplex at set communications speed.
3: Auto-negotiation was successful.

4: Auto-negotiation disabled.

>

@ Values of Interface Flags &
£

Bit Name Description 3

0 Link Status TRUE: An Ethernet link is established. §
FALSE: No Ethernet link is established. %

1 Half/Full Duplex™! TRUE: Full Duplex .8

1

]

5 Manual Setting Re- | TRUE: A device reset is required after the Interface Control Attribute is changed.
quires Reset FALSE: A device reset is not required after the Interface Control Attribute is changed.
6 Local Hardware TRUE: Hardware fault
Fault FALSE: No hardware fault
7 to 31 | Reserved Always FALSE

*1.  When Link Status = 0, it has no meaning.

® Values of Control Bits

Bit Name Description

(xeH 94 :@l sselD) 198[qO YuIT 1BUIBYIT LL-t-V

0 Auto-negotiate TRUE: Auto-negotiate is enabled.

FALSE: Auto-negotiate is disabled. Operating according to the Forced Duplex Mode and
Forced Interface Speed settings.

1 Forced Duplex TRUE: Full Duplex

Mode FALSE: Half Duplex

This bit is used when Auto-negotiate is FALSE. If this bit is set when Auto-negotiate is
TRUE, the error code 0C hex (Object State Conflict) is returned.

2-15 | Reserved Always FALSE

@ Values of Capability Bits

Bit Name Description
0 Manual Setting Requires Re- | Always TRUE: Indicates that a device reset is required after the Interface
set Control Attribute is changed.
1 Auto-negotiate Always TRUE: Auto-negotiation is supported.
2 Auto-MDIX Always TRUE: Auto-MDIX is supported.
3 Manual Speed/Duplex Always TRUE: Manual speed/duplex setting is supported.
4 to 31 | Reserved Always FALSE
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® Values of Communication Cable Diagnosis

Bit Description

Oto 7 | Error occurrence location from the port
Unit: m

For diagnostic result error, 0

8 to 15 | 00 hex: Not executed

01 hex: Normal

02 hex: Short-circuit

03 hex: Break

04 hex: Port disabled

F1 hex: Diagnosis in progress
F2 hex: Diagnostic result error
F3 hex: PHY read error

I Service Code

The service code specifies the service to execute.

Service code L Supported service range
Parameter name Description

(hex) Class Instance
OE Get_Attribute_Single Reads the value of the specified attribute. Possible Possible
10 Set_Attribute_Single Writes the value of a specified attribute. Not possible | Possible
3A Exec_Cable_Diagnosis | Executes communications cable diagnosis.” Not possible | Possible
4C Get_and_Clear Reads and then clears a specified attribute val- Not possible | Possible

ue.'2"3

*1. If this service is executed in an instance for a communications port where a link is already established, communica-
tions cable diagnosis is not executed, and there will always be no failure. Furthermore, if this service is executed in an
instance for a communications port with communications cable diagnosis currently in progress, the 0C hex (Object
State Conflict) error occurs.

*2. This service is supported by the following instance attributes.

* Interface Counters (04)

* Media Counters (05)
e Link_Down Counter (15)

When other than an attribute above is specified, 09 hex (invalid attribute value) is returned as the response code.

*3. In the following combinations, when this service is executed for one of them, the value is read for one of them only, and
both of them are reset.
* Interface Counters (04 hex) and HC Interface Counters (12 hex)

* Media Counters (05 hex) and HC Media Counters (13 hex)
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A-4-12  LLDP Management Object (Class ID: 109 Hex)

The LLDP Management object is used to manage the LLDP function.

I Class ID and Instance ID

The class ID and instance ID are given in the following table.

ID type | Value (hex) Description
Class ID 109
Instance ID | 00 Specifies the class itself.
01 Specifies the instance.

s308[qO dI19 pauoddng p-y

| Attribute ID

The attribute ID specifies the information to read.

® Class Attribute ID

The class attribute ID specifies the attribute of the entire object. i
N
. e . Data =
Attribute ID | Parameter name Description Attribute o
Data type | Value (hex) ;
Revision Revision of the object Reading | UINT 0001 8
W)
Max Instance Maximum instance number | Reading | UINT 0001 §
Number of Instance | Number of instances Reading | UINT 0001 g
o
. g
® Instance Attribute ID 8
The instance attribute ID specifies the attribute ID of the instance. )
(2]
At- Data E
trib- - . 3
Parameter name Description Attribute T
ute Data type Value o
ID -
1 LLDP Enable LLDP enable Reading/ | STRUCT
LLDP Enable Array | Number of ports | Writing UINT This becomes the EthernetLink
length to set in LLDP En- Object instance + 1 because it al-
able Array so includes the settings of the en-
tire LLDP function.
Always 3
LLDP Enable Array | LLDP enable/disa- ARRAY Refer to Values of LLDP Enable
ble setting of en- OF BYTE | Array on page A-52 below.
tire LLDP function
or each port
2 msgTxInterval Send interval of Reading/ | UINT Send interval of LLDP frames
LLDP frames writing 1 to 3,600
The unit is seconds.
The default value is 30.
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At- Data
trib- . .
Parameter name Description Attribute
ute Data type Value
ID
3 msgTxHold Multiplier for de- Reading/ | USINT 1to 100
termining LLDP writing The TTL value is obtained by
frame TTL value msgTxInterval x msgTxHold.
The default value is 4.
Therefore, the default value of the
TTL value is 30 x 4 = 120 sec-
onds.
If the result of msgTxInterval x
msgTxHold exceeds 65,535, the
TTL value is 65,535 seconds.
4 LLDP Datastore Method to obtain | Reading | WORD Fixed to 1: Obtain by SNMP
LLDP database
5 Last Change Value of sysUp- Reading | UDINT Value of sysUpTime obtained
Time obtained when an entry in the local LLDP
when an entry in database was last changed
the local LLDP da- sysUpTime represents the time
tabase was last since the network management
changed portion of the system was last ini-
tialized. The unit is 0.01 seconds.
@ Values of LLDP Enable Array
Bit Name Description
0 Global Enable | TRUE: LLDP sending and receiving are enabled (default value).
FALSE: LLDP sending and receiving are disabled.
If the value is changed from TRUE to FALSE, all existing table entries are deleted.
1 Port 1 Enable | TRUE: LLDP sending from port 1 is enabled (default value).
FALSE: LLDP sending from port 1 is disabled.
2 Port 2 Enable | TRUE: LLDP sending from port 2 is enabled (default value).
FALSE: LLDP sending from port 2 is disabled.
3to 7 | Reserved Always FALSE

I Service Code

The service code specifies the service to execute.

. L Supported service range
Service code (hex) | Parameter name Description
Class Instance
OE Get_Attribute_Single | Reads the value of the specified attribute. | Possible Possible
10 Set_Attribute_Single | Writes the value of a specified attribute. Not possible | Possible
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A-4-13  LLDP Data Table Object (Class ID: 10A Hex)

The LLDP Data Table object is used to manage the data of the LLDP function.

I Class ID and Instance ID

The class ID and instance ID are given in the following table.

ID type | Value (hex) Description
Class ID 10A
Instance ID | 00 Specifies the class itself.
01-30 Specifies the instance.
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| Attribute ID

The attribute ID specifies the information to read.

® Class Attribute ID

The class attribute ID specifies the attribute of the entire object. i
&
. - : Data 5
Attribute ID | Parameter name Description Attribute o
Data type | Value (hex) 3
Revision Revision of the object Reading | UINT 0001 &
2 Max Instance Maximum value of instance IDs presently Reading | UINT 0000-0030 g
generated g
3 Number of Instance | Number of instances presently generated Reading | UINT 0000-0030 %
. [o)
@ Instance Attribute ID 2
The instance attribute ID specifies the attribute ID of the instance. =
;o;
At- Data T
trib- Attrib- ke
" Parameter name Description tri
ute ute Data type Value
ID
1 Ethernet Link Instance | Instance number Read- UINT Instance number of Ethernet
Number of Ethernet Link ing Link object (F6 hex) that links
object (F6 hex) with the Ethernet port that re-
that links with the ceived the LLDP frame
Ethernet port that If unknown, it is 0.
received the LLDP
frame
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At- Data
trib- Parameter name Description Attrib-
ute ute Data type Value
ID
2 MAC Address MAC address of Read- ETH_MAC_ADDR The stored value is deter-
the adjacent de- ing mined in the following priority
vice that transmit- order.
ted the received Priority 1: When TLV Type =
LLDP frame 127 and Subtype = 2, CIP
MAC address
Priority 2: When TLV Type =
1 and Subtype = 4, Chassis
ID
Priority 3: When TLV Type =
2 and Subtype = 3, Port ID
Priority 4: All O
3 Interface Label Interface label of Read- SHORT STRING The stored value is deter-
the adjacent de- ing mined in the following priority
vice that transmit- order.
ted the received Priority 1: When TLV Type =
LLDP frame 127 and Subtype = 3, CIP In-
terface Label
Priority 2: When TLV Type =
1 and Subtype = 6, Chassis
ID
Priority 3: When TLV Type =
2 and Subtype = 5, Port ID
Priority 4: Null
4 Time to Live Time that informa- | Read- UINT Time that information of adja-
tion of adjacent ing cent device is enabled.
device is enabled. The unit is seconds.
When Time to Live =0, it
means that this instance
needs to be deleted.
5 System Capabilities Functions support- | Read- STRUCT
TLV ed by adjacent de- | ing
vice
System Capabili- Functions that can WORD Refer to Values of System
ties be supported by Capabilities and Enabled Ca-
adjacent device pabilities on page A-56 be-
low.
Enabled Capabili- | Functions current- WORD Refer to Values of System
ties ly enabled on ad- Capabilities and Enabled Ca-
jacent device pabilities on page A-56 be-
low.
A-54 Environment-resistive Remote Terminal NXR-S series Simple Logic Safety I/0 Block for CIP Safety User’s Manual (W645)



Appendices

At- Data
trib- Parameter name Description Attrib-
ute ute Data type Value
ID
6 IPv4 Management Ad- | Management ad- | Read- STRUCT
dresses dress of the adja- | ing
cent device
Management Ad- Number of man- USINT Number of management ad-
dress Count agement address- dresses to store
es to store 255 max.
Management Ad- Value of manage- ARRAY OF Value of management ad-
dress ment address UDINT dress
Enabled when Class A, B, or
C. This value is not stored
when all 0 or loopback ad-
dress.
7 CIP Identification CIP Identity of ad- | Read- STRUCT
jacent device ing
Vendor ID Vendor ID UINT Vendor ID
If the TLV corresponding to
the received LLDP frame is
not included, the value is 0.
Device Type Device type UINT Device type
If the TLV corresponding to
the received LLDP frame is
not included, the value is 0.
Product Code Product code UINT Product code
If the TLV corresponding to
the received LLDP frame is
not included, the value is 0.
Major Revision Maijor revision BYTE Maijor revision
If the TLV corresponding to
the received LLDP frame is
not included, the value is 0.
Minor Revision Minor revision USINT Minor revision
If the TLV corresponding to
the received LLDP frame is
not included, the value is 0.
CIP Serial Number | CIP serial number UDINT CIP serial number
If the TLV corresponding to
the received LLDP frame is
not included, the value is 0.

Environment-resistive Remote Terminal NXR-S series Simple Logic Safety 1/0 Block for CIP Safety User’s Manual (W645)

A-55

s308[qO dI19 pauoddng p-y

(xeH V0L :@I sse|D) 108lqO s|qeL eled da1 €L-v-v



Appendices

At- Data
trib- Parameter name Description Attrib-
ute ute Data type Value
ID
8 Additional Ethernet Ca- | Ethernet Preemp- | Read- STRUCT
pabilities tion function status | ing
Preemption Sup- Support status of BOOL TRUE: Supported
port Preemption (TSN FALSE: Not supported
function) of adja-
cent node
Preemption Status | Enable/disable of BOOL TRUE: Enabled
Preemption (TSN FALSE: Disabled
function) of adja-
cent node
Preemption Active | Whether Preemp- BOOL TRUE: Active
tion (TSN function) FALSE: Inactive
of adjacent node is
active
Additional Frag- Number of octets USINT 0: 64 octets
ment Size that must be sent 1: 128 octets
in a frame before 2: 192 octets
Preemption (TSN 3: 256 octets
function) of the ad- 4 to 255: Reserved
jacent node occurs
9 Last Change Value of sysUp- Read- UDINT Value of sysUpTime obtained
Time obtained ing when this instance was last
when this instance changed
was last changed sysUpTime represents the
time since the network man-
agement portion of the sys-
tem was last initialized. The
unit is 0.01 seconds.

® Values of System Capabilities and Enabled Capabilities

Bit Description
Other
Repeater

Bridge

Access Point

Router

Telephone

DOCSIS Cable Device

End Station

C-VLAN component

S-VLAN component

10 Two-port MAC Relay Component
11t0 15

O|IN[OjaldlWOWIN|I=~|O

©

Reserved
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I Service Code

The service code specifies the service to execute.

. L Supported service range
Service code (hex) Parameter name Description
Class Instance
OE Get_Attribute_Single Reads the value of the specified attribute. | Possible Possible
1" Find_Next_Object_Instance | This searches for the next object. Possible Possible
>
A
(2]
5
I Find_Next_Object_Instance (Service Code: 11 Hex) g
(1]
[=X
This searches for the next object. The request format and response format are as follows. )
v
g
® Request Format ]
)
Parameter name Description Data type | Value
Service Service code USINT 11 hex

Maximum Returned Values | Maximum number of instance ID members in Instance ID List | USINT

® Response Format

Parameter name Description Data type Value
Reply Service Reply to Find_Next_Object_Instance service | USINT 91 hex
Number Of List Members | Number of members USINT
Instance ID List Instance ID list ARRAY OF UINT

(xeH V0L :@I sse|D) 108lqO s|qeL eled da1 €L-v-v
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A-4-14  Logic Process Object (Class ID: 309 Hex)

The Logic Process object is used to read the number of the application that is operating.

I Class ID and Instance ID

The class ID and instance ID are given in the following table.

ID type | Value (hex) Description
Class ID 309
Instance ID | 00 Specifies the class itself.
01 Specifies the instance.

| Attribute ID

The attribute ID specifies the information to read.

® Class Attribute ID

The class attribute ID specifies the attribute of the entire object.

Data
Attribute ID | Parameter name Description Attribute
Data type | Value (hex)
1 Revision Revision of the object | Reading | UINT 0001
® Instance Attribute ID
The instance attribute ID specifies the attribute ID of the instance.
. L . Data
Attribute ID | Parameter name Description Attribute
Data type Value
101 Application Number | Application number | Reading | USINT Refer to Values of Application Num-
ber on page A-58 below.

@ Values of Application Number

Value Description
0 Remote I/O mode application
1 Fixed application 1

Partial stop + entire stop application

2 Fixed application 2
Partial stop + entire stop application (with EDM)

3 Fixed application 3
Worker and robot automatic switching application

4t07 | Reserved

8 Reserved
9to 13 | Add-on application 1 to 5
14 Reserved
15 User-defined application

If the value of a rotary switch is invalid or reading fails, the value when locked is returned if in the locked
state. FF hex is returned if in the unlocked state.
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The service code specifies the service to execute.

Supported service range

Service code (hex) | Parameter name Description

Class Instance
OE Get_Attribute_Single | Reads the value of the specified attribute. | Possible Possible
10 Set_Attribute_Single | Writes the value of a specified attribute. Not possible | Possible
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A-5 Declaration of Conformity

No. EUSP0001A

Original omRon
EU DECLARATION OF CONFORMITY

1. Product Models/Products:
NXR-S series
2. Name and address of the manufacturer:
OMRON Corporation
Shiokoji Horikawa, Shimogyo-Ku, Kyoto, 600-8530 Japan
3. This declaration of conformity is issued under the sole responsibility of the

manufacturer.
4. Objects of the declaration:
NXR-S series, Remote Terminal
5. The objects of the declaration described above are in conformity with the

relevant Union harmonisation legislation:
2014/30/EU EMC Directive
2006/42/EC Machinery Directive
2011/65/EU RoHS Directive
6. References to the relevant harmonised standards used or references to the other

technical specifications in relation to which conformity is declared:
EMC Directive: EN 61131-2: 2007
Machinery Directive: EN ISO 13849-1:2023
RoHS Directive: EN IEC 63000: 2018
7. Name, address, and identification number of Notified Body, Number of EC Type

Examination

Notified body: TUV Rheinland Industrie Service GmbH
Address: Am Grauen Stein, 51105 KéIn / Germany
Notified Body identification No.: 0035

Certificate for EU Type Examination: 01/205/6092.00/26

Signed and on behalf of: OMRON Corporation
Place and date of issue: Kyoto, Japan 13% Jul, 2026

Signature: lé—w ﬁéa.,/é—

Name: Kozo Kando

Function: Senior General Manager, Controller Division, Industrial Automation Compan:

1/3
GQ-151845A1
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No. EUSP0001A

Name and address of contact in EU

OMRON Europe B.V.

Quality & Environment Department

Attn: _J.J.P.W. Vogelaar, European Quality & Environment Manager
Zilverenberg 2, 5234 GM, 's-Hertogenbosch, The Netherlands

Aywioyuo9 Jo uonesedaqg G-y

2/3
GQ-151845A1
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No. EUSP0001A

Additional information

Models List
Model Type EMI EMS RoHS Rev
EN61131-2 EN61131-2 EN IEC 63000
NXR-SXD1204-CST | Safety I/O Block 2007 2007 zone B 2018 <A>
NXR-SXD1204B-CST | Safety 1/0 Block 2007 2007 zone B 2018 <A>
NXR-SXD1204-EIT | Safety I/O Block 2007 2007 zone B 2018 <A>

Model name may be followed by additional letter (s) and /or number (s) for sale purposes.

3/3
GQ-151845A1
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o)
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Operating Status Monitor Function.............cccccoccoieeni. 11-3
OUT PWR INiCatOr....ceeiiiiiieie e 3-5
Output POWET SUPPIY.....eeeiieeiiiiiiiiee e 4-2
P

Pin arrangement............ccoiiiiiiii e 3-11, 3-12
PO 3-12
Power OFF Function for Through-wiring Output.............. 8-11
Power supply cable connection procedure...................... 5-16
Power supply cable removal procedure.......................... 5-17
Power Supply Capacity..........cocovveiiiriiiiiiieiiec e 4-21
Power supply connector (input).........cccccovveriieeininenns 3-3, 3-4
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